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Last login: Thu Aug 28 22:17:46 2825 from .1ee.8

AFE.8:95.2862 Build28248712

admin# config

admin(config)#

il B # A IP: blacklist 196.251.71.143

admin{config-blacklist-196.25~)#
iz M4 ik : description Iiah @ &) & 4
admin{config-blacklist=-196.25~)#
i {f i B : save-configuration

LAL143 0 SE !

P el =

R P R o e e L e e e . . . o R R R R R R R R R R R R

=

©2811-2824 Sangfor Technologies. All right:s: reserved

EE S E RS S EEEE S ESEEEE ST EE SR EEES S E R TR EE SRR R R
Last login: Thu Aug 28 22:18:81 2825 from 1 0.8
AFE.0.95.2862 Build2P248712
admin# config
admin(config)#
we M H %/ A IP: blacklist 204.756.2083.28
admin(config-blacklist-284.76~)#

: M 4 ik : description I &h O &) & 2
admin{config-blacklist-284.76~)#
{¥ {f il & : save-configuration
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Rulesat Updatas

rulesbot

H-]
— Summary:

18 new OPEN, 20 new PRO (18 + 2)

9,78.73.246.6

TProf&ii - [Fi

TProfSiR - [ Fireay: i 1. UCP. Rubeus. [ nonce
ETProf&i - [Fireeye] POS E HackTool.TCP.Rubeu

Added rules:

TF‘rnf‘*i‘F Lree) ackTool.UDP,Rubeus.[nonce]"; cont per

1076  TProfiill-[Fireaye] Hackiool.fcp.Rubeus. [nonce]”; conten + 2064173 - ET INFO DYNAMIC DNS Query to a *.yodyiam .com domain (info.rules)
(msg: "ETProfiii-[Fireeye] M.HackTool.SHB. ; » 2064174 - ET INFO DYNAMIC DNS HTTP Request to a *.yodyiam .com domain
] "ETProfgsfl- [Fireeye] M.HackTool.sms. G rules)
(msg: “ETProf®i&- | Fireeye] M.HackTool.5M8. ket-0b » 2064175 - ET MALWARE Win32/TAS69 Gholoader Domain in DNS Lookup (devel .asurans
(msp: "ETProfgif-[Fireeye] M.HackTool.SMB.Imp Blyilis .com) (malware.fules)
(msg: “ETProfdi- | Fireeye] M.HackTool.SMB.Impacket-Obfus « 2064176 - ET MALWARE Win32/TAS69 Gholoader Domain in TLS SNI (devel .asurans
(mep: "ETProfgs®- [Fireeye] M.Hackrool.sMa. Impa: Obfus .com) {malware.rules)
(msg: “ETProf&il- [Fireeye] M.HackTool. 0b » 2064177 - ET EXPLOIT_KIT LandUpdate808 Domain in DNS Lookup (camitel .com)
(msg: "ETProfgiR- [Fireeve] H.Hacl:luol.':-‘-. 1N i-Obfus (exploit_kitrules)
(msg: "ETProf@ifi-[Fireeye] M.HackTool.SMB.Impac Obfus » 20641786 - ET EXPLOIT_KIT LandUpdate808 Domain (camitel .com) in TLS SN
AL NET any | "ETProfRig- [ Fireeye] Backdoor.HTTP.BEAL (exploil_kit.rules)
ETPr umﬁ]; [Fn eye] Backdoor .DNST CON . [CSBund] « 2064178 - ET WEB_SPECIFIC_APPS Tolalink formLoginAuth.htm authCode Paramete
{msg: "ETProfgifi- GitHub/ci 1 Themed Phishine in i Authentication Bypass Attermpt (CVE-2025-8533) (web_specific_apps.rules)
(msg: “ETPro pfﬁ#j—lii‘t’ngh;( 1cleCT Themed Phishi i'I;-:: ) o7 = 2064180 - ET WEB_SPECIFIC_APPS Linksys QoS5elup ack_policy Parameter Bulier
i R I 5.1 . - V-5 Vo bl P E Wi et o 3 Overflow Attempt (CVE-2025-8527) (web specific apps.rules)
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alert lop any any -> any any (msg: RENE—HEASEE; content."@eval”; nocase: =ontent:"basetd de
6668889 rev:d;)
10 serve

alert hittp any any -= any any (msg:"FEBEE-CVE-2021-29441 NACOSTEEHIA; llowes, lish

sstypetrojan-activily; sid:b6ob8EIT; revl;)

EHAE
——— alert hittp any any -> any any (msg: " JmEmah-WebshellA= HE", flow:established to serves o nt™$ PO
b BBAG2: rev:1:)

e ==
: alert dns _‘,HOMF_NFI' any -= any any {msq: =T = EE-C 2olEE 0], dns.querny; issed, C
M S R emcap 100mb, hashsize 1000000; classtype: trojan-activity; sid66668893; rev 1)

i BT (e e
selissel

alert dns $HOME NET any -= any any (msg "TEE 00 =GR ERET a2 dneguery;

Hitmul - g txt, memcap, 1T00mb hashsize 1000000; dasstype: trojan-activity; sid:obebBESS; revi:)

HERERR

APHETRE

afert dns $HOME_NET any -> any any [msq:"360{Si= BeDGAER TR, dns.querny; dals ssel, [

memcap 1gb, hashsize 2000000; classtype: trojan-activity, sidiobho8890; rev:1;)
alert lep any any -> any any (msg: " FRREEEE-MoziiE - RiEsE {5 content:"Hello, World™; .

= f s S8 00

=S alert dns $HOME NET any -> any any (msg: "RUEETEEEER-HHER P EAS", dns.query; comsnt"m

EEOHEE . ' o o
alert dns $HOME NET any -= any any {msg "GRETESRE-ENESEREA 4D, dnsguery; -
EF RS
alert hittp any any -> any any (msg:" TS 1SN RAERTFEE"; lowestablishew;w =e
450", classtypeweb-application-attack; sid:0boo85907; rev:1;)

= b B s

i

netwoget
SOCO0IE.o

atent"wbeahh.co

R

o EOTIEERGREN 5% |kt

fe’; nocase; content:"$ POST™ nocase; classtypetrojan-activity; sid 6

" fnacosfvl/aul pageMo=18pagesize=9" nocase; cla

it " (@ ocase; classtypectrojan-activity; sid:bbo

Joma N, foe ieflib/suricata/rules/C2 Domain b, m

line D¢ vsfring Wi fhomeflib/suricata/rules/Mine Domain

Clamain ng, loas hesme/lib/suncata/rules/DGA_Domain.ixi,

ocas,  lasstyp. o n-activity; sl 6666B89T, revi];)

" : classiype: teeap activity; sid:oGEGEX03; rev:1;)

ivity; sich6REHE0L; rev:1;)

: Class

sword”™; nocase; content:"password=123

e
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FEIHE

BRI S 116.22 74,205,280
£8.85.88.88,2.H0
MERES 107.172.190.48,2.80
139.159 225 14'.2.80
EERSES 192 253 23436, 2 80
128.241.230.8,2.80
38.147.171.196,2,80
_ 23.249 28.80,2,80
EETE 118.31.0.235,2,80
S A7.93.42.180,2.80
103.215.78.227,2.80
i 206.72.195.179,2.80
154.204.34.23.2 BO
RINATES 38.45 195 2.2.80

, 43136233.118.2.80
FRILSTEASE A47239.81.181.2 80
R A47239.119.126,2.80
154.91.180,124.2,80
R e 8.133.245.46,2.80
o 18.163.212.208.2.80
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MR CPUHE
TSR
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el e

[FEok e emF BERrF

HenH W82 GB 2292 GH
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RS REER

R R bk B
EEWTHHER lo B.95 Kbys 895 Kby/s
R s

=R

APHELIEE

end | 512.00 bfs 1.02 Khy/s
enog 1.47 Kbfs a2 55 Mb/s
B Bnod 0.00 by's 39575 Mby/s

FEEE enod .00 bys B81.13 Mbys
i
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MERLBHBIERR / AARBRES / ZORS Bae i

block size=1048576 block nr=155 frame size=1616 frame_nr=100440 (mem: 162529280)
mRHE L8 13476610 [1418804 - WH#09 enod] 2025-08-28 16:34:48 Perf: af packet: enod: setting socket buffer to

11§ ) | SELFU L LT

= 2147483647

REHRHHS o At [1418804 - WH#09-enod] 202508 28 16:34:48 Perf: afpacket: enod: rx ring params:

: i block size=1048576 block nr=155 frame size= 1616 frame nr=100440 (mem: 162529280)
(1418805 - W#10-enod]| 2025-08-28 16:34:48 Perf: af packet enod; setting socket buffer to
2147483647
[1418805 - Wi#10-enod]| 2025-08-28 16:34:48 Pert: af-packet eno4: rx ring params:
block size=1048576 block nr=155 frame size=1616 frame nr= 100440 (mem: 162529.280)
[TATE46 - Suricata-Main] 2025-08-28 16:34:48 Notice: threads: Threads created -=W: 30
FM: T FR: 1 Engine started.

lScs il 3274149873

GRS 344 T8

87 28 14:15:52 nsevs-14 eve 1o mysql[1223142]: =ik —SS0EsA, HEA T 0 G308, il 022 #, S5,
81 28 14:15:52 nseve-14 eve to mysql[1223142): 52ak—80iER A, FHEA T 030, FE 022 i, St
. s 8 28 14:15:52 neeve-14 eve to mysql[1223142]: =R Eas A, 3HAA T 0 30E, FE 022 i, S
AR 88 28 141552 nsevs- 14 eve_to_mysql[1223142); sR—0EUERA, JUBENT 0 /750%, St 022 ¥, SEsphdus,

R T S .
o uwsgi.service - UWSGI Server
ST Loaded: loaded {fustAlib/systemd/system/uwsgiservice; enabled; vendor preset: disabled)
Active: inactive (dead) since Sun 2025-04-27 11:10:13 UIC 4 months 1 day ago
FOT_ e B Main PID: 768469 (code=exited, status=0/SUCCESS)
x| e ; ; .
Mofice: journal has been rotated since unit was started, output may be incomplete.
APHE=E
& ngirgcservice - The nginxe HTTP and reverse proxy server
FFEE Loaded: Ioaded {fusr/lib/systemd/systemy/nginesenvice: enabled; vendor preset: disabled)

Active: active (unning) since Sun 2025-04-27 14:22:13 UTC; 4 months 1 day ago
Main PICx 784945 (nogim)
Memory: 9.9M
EE B CGroup: fsystemuslice/nginxservice

= 784945 “ngimc master process Jusr/shin/nginx”

e 1 TOANAC Smeinamas =

[ENEE

="
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