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AFRUERE IR GB/T 1.1-—2009 25 i K 5,

T TE BAS SCHF I FSe N AT RE WS S LR AR SO B S A AILAR S AR FH U0 i 2 A ) AT

AHRAE 2 A R bR L BOR 22 51 22 (SAC/TC 26048 i HF I A .

AR R AL AR AR AR BB PR 7 A% IR FAF B A BR 2> 7] AL S5 22 i a2 B A BR 2
Al AR T AF B B AT RS T VKR RIETT R B AR By A7 FR 2 7 b 5t a8 RE R AT FR
O A ACE = R AT LR S AT BR2Y W] A RUHE AR J7 B R AT RS w58 5% A 4 B0 ) 7 D 4 A A 0
O AL R R 2R R R B Rl E o A7 IR R AL 50K Rl S 48 2 R IR AT .

A o T R RN R | B R VRS P R R T | 5K AL EE TR AR THEOR L 5K A AL T
AR R INE T R



GB/T 38636—2020

FEREREFAR FRHEZEBHIL(TLCP)

1 EE

APRUERLE 1A% 2 B T U0 BRI SR 2= RS AR T U U AN BT
A 38 FH T A% B )2 95 0 B OM 96 72 i (i SSL VPN W56 30 Y8 28 25) i iF il L B 7] T35 S 16 4
J2 W PR SCAR 57 il ARG DN L BRI A

2 HEMESIAXH

BTN T A SO B O R e AN R BY o LR HBI B 51 SO A0 H A0 A RS 3 H T A 3C
PF o FURATE B89 51 SCPE  Fe ol A CRLEE BT A 8 k3 3& I T AR ST

GB/T 20518 fHE LA APIHERMBE B k4w A0

GB/T 35275 {5 B4 HAR  SM2 %54 b N % 4 4 0 85 i

GB/T 35276 fREZAtiR  SM2 %R ik M

3 REBEMEX

TN EFE SCE T A S,
3.1
B =iEH  digital certificate
HIE B IIEHLI (CA B2 B S A ERIA EEE A BN ZEREFER ABNLL LY RE
B — BSR4 A
FE s IR A3 A NUEAS S HUR GIE 5 AN B A5 UE 15 4 FH 38 T 43 O 4 4 E S A 2 IE
3.2
IBC &% identity based cryptography algorithm
— e AT AR R R B AT B P AT A5 B A 1 R X AR B R ARk
3.3
IBC #5328 IBC identity
FR TRy SR M A R
3.4
IBC A3 £ %] IBC public parameter
5 T IBC B IO M2 FR s M bR iRl g i 07 AR AR R S A TS BE R .
i SBUE B T SRR IR o AN T .
3.5
B4 E =/ initialization vector;initialization value; IV

T A AL v DA 8 o 2 e e A8 8 ) 8 [R) A0 T 5 1A 158 P A 00 A 4 e e i ol
4 HSFERIE

41 #HS

IS E T A
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+:$H§éo

@ : a5,

0 LB s A0 LRI LU A e

CIPHk (X)X FH AN K. d1oh X 050 418 SC i i .
GCTRk (ICB. X)) %F T W AR X WG H AR 434150 ICBL %40 K 1) GCTR s f it .
GHASH, (XD X FZE %80 H, A sy H ) GHASH H#iih .
HMAC(X,Y): DL X HEHXT Y #1782 s

inc, (XD : FARE X WA s LLRr s 3 4 i .

int(X): AR X MBEERR .

len(XD): FLAREE X MK,

LSB, (X)) : b4 X M A7 B s A7 Hugs e

MSB, (X)) : lHEH X BB 8 s 7 FLARE .
XYt X 5HRed Y iE$z.

A B aT 4 5 i BHE

C: %3,

H. %1%,

K. 4% 4.

P B3,

R b T o 41 T 138 B 0 WK

T S 0bR%

LSRR .

4.2 GER&TE

T3 A g S T A S

AEAD i % 4 B P8 i) I AUE D % (Authenticated Encryption with Addation Data)
ADD . [ i 2& 51 % 9% (Additional Authenticated Data)

CBC . % it 43 41 #% #% T /E#E X (Cipher Block Chaining)

CTR: i1 #(#% (Counter)

DN 2 5] 4 (Distinguished Name)

GCM . Galois 7% #3455 . (Galois Counter Mode)

HMAC R 24 B H 51 B B 5 E S (Hash-based Message Authentication Code)
IBC: riH % %4475 (Identity-Based Cryptography)

ICB: ¥ 45 1180 #5 43 24 (Initial Counter Block)

IV . 9] 4fi 7] 5 (Initialization Vector)

LSB.: fi Al it He #¥ (Least Significant Bit)

MSB.: #% & it e 4 (Most Significant Bit)

TLCP &%y )2 %851 (Transport Layer Cryptography Protocol)

XOR: B 8% (Exclusive-OR)

b THEEMTAME

5.1 #Ei&

TLCP 2 A RS H A L g P4 L AR 7 22 (0] 482 {1 O 2 1 A B a1 58 Bk BIv OR300 109 8 ) 5 0
2
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A5 AR XS BRI A R A R VR 2R R Sk B R R ORI Dl BE AL R RS RSO B A B A A R
AL IR S5 IR A A R P IR A A T A R TAE R
5.2 EWHEZE
5.2.1 FEMREBEZ

T B0y %5 BT 24 BB #5%
5.2.2 SHETMERL

JH T 2 51 S 4 A 1 Jon 2% B R SCRCHE (4 T 2 AR . SRR AR RN GCM 5 CBC #Ea
5.2.3 HRFEBEL

JH T 508 Bk 85 BH A 1R 5 B PR
5.2.4 HFEY REE P_hash

P_hash BREE LT .

P_hash(secret, seed) = HMAC (secret, A(1) + seed) +
HMAC (secret, A(2) + seed) +
HMAC (secret, A(3) + seed) +

Horp

secret s JEAT T T il B A% B .

seed JE AT A T 75 00 B4

AC0) = seed

A1) = HMAC (secret, A(i—1))

P_hash GBf% fz 2 1% A B 28 )7 A BOR K 4 .

5.2.5 fHBEHLE % PRF

PRF it 57k .
PRF(secret, label, seed) = P_hash(secret, label + seed)

5.3 EHAME
5.3.1 #Eik

SR P AR Xof o 28 0t B0 1 AT B A3 S 31 8 1 5 40 o B 3 S 001 3 5 s W R 0 4 L 0005 4% FT TR R
B HETIHE S AR YT O] AR A BT R AT i A S A

53.2 RFIRER

ke 55 i 5 B by A Xk Bk 25 0 B0 12 A RS AT N B4 28 44 S B 0 AN B A L LR 2 A B TR T
o v I 55 i B 15 65 S0 Bk T T T S B R PR R

533 EBERFmWmEH

B i 2 B by AR X B R B AN R4 2 4 B AN R A R 2 A I TR T
Rt P S By S ) o O S e B X T T I S B A R
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5.3.4 WEE
il 3 % 4] (pre_master_secret) 52 X 5 P i A= i iU B 81 b, F TAE L %481
5.3.6 FEH

F % B (master_secret) H Tl 3 % 1. %& 7 vy Bl AL EK L IR 55 o Bl AL B, 5 B AT BB L &0 B AR LY
A8 PP H T TAE S .

5.3.6 I1E%H

T B AL O IR S A o HG b R o e TR TR B o R A AR P
TRAE R S BN AL . AR 5 A AR AR O S T RO i Y A AR O B

6 thiX

6.1 #EA

TLCP 44510 5% /2 B sCRI 42 T W asOe , 32 T Bp iSO £ 5 % 0 AA% 722 B BIh s i S B 0 48 - Bl
6.2 HIFBLEBTENX
6.2.1 EAXRHEELR

ENXL T AP EARZHE 2T, 43 51 2 opaque, uint8, uintl 6, uint24 , uint32, uint64, fF A 25 K HR LK
BT IUF RN I/ N B RN — A 8 L7

opaque: fERZERIEHE 1 DT

uint8: LTS 8 BB 1 T,

uintl6: TS 16 M EL.2 P,

uint24: JOAF5 19 24 R 3 .

uint32: AP SR 32 AL EEE. 4 DY

uint64 . L5 64 V3% .8 PNFET .,
6.2.2 [HE=

o] i (Vectors) & 45 € KRB P4 . w5 AR @ KA K, ERmE D Ix]RER; ZK
] LA C xey) R Rom, Horp x (RE TRy AR ER, iR HF Rk BIRA UGy Rom, i A &K
JEHR VLT Sy Az AR ) R R S 1) i S PR B R R /N O RE 8 4 A 8 K 1) e R R K R Y
N

6.2.3 LR

2 (Enumerateds) J&— RINFFEEHW FRES  BF BN FERBEHE A FME, WRET
— KA 4 BE L X AME RIS 8 R R . AR A T AR A & E, R R AOCRESE . A
REAE S B 2 A% A . 49140 enum {red (0) » green (1), (255) } color, M2 728 & K/ A RE 5 28 4 B KA
A e /N E

6.2.4 HEHgEH

zE 25 M (Constructed Types) J struct 2RE X, 5 CiEF MY struct IHEZERL, struct F Y F Bk
4
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W 51 J T e o i A o HEAT 0 . AR — A struct 6138 T 53— struct HL AT LA WG % struct B4 7.

6.2.5 TE{kE

=

ARPR (Variants) 288 H select, case 2 5E X, H T & ARSNGB AL 454 . 25 F CIE S
[ union 8{ ASN.1 1y CHOICE,

63 EBREMW
6.3.1 #HEiR

SRR PO R WY B — R R 7 B R T BN R 7 B, I8 R SRR Z gt
G I R R B o B R AR (AT ) THIE HMAC I AR5 i . W) B0 8Os 220 i 4 L3600 L TR
5 (AT e ) HH B R AR A 18 40 v J2 I

W Z PR AR T RE VAR AR ARy TSR MR R L IC SR BT S A
T SRR AL AT T A 0 S 28 RUAR L TE 51 X BRI IpBE A N A R BB Z A o0 IE . AR BB — A
AN BE TR 1R 3C 7% T 7 2

6.3.2 EERE

HEROR IR IC R 2 PP U AR AT o A 458 DU b S0 TR 1 i R AT BRSO R B g Bk
B RIIERAS . Horp L BRI ORI o T A I SR AR AE AT RS T AR B
ARPAR S 0 2 42 H0RT LAy 8 T D O T 3 A R A2 B 3 R AT R ROfR S 7E J SHATR S . BR T
P BRSNS AR A I AL & 2 ad U R ) & 2 SR

BEHORS W% S EMT

struct {
ConnectionEnd entity;
BulkCipherAlgorithm bulk_cipher_algorithm;
CipherType cipher_type;
uint8 key_material_length;
MACAIlgorithm mac_algorithm;
uint8 hash_size;
CompressionMethod compression_algorithm;
opaque master_secret[ 487];
opaque client_random[ 32 ];
opaque server_random[ 32 ];
uint8 record_iv_length;
uint8 fixed_iv_length;
uint8 mac_length;

} SecurityParameters;

a) ConnectionEnd
FRA AR P A A % P Bk 55 i . E SO
enum { server,client } ConnectionEnd,

b) BulkCipherAlgorithm
JH T8 ds hnfigg 25 W B A s . 8 o -
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enum {sm4} BulkCipherAlgorithm,
¢) CipherType
RN B FIE R, & .
enum { block } CipherType,
d) key_material_length
TR BB B
e) MACAIlgorithm
TR TH B e B i A Ak . & X
enum { sha_256,sm3} MACAIlgorithm,
f)  hash_size
RRRBIKE.,
g) CompressionMethod
FH T80l R4 5k . 8 SR
enum { null(0),(255) } CompressionMethod,
h) master_secret
TE i Jok A v pl 90032 2 2 s B LR R 55 s BE AL BSOS R Y 48 AT .
1) client_random
HH 2 7 o 7 A 1 32 1 B AL
j)  server_random
H1 R 55 3 7 A 1 32 1 B AL AR
k) record_iv_length
B4 1] YRR
D fixed_iv_length
[#] 5 1400 i ) K BE
m) mac_length
MAC K,
IR ERE ] R S HORA T 5N 4
—— K P S I 5H client write MAC secret,
— R % ¥ B A I 2 4 server write MAC secret,
— & P 5 %4 client write key,
— R % B %4 server write key,
— & P imE R G ] E client write iv,
— MR %% 3 5 W) b ) B server write iv,
2 55 it 22 WAL A BT S I 0 P 25 7 3 5 280, %% i 42 WA R Ak B S 0 P IR 55 o 5 S 8.
SRR BGX SR ML W 6.5, WA U BRI T LASUE Y HTRAS .

6.3.3 BRE
6.3.3.1 #fid

1057 2 HWOM 151 2 R B AR B/ B AR 25 18 SR80l R 80 23 BE TR 4R TR IR N L AR5 AL
PR 5980l 280 i BRIE R T A R B AR S AR IR 4 R 2 N

6.3.3.2 9K

10 7% 2R R 2 B 21 T E N R B
6
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AR BA T .
struct {
ContentType type;
ProtocolVersion version;
uintl6 length;
opaque fragment[ TLSPlaintext.length];
} TLSPlaintext;
Hrpre
a) Type;:
A B IC s Z IR, s O
enum ¢
change_cipher_spec(20) ,alert(21) ,handshake(22),
application_data(23),(255)
} ContentType;
b) Version:
B RS RRA S . X B RRAS S 1.1, € LR
struct {
uint8 major=0x01,
uint8 minor=0x01;
} ProtocolVersion;
c) length
DL 9 g B i e B A B8 L /N TS T 21
d) fragment

K 1% B O B o 0 )2 PR BUA 0 BA B N2 .

6.3.3.3 E4EF@EES

JIT A A SR AT AP 24 2 TR SR B0 R4 Bk AT TR A . Y AT S RS AR E 1 TR 4 Sk wwI iR

R ==k

He
=]

FE 47553545 — A~ TLSPlaintext 4544 i) 848 5% il — 1> TLSCompressed 454 1 £ 4l
FE48 5 B e 22 HREHE AN 1 024 A5 . AR TR 48 5 i B0H < BE o 17 21 A1, I
4~ decompression failure B fiv45iR .
JE 48 5 BUE S5
struct {

ContentType type;

ProtocolVersion version;

uintl6 length;

opaque fragment[ TLSCompressed.length];

} TLSCompressed;

Horr,
a) type.version i€ X JA] 6.3.3.2 g a).b),
b) length

LU A 19 TLSCompressed.fragment £, /NF o & F 2" +1 024,

c) fragment
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TLSPlaintext.fragment [ J& 45 1E 2,
6.3.3.4 NEFMKIR
6.3.3.4.1 #Fif

i 12 AL B s BAL — A TLSCompressed 4514 i 84 #% 16 4 — 4> TLSCiphertext £5 44 i) 84 .
fifp 85 3 B U 2 AT A S 484
IRV C TR R I
struct {
ContentType type;
ProtocolVersion version;
uintl6 length;
select (CipherSpec.cipher_type) {
case block:GenericBlockCipher;
case aead;GenericAEADCipher;
} fragment;

} TLSCiphertext;

Horpr,
a) type,version B i€ X JA] 6.3.3.2 H1 a) .b),
b) length

PLFH7 MBI R TLSCiphertext.fragment KB, /N F a5 21 42 048,
c) fragment

WA RIS TLSCompressed.fragment i 5.
6.3.3.4.2 KIEEEZHIEIELIE

g ) TSR AE N Z /AT s BT R
HMAC_hash(MAC_write_secret,seq_num-+ TLSCompressed.type+ TLSCompressed.version—+
TLSCompressed.length+ TLSCompressed.fragment)
Horpr
a) seq_num
FPoNS o B — BB AR E 3 0 4E 7 — > BB I P 8 5. A S 2R Bl uint6d, T 5
WIMRIE A E e RABE# h 2° — 1. JF 8 5 RBE IS8, W 2R e 41 5 3 i, Ik 7 8558 JT 4R
=T,
b) hash
TR 56 B I ) 2 B

6.3.3.4.3 SAHEFBHEENEELE

o FH 2 %8 L B30 I i 2 AU I 0 %8 i BRI B iz B T — > TLSCompressed. fragment 2%
i 10 30 6 49— A TLSCiphertext. fragment 25 MR . 3% (0400 61 T B 032 L1046 1
T Ak BRI A AR AR
struct {
opaque IV[ SecurityParameters,record_iv_length];

block-ciphered struct {



' G

>

a)

b)

c)

d

e)

D

6.3.3.4.4

~
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opaque content] TLScompressed.length];

opaque MAC] SecurityParameters.mac_length |;

uint8 padding_length;

uint8 padding[ GenericBlockCipher.padding_length |;
}s

enericBlockCipher;

v

1t GenericBlockCipher W& 4 i) 4h 4k 1) & . 12 1] & 0 FEAL ™ A2
SecurityParameters.record_iv_length

IV AR Bk (5 16l T A9 85 A S 1 AR OG

SecurityParameters.mac_length

MAC BB 8 55 10 R B E A G .

Content

o0 I A B SCERE

MAC

Content MR KA .

Padding

TR R . 7R I i R BOE T D B B K B A R R B R R KRR
A 255 AT, BRI RS T N A R T I T R WO R A X S B AE 0 2R
& % 3% bad_record_mac it H H. .

INIE 32 & 5% (AEAD) B9 £ 18 &b 18

{5 N TE N 28 550 1 in i 28 1, DAE N 28 eR 807E TLSCompressed. fragment 45 #) fITAE in 2% TLSCi-
phertext.fragment %44 2 ] #E47 % 4t

PAE IS AEAD % 6 (45 A S — 3548 . — S BEHLEC . W1 SCRBSN GE BB . 25 91 % P i S
SR 45 5 T A B R S AT W

struct {

opaque nonce_explicit[ SecurityParameters.record_iv_length];

aead-ciphered struct {

opaque content] TLSCompressed.length];
}s

} GenericAEADCipher;

B~ AEAD B0 1 48 2 B A I 42t 45 AEAD #:4E M BEMLEL, DL )2 GenericAEADCipher.
nonce_explicit #7F B BER/N . AEAD I 0 — ek s 80, AEAD £ 9 Bl AL &N i
R M #8 23 2H 180 1 308 73 B nonce explicit, 2 7 i A1 i 55 S {8 11 69 Bt X &6 23 23 30 ok A client
write_iv Fll server_write_iv, AEAD {i [ #) B ML A0 5% 69 49 15 77 302 L RFC 5116,

# AN E B (additional_data) & XANF .

additional_data = seq_num + TLSCompressed.type +

TLSCompressed.version + TLSCompressed.length;

AEAD fki i 2 i AEAD I #0762 SCH 40 A, K B % 1 TLSCompressed.length K,
B2 K EA AEAD A LR IS —, F &R E TG0 T HTT, W LU 84 19 %0E 1T 6k
bfiZ5 AR A TLSCompressed.length M AR, & AEAD S BE LA MBIV AGEL T 1 024

9
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FEAF

AEADEncrypted = AEAD—Encrypt(write_key, nonce, plaintext,additional_data)

N TS K E 25 A R L B 4 BE L AL L additional_data F1 AEADEncrypted {H 4 /E4 A . Ky
NS — RS R R R S R . BEA SIS SE R A A . B

TLSCompressed.fragment = AEAD—Decrypt (write_key, nonce,

AEADEncrypted, additional_data)
T R gt 2 R W 0 A T — D B 9 bad_record_mac &%,
GCM a] % 5] o 25 A =L R S A

6.4 EFHUK
6.4.1 #Eik

18 T U UL Fh 25 R R A% A8 T RS AR T P ISORT R B BRI = AT B B T RS R R LR A )2
i1 FH 0 22 4 S 80 3R AT B 003 B UE LA B 1) %) 5 4 R 5

BFIUGE A TR — 2SN STEA .

a)  ZxiE bR IR 55 g 0 B Bl R A 1 0 T TR0 BR B AT R SR Y 23

b HE4: X509 v3 A& XA ECFUE L AF A GB/T 20518,

o) RN RSB A .

& RS 48 BB R RE

o) EHYP K ARG AR 48 N FEATRYE .

D BRI AR RE S HIZ S TE KR DR E R AR IR . AR RS TE AR IR AR R

B2 RE T F O A 1 808 BLAE I 208 R EHT D i % 2 S 4L
LA B T LA™ A 22 4 280, R TR T D0 500 =1 F ARk o o] DUGE TR [ i) 25 38 N 24~ i 4% .

6.4.2 EWMEEEHN

5 RS 72 B I TSP T 2R 2 B R 14 SR L BRIV KT A T I B R ) 2 4 S BOR R P 4 T R
P EHE o T S E — % T B A T2 S Y A R A Bk R A O Y Y AR i W R
PR 108 B S

OB — A B 1 B o IR 55 s R AL R S i e e 2 5 AR T 45 N
B2 R R IE M B

Xof T W BIR S  BH  5 28 AR T IR Rk 2 S S B s S B A A T B =2 S S RIS

ALK 7S BT B A E LI

struct {

enum { change_cipher_spec(1),(255) } type;
} ChangeCipherSpec;

6.4.3 WMEHN
6.4.3.1 ZEMEX

0 BRSO T 5 AT T 4 11 308 AT LA R g o A 328 e e v B G R AT A G O P A e
HRIE R TRARCE th RS DRI R B Rk o I BRSO — A% T S AL B 2T T 2 R TR 4 Sk TR 46 L O
4T A T LRSI R PR R LT R R TS

e T S BE D PS4 0 ) D 4 ) AR A

B B A E LT

10
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enum { warning(1),fatal(2),(255) } AlertLevel;
enum {
close_notify(0),
unexpected_message(10),
bad_record_mac(20),
decryption_failed(21),
record_overflow(22),
decompression_failure(30),
handshake_failure(40),
bad_certificate(42),
unsupported_certificate(43) ,
certificate_revoked(44),
certificate_expired(45) ,
certificate_unknown(46),
illegal_parameter(47),
unknown_ca(48),
access_denied(49),
decode_error(50),
decrypt_error(51),
protocol_version(70) ,
insufficient_security(71),
internal_error(80),
user_canceled(90) ,
no_renegotiation(100) ,
unsupported_site2site(200) ,
no_area(201),
unsupported_areatype(202) ,
bad_ibcparam(203) ,
unsupported_ibcparam (204)
identity_need(205) ,
(255)
} AlertDescription;

struct {
AlertLevel level;

AlertDescription description;

} Alert;
6.4.3.2 XHA@EHM

B A B 5, 7 i A 55 i AT A — 7 A 45 SR 2 22 TR N K % O DA RN B . X TR
KNI 23R T5 2 S8 R 7 A P 26 AT Ao s T LA R W T [l 4 S P 3 R R O PR A U
P AR DASE RIS AT AR U4 . X T4 W7 W38 kv B I O [ 87 — 4 5K PAT 30 RV L & AR O S A AR TR 3
Fe PR WSORN e 36 A

11
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6.4.3.3 SEHIRIRE

2 K 18 AR R — A B iy GO I B 2 5 U5 RN S R SG PR L S R O A 23 T b RO
B W B E OGP ) R N RE R IR . E AR LR 1

X1 EBRRER

B IR AR A4 PR 1B 2 Eiiiu
unexpected_message 10 g BB — A E LT URANEE
bad_record_mac 20 B MAC 75 35 48 152 5 % 45 12
decryption_failed 21 Hfw fifte %5 < W
record_overflow 22 S §ilis [ S EURS
decompression_failure 30 A it 1T 45 2 K
handshake failure 40 Hodw B
bad certificate 42 — UE P B IR
unsupported certificate 43 — AN R A 26
certificate revoked 44 — TE A5 B g
certificate expired 45 — UE A5 35 8l R AR 3K
certificate unknown 46 SR HTIE 5 45 1R
illegal parameter 47 Hoaw E[R7RE 2
unknown ca 48 B fi HRAE B AW 5
access denied 49 £ €l 6 45 17 [7)
decode error 50 H A TH B A5 2
decrypt error 51 T B i 2 R K
protocol version 70 Hfw A AN L i
insufficient security 71 B LA
internal error 80 oy AP A R
user canceled 90 ik FH P ECH A
no renegotiation 100 gk 5 26 T U i
unsupported_site2site 200 Ay AR siteZsite
no_area 201 — BEA PRI
unsupported_areatype 202 — AT AR S e Y
bad_ibcparam 203 iy BB — A TR ibe A LS EL
unsupported_ibcparam 204 i A SZFE ibe IS HP o LE R
identity_need 205 2 ¢l e XI5 Y ibe ARIR

X T AT BT A 2RO Y B R L R T DL A AT DR R A B AR R A 2 B Y L
T 42 WS 3 et O DAY R0 i I O P A U 42 5 0 R W 1) — > S 5 0 | 4 L I BT L A AT R E
B A0SR DA T B Y L (i) S R S PR R e O P AR UG

12
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6.4.4 EFHILEE

TP K AT i
224 hello {1 B R Wy Y 8BS 11 S B BEHLEL . D S 2 1R 22 il H
S E SR Dy R R Y .
AR A B IBC A5 B TR 5 .
— I A RS e 1 BE LR IR
CIRTRE IS /P Srge e ¥ i g8

—RAUEXUT A L 2 SR — EorE R TS R A SR S B

BFEFRUT & 7 S Kk % i hello 38 B4 MR 55 i » Fie 55 S 102 [9] 102 12 55 3 hello 3 &L . 75 U] 7= A
— A AR I BT L . & I hello MR 55 d hello J 18 %0 7 3 A1 AR 55 3 i A7 2% T SM2 RSA
o IBC 18 0% 51 U i LS o 2 A (R R BE 0 - L4 DR SURROAS L 23 0 A R VS B 1R 2 B v O HL™ A2
AL BEHLEL .

TE% 7 3 hello MR 55 3 hello 1 8 2 i o2 B 03 S0 i A% G122 e i 8 o A4 IR 55 Sk 5 Ak 55 o %6
BIac e % P i A L% S A S

eI 55 3 42 14 5¢ hello {8 Z )5 %3 Ak H C MR I 8 IR 55 o 8 91 S el B 0 2R I 55 o
TR P v B B 3 U i) 7 S A 16 E BRI R . SRS S ik IR 55 S hello SE R B - KR hello 7
BB Be O 2 45 . I 55 i 55 1 0 i PO [ 9 UL o SRR 5 i A 3K T — N UE A SR E B L & S B 3 1]
— MR . SRR % i A A ST B T B N AR T & P i hello {58 A1 55 i hello 1 &
PR Hh B Sk . R P Ak TR R AR AL R K K — A R A 4 B I T B T S
% 95 S 36 0E 5 7 S B B 439

TG 7 S 4 16 R T MUK AR S B, L AR5 % s sz RIVAE P R B R 4 Bk R L RO R K R T4
SRS o 55 S D) [ 57 4% e AL 8 TG o 0D O B R 00 S A 2 B L I O R ik AR T AR R . B
{8 T R 45 A I 55 i A0 7 S m] LA A6 Kidh 22 4 1

BT R 1R .

& i 525 3
ClientHelo ————— >
ServerHello
Certificate
ServerKeyExchange*

CertificateRequest*
(= ServerH elloDone
Certificate*
ClientKeyExchange
Certificate Verify*
[ChangeCipherSpec]
Finished = — >
[ChangeCipherSpec]
{——— Finished

Application Data {— > Application Data
o FORAHEBARIE T LTI CRRMEE CAEBRMAR. [ IRETRFHIGEE.
B1 EFHERE

13
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2R v MR 55 S ke S ] 22 WA 23 0 L AT R A FERT B R K S . & i A3k P i hello
R IF Bl B2 A 20 AR . R IR 55 i A DG TC A 2 05 A 5 IR 55 i D)0 P AR 7 ) 2 i IR 2 4 32
A Kk — A BAT MR 2 AR R IR 55 3 hello 188 . SRR % 7 S A1 IR 55 i 45 F & 36 4 05 MLA 728 T
AR LN E . RO R T FRAS 0 I 55 i 1% 5 S ] LT 06 Kot 22 A . A SR I 55 o e A

VETC Y 23 385 Am 3R s Bl 55 i 23 26 B — 8 1Y S T AR IR EAT — D 8 8 0 IR T
SEE AR TFH B REWE 2 s,
gk R % H

ClientHello - >
ServerHello
[ChangeCipherSpec]

(= Finished

[ChangeCipherSpec]

Finished  —— >

Application Data ¢ e > Application Data

B2 ERAMNEFHEHRERE

6.4.5 #EFHiL
6.4.5.1 HEMEX

BF PR AEIC S Z M Z P, ] T i 4S5 58. BFIn il 8
BT B A5 LR .

10 SR R UL i

struct {
HandshakeType msg_type;
uint24 length;
select (msg_type) {
case client_hello: ClientHello;
case server_hello; ServerHello;
case certificate; Certificate;
case server_key_exchange; ServerKeyExchange;
case certificate_request; CertificateRequest;
case server_hello_done; ServerHelloDone;
case certificate_verify; CertificateVerify;
case client_key_exchange; ClientKeyExchange;
case finished; Finished;
ybody;
} Handshake;
18 T SRR E SLnF .
enum {

client_hello(1) ,server_hello(2),

certificate(11) ,server_key_exchange (12),

certificate_request(13),server_hello_done(14),

certificate_verify(15),client_key_exchange(16),

14
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finished(20),(255)

} HandshakeType;
12 F 17 BUH BN ¥ BB E R BRI AT ik . SN S MBS IR, ATFENETFHEE
VI 3 WO A%

6.4.5.2 Hello B 2

6.4.5.2.1

Client Hello & B

I % g hello {6 8 .

% ri hello 14 AR MR FUR LA — SR HE .

B S R R 2 s hello VB Z 5 S5 1 IR 55 S [0 19 Iz 553 hello 7 B .
% )3 hello VH B 454 E LANE

struct {

ProtocolVersion client_version;
Random random;

SessionlD session_id;

CipherSuite cipher_suites(2..2716-1);

CompressionMethod compression_methods(1..278-1);

} ClientHello;
Hrr

a)

b)

c)

d

client_version
P i AR XA 2k T A PR SORAS . FEARBRHET  IRSORA S 2 1.1
random
5 3 ) BEALAR S, PN 2 A 5 I 0 B AL 254 SCIE
struct {

uint3Z2 gmt_unix_time;

opaque random_bytes[ 287 ;
} Random;
gmt_unix_time AR ifE UNIX 32 {3 4 203K 7R 1Y 26 35 I8, JHCAH Ry DA AR 06 B[] 1 1970 4F
U1 H % 530 5 i ] i A4
random_bytes 24 28 4> 45 B FEHLEL .
session_id
7 i A 3 4 v A R AR IR SR
opaque SessionlD<0..32)
session_id & — AT A8 K 5 B, HoAE i IR 55 v R o A 2R A T A 23 R AR PR B A SR B R
BRSE T BN A B WRR % P i fy B IZ 20 . XS iE iRl B8 2 Z 1 1Y % #5
PRI T E AR SO AL T3 B S B E HAR I . SR R IR AR S B — PR B O
I 53 5 3 A 2 R G 0 0 B B A B R W OC A o — > i AR SR G A I D) HC A S Y
T AT VBl iR R G B
cipher_suites
P i e SRR S P2 2 L 2 v I 42 B 5 S A 1 00 S DU HEB L AR S 2 i e 1Y
W EMNAHE AL, RS TEAR IR T BN 2 AR T B 240 50k 23 6 T A T Y
HEN,

15
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AL SLIE
uint8 CipherSuite[ 2 ];

A E A — A B S A e — AN Bk MR K R — AR R RS R
TEEMENE) R P kB —A 5 Z VC I /Y 25 A% & OF W S 3 nl DS G ) 25 A% 2 R Nk 8] 2 2k
W 231 B, handshake_failure 3 H 3¢ P % #2 .

AR E IR 2,
k2 THEHNE
%R WA e Jna B {H
ECDHE_SM4_CBC_SM3 ECDHE SM4_CBC SM3 {0xe0,0x11}
ECDHE_SM4_GCM_SM3 ECDHE SM4_GCM SM3 {0xe0,0x51}
ECC_SM4_CBC_SM3 ECC SM4_CBC SM3 {0xe0,0x13}
ECC_SM4_GCM_SM3 ECC SM4_GCM SM3 {0xe0,0x53}
IBSDH_SM4_CBC_SM3 IBSDH SM4_CBC SM3 {0xe0,0x15}
IBSDH_SM4_GCM_SM3 IBSDH SM4_GCM SM3 {0xe0,0x55})
IBC_SM4_CBC_SM3 IBC SM4_CBC SM3 {0xe0,0x17}
IBC_SM4_GCM_SM3 IBC SM4_GCM SM3 {0xe0,0x57}
RSA_SM4_CBC_SM3 RSA SM4_CBC SM3 {0xe0,0x19}
RSA_SM4_GCM_SM3 RSA SM4_GCM SM3 {0xe0,0x59}
RSA_SM4_CBC_SHA256 RSA SM4_CBC SHAZ256 {0xe0,0x1c})
RSA_SM4_GCM_SHA256 RSA SM4_GCM SHA256 {0xe0,0x5a}

Abr LI ECC Ml ECDHE W5k SM2; 528 IBC Fil IBSDH B9 5.7k SM9,

e) compression_methods

P i Y SRR I S 46 B0 9 3 P i I 44 TR R 4 B 0 A P A A8 S SUUT HE S AL 2 2 e s 14

TR 46 5 1k I HEAE B A
BN

enum { null(0),(255) } CompressionMethod;

2 55 S 445 A e 8 SR B R R e — A 5 Z DL IR R AR 5 1k . SR PN AL

0 i AR 55 i S RE P o — B R ARk

6.4.5.2.2 Server Hello & &

1K B0 IR 55 3 hello JH B .
SR BE M F 7 3 hello 1 B AP 4R B D E 59 85 05 25 0 o R 55 i 2 38 31X S EAE D %) % 7 3 hello 11 &

IS AR AR A B T C A% 2% 0% 5 F L Iz 55 s 191 )9 handshake failure 12 59 5. .

i 55 i hello 14 2451 LA

struct {

ProtocolVersion server_version;

Random random;

SessionlID session_id;

CipherSuite cipher_suite;

16

I




GB/T 38636—2020

CompressionMethod compression_method;
} ServerHello;
Hrr

a)

b)

c)

d

D

6.4.5.3

%H

server_version

1% 7 B3R 7R IR 55 i SCHF A DM BSLRRAS o ASBRMERY A 502 1.1,

random

I 55 3 7 A 1) B ATL 4K

session_id

e 55 S A P A 22 0 AR IR A1 SR % 7 i hello 31 8 H B9 22 0 AR RS o &5 LR 55 3 47 76 DR TR Y 22
TEAR T DR 55 o 0 P 55 320bR TERORE 7 1) 2% 9 S N7 R % 4 L O 7 810 19 IR 55 i hello 39 B AP B
5% 7 i — BN 2 AR 7 IR 55 v 7 AR — AN B 2 iR AR IR R S — B 23
cipher_suite

Iz 55 3t A %5 7 35 hello VA B H PR IBCAY — S B AE1F . X 7 5 A0 2 0 o AR 5 BoA 7 ol o J 25 0 fi
MM EN,

compression_method

iz 55 e A %5 7 35 hello i JEL AP 2 BBUAR — AN e 4 3300 b 17 T A9 23 00 A 5 B A i T 4 il el
FHHY 48 55

Server Certificate j& 2

SN R 55 gk A 1 R

e 55 i I8 K2 36 — A~ IR 55 S 0 15 9 B 4 2 7 I T LB B R TE IR 55 O hello M B Z R . Hik
(A B AF (] RSA 5 ECC 5 ECDHE 5035 F A1 50 1 3 25 i 55 S 1) 28 42 BIE 15 MR 3808 45 5 4 1%
) IS S PR T IBC B IBSDH B33 I AT B B N 28 0 I 55 S b il R IBC A S0 0 T % 7 3 5
I 55 ot B0 7 IBC A FF 244

HEAI#E 2R X509 v3, UEA5 2 A REIE T O 40 o (0 2 B S vk . AL 5iE B &

RARIP KR U 3,
R3 ZBHRTHREZSIEBFEHRBXER
FHAS JIE A5 %% 4H 2 Al
RSA RSA 258 0y A8 R Jin g 3iE 5 vh (9 23 4
IBC JIR 55 i b PR IBC A 2244
IBSDH IR %5 s AR R AT IBC 28 3280
ECC ECC 241, I A8 in 28 31E 5 v 1% 2 81
ECDHE ECC 248 , L i i Jim 4 31 45 7 14 23 48
XFFUE I B A R
opaque ASN.1Cert(1..2'-1);
struct {
ASN.1Cert certificate(0..2%-1); } Certificate;
Certificate.

e 55 A5« 2 44 UE A TR A L N E TR )

IBC

PRI A LS R EE Y
17
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opaque ASN.1IBCParam<1..2%-1);
struct {
opaque ibc_id(1..2'%-1);
ASN.1IBCParam ibc_parameter;
} Certificate;
Hrp.
a) ibc_id
12 55 b i
b) ibc_parameter

IBC A IS8 86 ASN.1 %l
6.4.5.4 Server Key Exchange i§ &

AT R M 55 o B B A M TH R . AT B R ROME B T & TS R A8 AT R T E A .
Ik 55 3 2% BH A2 # TH JD A5 4 5E LN
enum { ECDHE,ECC,IBSDH,IBC,RSA} KeyExchangeAlgorithm;
struct {
select (KeyExchangeAlgorithm) {
case ECDHE.
ServerECDHEParams params;
Digitally-signed struct {
opaque client_random[ 32];
opaque server_random[ 32 ];
ServerECDHEParams params;
} signed_params;
case ECC.
digitally-signed struct{
opaque client_random[ 32];
opaque server_random[ 32 ];
opaque ASN.1Cert(1..2*-1);
} signed_params;
case IBSDH .
ServerIBSDHParams params;
digitally-signed struct{
opaque client_random[ 32 ];
opaque server_random[ 32 ];
ServerIBSDHParams params;
} signed_params;
Case 1BC;
ServerIBCParams params;
digitally-signed struct{
opaque client_random[ 32 ];
opaque server_random[ 32 ];
ServerIBCParams params;

18
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opaque IBCEncryptionKey[ 1 0247;
} signed_params;
Case RSA;
digitally-signed struct{
opaque client_random[327;
opaque server_random[ 32 ];
opaque ASN.1Cert<(1..2'-1);
} signed_params;
ys
} ServerKeyExchange;
Hrpr.
a) ServerECDHEParams
I 55 % 140 45 B S e S0, 2] SM2 B3k, S i Z 800 GB/T 35276, Hvb il 55 3 19 2> 9
AN BEAZ A, 2 it L4 D IR 55 i 4 0 %8 Ik 4D AR B
struct {
ECParameters curve_params;
ECPoint public;
} ServerECDHParams;
T SAfd F SM2 Bk, Z g5 — 24 ECParameters,
b) ServerIBSDHParams
] IBSDH 553k I IR 55 9 14 25 B 28 46 2800, B P S e 2 i U2 L SMO B3k,
¢) ServerIBCParams
il F IBC S, IR 55 4% 1) 6 A S i S 80 B P S i S 8o U W SM9 Bk .
d) IBCEncyptionKey
fdt 1] IBC B i, I 55 o (00 I 25 A 4 K BE 1024 52735,
e) signed_params
24 Jr 8 ECDHE IBSDH il IBC i}, signed_params J2 fIi 55 3 X X5 il B %5 i 55
SR AT W B BN 4 5 YR AC )7 Rl ECC Fil RSA I, singed_params 2 IR 45 3 % 307
BE AL H5 A I 55 i 25 0 A3 1 2 44

6.4.5.5 Certificate Request i &

A A UE B R TE A .
TR IR 55 9 L SR AN UE 2 7 3, U 17 & % MG L L SR & P v A ik H O IE S .
20 B B R IR 55 i 2 B A I B 2 .
WEFE R B S5t e XnF .
struct {
ClientCertificate Type certificate_types(1..2°-1);
DistinguishedName certificate_authorities<0..2'°-1) ;
} CertificateRequest;
Hrp,
a) certificate_types
BORZ e HE R UE B 2R R 51 3R
enum ¢

19
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rsa_sign(1) ,ecdsa_sign(64) ,ibc_params(80),(255)
} ClientCertificate Type;
b) certificate_authorities
5 ClientCertificateType J& ibc_params, 48 B I PN & & IBC %540 45 3 .0 15 (£ 18 44 7))
o IR M55 w5 AT 09 CA RHIESS DN 8136 454 CA 53 — 4 CA 1y DN,
SESCANT
opaque DistinguishedName(1..2'°-1);

6.4.5.6 Server Hello Done & 2

For R T FRAY hello W5 LB BESE . 5 % 52 100 LU I 25 0 2 26 14 7 P 0 0 0 o 0 .

P o R I 2 B0 hello 52 BRI S8 2 J55 o 7 50 FIE IR 45 9 13 J2 75 45 2, IF A 30 TR 45 3 19 hello
WEASHOR BT LUET , WA LIRS, % PR AR T B 75 % 3% — 4 Handshake failure 80
R,

W 454 hello 52 B B 25 Ko 0 F

struct { } ServerHelloDone;
6.4.5.7 Client Certificate j& B

AT B % P S e TR o A SRR 55 g R P s U A . B P i BE RS Kk AR R

IR PR B S B A IBC ¢ IBSDH 5832, B0l B 1 N & 9 % P bR R IBC A L2580 1T
% P i 5 R 95 s RS IBC AT S8

B R A3 R S R 6.4.5.3 5 LA

6.4.5.8 Client Key Exchange ;& 2

ARV R & S AR B
TR 55 v i SR & 7 S e L ARV R B TR P s e T B S A AR T B % P o W B IR 55
s hello S8 JMIH LR B A I£ I 5 — AR TH B
T SR %5 A2 4 A ] RSA B3k JECC Bk A IBC Bk s AT B A & T 2 %5 80 . i 0 £ % 81 ih
B P v 7 A R IR 55 S (R 0 N BAIEAT N o 25 IR 55 g WO R 0 % IS i T B S R AR R ) FABH
AT AR BUT R B B A R W SC . 2R 2 TBC B33k, % 7 s ) AR BBCAY IR 55 3 b AR RN TBC 24 T 24
PR GS i AEH  AR SR RSA SR U] PKCS# 1 RRAS 1.5 XF RSA Jn J5 i) % 3G A7 i .
R PR E ] ECDHE 53 3 50 IBSDH 55k, A 2 b4 5% 1H 53 B 32 % B 19 %5 7 o 25 4 22
B vt B B A B A5 A E LT
struct {
select (KeyExchangeAlgorithm) {
case ECDHE;
opaque ClientECDHEParams(1..2'°-1);
case IBSDH .
opaque ClientIBSDHParams(1..2'°-1) ;
case ECC:
opaque ECCEncryptedPreMasterSecret(0..2"°-1) ;
case IBC:
opaque IBCEncryptedPreMasterSecret{0..2'°-1);
20
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case RSA.
opaque RSAEncryptedPreMasterSecret{0..2'°-1);
} exchange_keys;

} ClientKeyExchange;

Hrpre

a) ClientECDHEParams
fii ] ECDHE 5 i, SR % 7 o A 2R E A5 . %% 7 i 1Y) 85 BH 28 45 2 80, 4 (0 1 SM2 B, 52
Bl Z 8L GB/T 35276,

HAM T

struct {
ECParameters curve_params;
ECPoint public;

} ClientECDHParams;

G 2RAdE SM2 LI 5 — D SRR
b) ClientIBSDHParams

fili i IBSDH 553k i, %7 7 3 14 %5 41 S e S 800
¢) ECCEncryptedPreMasterSecret

1 ECC i 535 I, FH I 55 S fin 265 2 5 o 28 1) 19 362 %% 4
d) IBCEncryptedPreMasterSecret

17 TBC i 2% 5505 I, JH e 55 s 2 BH I 4 1 990 32 %5 41 .
e) RSAEncryptedPreMasterSecret

{1 RSA 0% 53 2 6, 1R 55 i o0 285 2 1 0 25 11 930 2 2% 4

E P BR AT
struct {

ProtocolVersion client_version;

opaque random[ 46 ];
} PreMasterSecret;
Horp
a) client_version

P Ui iy SCHF R RRAS 5 o IR 55 i B AG A 3X B2 75 BR % P 3 heello T B BT & 26 A (AR DR C

b) random

46 7 Y BEHLEL

6.4.5.9 Certificate Verify jH 2

ENTEPS SRR oL i E RIS
PRI S TR & S 15 O UE B 5 R A # . AT Client Certificate {1 B & 1 I 4 & 2% 16 TH
BB TEPmEALCHRIEEZE.

TEAS RS0 B A B 45 A I T
struct {

Signature signature;
} CertificateVerify;

21
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Hrp
Signature FJZEF AT .
enum { rsa_sha256,rsa_sm3,
ecc_sm3,
ibs_sm3 } SignatureAlgorithm;
struct{
select (SignatureAlgorithm)
{
case rsa_sha256;
digitally-signed struct {
opaque sha256_hash[20];
}s
case rsa_sma3:
digitally-signed struct {
opaque sm3_hash[32];
}s
case ecc_sm3://24 ECC JJy SM2 B it , X NEH
digitally-signed struct {
opaque sm3_hash[ 327];
}s
case ibs_sm3:
digitally-signed struct {
opaque sm3_hash[32];
}s
Vs
} Signature;
sm3_hash Fl sha256_hash J& 4§ hash i B 45 R iz B NS H & P o hello I4 8 TF 6 B 3 A H
B IR ORE A D BT A 548 T4 CMTH B O e B = a7E 2 243 a5 48 310 B 28
A HE B2
A SM2 553k 2 44 I i 28 7 v ) 45 44 B AH L 44 5k L GB/'T 35275,

6.4.5.10 Finished & 2

AR IR T A
12 55 i 125 7 B 4% 1 AE 5 B R AR 78 SO S 2 J5 A R AR T B T T TR 2 B A 4 i B R 5 I IR AL
B4R o R s
A AR T 0ok B2 R LD S N B AR
A B WO A B B N AR E R . — B~ ki TR F A AN R I IR T X
12 F-45 R0 8T 58 5t T LAl 2 e A T B0 28 A L i
18T L5 40N BB SS T
struct {
opaque verify_data[ 12];
} Finished;
22
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Hrpr.

verify_data BB 2 EUE P AE DT R IN T

PRF (master_secret,finished_label, SM3 (handshake_messages)) [0..117,

Fik .

a) finished_label
X HH P i Rk R 45 AT L bR 28 2 AT HR “client finished”, %F TR 5% Ui » 1% AR A S AT
H “server {inished”,

b) handshake_messages
5 B % 7 o hello 16 2T 46 B 30 AE B R 1k OR G145 A5 B L% 5 BE A% 22 5194 LA hello 35K
HED B ITA 548 T4 CHH S 55 T a0 B A I,

6.5 ZHAHE
6.5.1 EEHITHE

YR A8 AT LA B B R v B LKL IR 55 S BE HLAR W OB AT H L & PRE IR
o
R IREWNT

master_secret = PRF(pre_master_secret, "master secret",

ClientHello.random + ServerHello.random) [0..47 ]
6.5.2 I1EZH

AR % B A A 0 BRI 4 A B K B i T R B R SRE T E . il B R P B AL
B R 55 v BEALER L AT R 22 PRE GG AE .
WHRITBEWT .
key_block = PRF(SecurityParameters.master_secret, "key expansion"”,
SecurityParameters.server_random -+ SecurityParameters.client_random) ;

BB A AR T SRS R 43 A5 3 I 1 B
client_write_ MAC_secret[ SecurityParameters.hash_size |
server_write_ MAC_secret[ SecurityParameters.hash_size ]
client_write_key[ SecurityParameters.key_material_length]
server_write_key[ SecurityParameters.key_material_length ]
client_write_IV[ SecurityParameters.fixed_iv_length]

server_write_IV[ SecurityParameters.fixed_iv_length]]

23
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M ® A
RSB 1 B 33
GCM ¥ 7z

Al GCM A4 FlmEZRER

A.1.1 GCM fE4y

A FC /AR AR 2 (GCMD 2 — x40 ) in 285 4 0 B =0, GCM it JT 1 % 1) 1 208 iz SR ok
B PR B5CHRE (R L% 1 L 5 LS el A PR S 3 FH 1) 2% 125 R BOR DR IR AL 25 500 1 2 B . GCML Xt 1
TG I 1 BREn B B AR T AIE i ORI A BB .

WA GCM. A i A Bl BR 7 g 3504 35 B9 8080 I8 40 GCM. B i 8 245 58 T 7k 9 GMAC, GMAC &
XoF A AT S B AL T S T R

GCM A7 P A~ FH 2 oR B0 53 770 B3 PR Ay 455 5310 o 288 R0 56 ) e 288 o 0 — A RV BSCHB AH X 8 2801 . O FLRE 6% 947
AP OE: N

A.1.2 GCMHIE=
A1.2.1 HAFE

GCM (1 “TAEMRSE T K 2 00 X5 Bk 285 51 43 41 %% B 1 e 5, DRG] DB 1 2 4 21 2% A i) AR AR X
GCM H P25 H % % 9 .

X T AT ] 45 2 18 %% B, 5 2 A I 2 0 20 %8 0 fR A B0 R B . g0 L % T T B R A R 4 AL
T 1) T 1 bR KR 2 — 4 S8 S I ) 2 A PR

1) 25 6 pRAIOR: — 1 8 KA be R E B0y B 4 XA B RR Dy o 2 A SR BERR 40 2 RN . B
H K KoK ™ A 1 43 21 5% A5 1) T [ %85 Bt pR g 3R R o CTPHk

JIG )22 53 2H B R 0 43 20 R/ 128 AR B A BE N 22 /00 128 Lue . B I B ALY A, sl ol B
LA A R, DRt 25 B A AR i 0 M 56 R) T A ] LART A % 8 . JF HL 91U T GCM T it 1 43 21
g,

A.1.2.2 GCMHMBEANEE
A1.221 ATERImMBSRH
A 1.2.2.1.1 BINEIE

AR A 7 L 5 0 R 5 1 1 T2 9% T 0 2 eRVECR A T AT R

— W3 KRN P

— B T S K s CAAD) LR A

WA RN N IV,

WISCH AAD J2 GCM IR %08 . GCM fRIP BSCH AAD B9 BLSE 1 s GCM s £/ 37 I ST BIL
WAk AAD I B0k BRI SCHY

B E RGP AAD T LUALEE M ik (3 1T LA R AR 5 o AR B G e Ak 2 ) S G A B
24
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IV AR 12— nonce, B ZE 48 E B S0P ME— ) — i

P28 T T o R i A A R G LU L IO A2 LT R

len(P)<C2* —256

len(A)<{2™ —1

I<len(IV)<2" —1

GCM JEAE Hoks s b5 S0 I SCAAD Fil TV Hobs B2 R 2 8 B 4L

XTIV S RAXT 96 PRI B2 S0 DU TR A9 T B AR VE A P R S 1

A1.2.2.1.2 WHEE

T A T A B ER A T AT ) T R R A A
— %30, TR o CH R K B 5 B SR .
AT AR 2 (B R ARAR 28 RoR T
WM R CGRIR N OB — DL LS8 —MBokRUL, ¢ 7T LUZ T 9 TAME P AT — 4> 128,
120,112,104 8§ 96, X} FH 2L i AR IF ¢ o] LUJE 64 5% 32,

A 1.2.2.2 TFIEFIRRE R

R 73 41 %% T %% S R AH S I06 A9 A 25 4K B R e 5 L T S I 8 R B B A TV ALLC ORI T B,
A2 R, B R T Z

—— 52 3 C A R A B S P Bk

R R AR TE A SR R S FAIL,

i PR T JE IV.A R C [ IEHf Y AT 48 5058 2 75 0 46 i 2 FAIL,

A.1.3 GCM Hy#rsE
A3 hEHEMEREEMEY

TS 2 [ 2 R = WML Hln[ 2.0 =37 4] =4,

BE— N IEEEE s, 00 R s 0TI HL AR E L B AN 0% =00000000,

PR R 22 0] A PS4/ T | [ 7 3%7% L il 4an 001 [10111=00110111,

25 P AR A BE A LU RE R AT S alis @7 R, ORR AR 2 i, 1 i 10011 @ 10101 =
00110,

AN R XL K R len(X) 3R 6140 1en(00010) =5,

Y E AN R X R — AN s, L len(X) =5, LSB, (X) Fl MSB, (X) 43 3 375 Wi 5 X
1) B AL Cle A7) s PR g i 67 (e Z6) s T Re . il 4 LSB, (111011010) =010, MSB, (111011010) =
1110,

E— R XL A R R R s X1, A 45 - MSBr.y, (O] | XD, il 0110111
1=0011011,

PEE— D IERE s A — DN AE AR o, b <25 BBURE R BRI PR B R [ s o BB 3 8« 6
IR ZHER AR . A, — A B R R 39, L kI R 2 100111,[39]8=00100111,

50— AEZS URRER X, HOARR SR 3 A s EIE o int (XD 1140 int(00011010) =26,

A.1.3.2 BIEERE inc, (X)

B — A IEEE s A — AN AR X, H o len(X) =5, 1% inc, (XD —A> s HoRe b 35 pR 5,
25
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M

inc, (X)=MSB.cx —s(x) | | [int(LSB, (X))+1 mod 25 s
BERBCK X M9 s HeRem 1 JE B 25, 22 01 len(X) —s FEREANAE,

A1.33 HHEZEBFEIEE

-
EZ

W R ZE RS 11100001 [0™ B E WA 4 X MY Bk LiFARM X - Y.
Bk 1R X .Y,

WA XY,

fth:X .Y,

JHR

a) B xo.xiraim R X BT

b) 4 Z,=0"%,V,=Y;

o) XMFiMNo~127

WEAHE Z, MV R

P _jZ,- M X, =0
Tz, eV 8X, =1

V., =

(V> D®R M LSB,(V,)=1
) B Zs
YR IBELTFE  PERRNA R PR 2N L EZ R TEZEE . BEMSH R BiE T AR
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WA AR A o vy W I v Faiutapu'™, FEEE T2 TR AR
W) R BB 2 A, LA Z I A0S — kg 128 IR R,
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B4 GHASHE (X)),
i
O B XXy, X, HHREE X BT R X =X [ X ][] X,
b Y, =0"%;
o) XF i M 1~m
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B WA BCRS 4 ICB AT B KR s d X,

B AR Y LR len(XD .
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a) AR X SR AS LR R R S R ER Y

by 4 n=[len(X)/128];

o WX, Xy X, X, W X M dE R X=X [ [ X[ e X, 0 X,
HHT 7 — 1 A 4R I 5 B RN 4 4

d 4 CB,=ICB;

e) XFiM2~n
CB,; =inc;, (CB; )

D XFTiMNlI~—1D
Y, =X, ® CIPHk(CB,);

g Y, =X,"® MSBp.x,, (CIPHc(CB,));
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A3, TER TR DR AT 32 HURR 38 18 s A A i — RIVIE IR 4. TE9R DR o) v iff
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iy < 85 3C C
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by LA
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Y 1en(IV) 96, 0] Jo =GHASHy (IV| |05 | [[len(IV) 4, ], Herh s =128 [ len(1V) /128 ] —
len(IV);
¢) C=GCTRg(incy (J)) . P);
d) u=128 + [ len(C)/128 | —len(C);
v=128 + [ len(A) /128 ] —len(A);
e) EX—N4rH S,S=GHASH,(A]]07]|C|10*] [[len(A)s ]| |[len(C)g, ]
) T=MSB,(GCTRx(J,.S));
g RE(C, T,
TE TR a) v @k X073 4 i #2515 3 GHASH {Z 8 B s 2% 8. 75298 b b 40 46 1)
IV AERSE ] FELTR o ARG 440 T A SC PRI 32 A7 338 15 s 4K incs, O A GCTR pR A 1LH)
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a)  HWERIVIA 8 C By RS BEAS S8 B0 len(T) A2, AR (0] 2R 1 5
b) 4 H=CIPH (0'*);
o) XA T
M len(IV) =96, 0] J,=IV[[0" [ [1;
M len(IV)7£96. 0] J, =GHASH, (IV| [0 [ [[len(IV)4, ], Hir s =128 [ len(1V) /128 | —
len(IV);
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