ICS 35.040
L 80

oAl A RS 3 R I IR S bR

GB/T 37033.2—2018

EELZEEAN
B3N A R G Z N A R E Sk
E2ES -BFRESEETFEK
HEBEZMENHARAREXK

Information security technology—Technical requirements for

cryptographic application for radio frequency identification
systems—Part 2. Technical requirements for cryptographic

application for RF tag,reader and communication

2018-12-28 % 2019-07-01 5%

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37033.2—2018

—

S O o W DN

6.1 HFHREFENLTEER
6.2 REMRELLEER
6.3 HFWRESEEREGFEEBZEER

3

U] weevveeeneeennneeseee e eeeee et e ee e eee et e e s ee eee s ee aee et eeeee s eeeeeees teeas ees eeean eeaee e
HITEPED ] ST wvveeevereesnennesnnenneestueut ent se teeee bt st se eesbeeae st sas aesteeae st sen aesbee aeas sn aes
1 e A T
G e
T
G T

O N 5 T P

7.3 EE?%%E@E%%E%%@%%&ﬁE*

oo

@{ggﬁ%ﬁéi}mﬁﬁ e e aeeet et aneeeneeeete ees e eneeesaes e aeeeanecs ee et eeeeseeesees et sesese st besarecnn s

© O 0 0 NN NN Oy A DN

I 3 0 = o g U
8.2 AL EA Y SEHE A coeeeeestnn it it e
TR T = - <. [ g g SR

B A CEORMAERE ) B AR St T 11 ST ffi] +ovvenveevesve s snneessesnuennsonsaesseseensseaessesveeunans
B B CERMERE 35 125 BE B D22 4 0 JT ST vveeeveenneereenennersaneonneeenttsneer it seeee e eeeee e
B C CORMAEIR ) P A3 01 2 0K 0 0010 8 3 55 50 5 LI BB oo
B D CERHPERE) SRR 5 5 0 X160 ) S BRI BT PIR wovvoveee e sosons e

H1iH B Bkhttps://t.zsxg.com/JmiaeUR

—_ =
— O

w N DN
— O =



GB/T 37033.2—2018

i

]

GB/T 37033(fF 2R SN 2 48 % 5 i T AR 2R )53y 3 48845

— 55 1 Ry B A AR HE AL R A G 5

— 5 2 FBAr AR SIS A SOHGE (%A N R BK

— 55 3 AR WA HEOREOR

A4 GB/T 37033 (45 2 #4 .

AR H I GB/T 1.1—2009 45 M 1 0 00 g 21,

T TE A SOOI B2 N 25 TT R B e M) o A SO 5 A AL A 7 HH TR 1 3k 6 %2 0 1Y B4 T

A4 h A E G B % bR R Z 51 4 (SAC/TC 2600 #2 I IH 11,

N SV N AP w3 M E R G N Y S RS/ N s S < N e o € Sl /A
W 75 i A BRA R R BLR2E s AR A IRA R LA ae R R A BRA A L B
LR A R TTAEAF ARG ERGARAF I EERE TR FREARA A LR AR
/NCIR

ARFRGy EER RN B AR AT A B RAT A BUE M E R T E AR PRER SR
Tz WS Xk P AR R R TR AT A

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37033.2—2018

FERREHEKR
SRR R E N AR AREK
F2Hy - BETFRESEESRK

HBEHEGENHARAREX

1 SEHE

GB/T 37033 BAER 3 KUAE T R B0 B AR (Y B 3 b5 25 B2 5 4 B HL I A 1) B 28 A B3R MUE
TN [ 22 A 0] 4 SRR 2R e X v T A8 M3 T A B HGE 15 A9 R 4 A BOR BOR IR HLE T BT AR
251 fr Z (815 1 % 22 S BT

AT o338 TR 22 A BOR B R AR S I S 4 B BT S L A i B I AN . DL R
BRI ZR GE bR A S A LI A BT SE B T AN

2 MesIAxXH
NSRS T AR SO 8 R R AN TT A B UL TE BB 51 SR L A B RROAS B T T AR ST

PFo FLRATE B89 51 SCPE  He ol A CRLEE T A I8 03 3& T A ST
GB/T 37033.1—2018 {5 R ZALA  FHFHRG ARG EI N HEARZR 5 1 a5 %% R

PRE 2R 2 2 2 g
GB/T 37033.3—2018 {5 R ZEHA SRR G E N HEARZR 5 3 55 % 1% Bl 4L

GM/T 0008—2012 &4t F 25 i A6 1) v )
GM/T 0040—2015 4531 T A 250 45 e 4 0 A6 ) 946 D)

3 ARIFBMENX
GB/T 37033.1—2018 1 FL 5 B AR IE A & Sad FH F A e
4 HSIIBmEREIE

T ANEE S T4 A T AR SO,

CBC-MAC : 3% HI X Fg 5 1k 25 05 e s 42 455 5K A4 a9 3 B 28 931 5% ( Cipher Block Chaining Message
Authentication Code)
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8.3 Bk
8.3.1 ME—HRIRFF L

ME— BRI 25 51 75 B i AR & W A7 A UID DL IR IERS (MAC) , % MAC & i UID 54 56 [
TR OCHE 5 R B A RE TS A IR RAT R AR I E A, S0 35 R AR B F AR & i UID,
AR AT MAC, Jf 42 405 AR Rz 9 %2 5% 35 3 38 1 H 50 7™ AR e i (MAC?) il i Ltk X MAC 5 MAC’ &
A — Ok Y oL AR 2 B

8.3.2 HmE&HEH
8.3.2.1 R FHREXEE 37 APk &R i iz £ 5

L AR 28X 52 5 g B 0y ) B S R A T 4R )
B IR S R B AR Y UID, fili F % UTD (B HAth B ME— 1 1) 280 SR 25 47 43 55 2
iz PRS0 A A — B0 s ioE 1 KL, 2 deE S A o #2 WL GB/T 37033.3—2018,

SRR .

a) EGIELE BN MmN FARE B FAREP A —BEILE R IFRER RS .
L ARl 3 91 K1 PR HLEL Re EA7 0% . 315380 1 Ry =Enc(Ry, K1),

b) R Rl Y] K1 X BEHLEC Re AT 0% 315 1 Ry =Enc(R.. KD I8 RSB E A H T
br4s

o HTFRRZEHKEIN RS R AT R . IR Ry =R 3 5 % 525 2% 19 % 5 .

8.3.2.2 L5 25X EE F AR 25 B9 Pk Ak M Kz 45 5

T 8% LT hR 25 B 1) B S R AT S 5

YRS BRI AR UID, i B UTD Cali il B A i — 1 11 2 50 XA 25 50 43 A5 31
5% AR S A S AL B — B0 o 0% KL, v ses 8 = A b 2 WL GB/T 37033.3-—2018,

YRR

a) EE MR REENLE R RIEAHE TR . BE SRS KL Redb A7 e 8l Re' =

Enc(Rg, K1),
b) AR ] K1 4 Redb A7 g . 18 R"=Enc(Rg s KDL JF¥ R"EZ %GRS 5.
o EEE A R A R & Re" =R W3 1 % L 7 hR 25 19 %500

8.3.3 MmHHLEH
8.3.3.1 FMZFME XL

SR FH 73 4L % T B 1 S 0L 1) B 43 531

XS] S 530 HIF o 125 A 132 UL 348 28 19 UTD, fiff T3 UTD el H At B A Bk — 1 1) 2 550 X A %% 99 20 1
P 5% B AR ZEAT AR A D PRI S 1 — B 0 BOE 91 KL, o Bes g1 £ id f W GB/T 37033.3—2018,

S RN E 2 TR
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filiig

a)
b)

c)

d

e)

BE# HFRRE
HECE TR UID BHRUID
% UID X R B I5 RJEUID EEUID
BRESBEHKL
RIELHIES RIEEHHS
- PSR, ,
RER, R R T R
FEAERENIBRR, THEL:
Tokenl=Enc(RrlIR1,K1) Ri% Tokenl
% Token 1483 R, FIRT,
LR 1 FIR1,
SHRY AR, BIER, RIERLAEDH
SO ) 2 i

B2 RASETWLE RN E LR REE

mr.

25 4R ) WL T AR R IR SRR A

HL bR 28 B OB S0 48 4 J5 = A BEALEL Ry (B HLEICK B2 8 % i ik v AL K B i — ), R ik
BIRER,

B #8777 A BEALAL Re (BE LB BE Sy %% A 503k 4 2 A BE A — 1) T FL 14 28 19 1 1 Ak %5
K1 % Re#il Ry i 47 /0% 13 3| Tokenl =Enc(Rg | [Rr, K1) ;325 #5 6 Tokenl & ik 45 L ¥
PR

AR A PEE % 8] K1 i %% Tokenl £33 Ry M R A Ry I R 37 Ry =R, WL F
R Re' k4R 7.

G R Re' M1 Ry #7 Ry =R o UL i) 45 5138 4

LA X b AR A S e R AT I AR AL S IR SR D

8.3.3.2

X FREZ A E KL

SR FH AR X6k 4% i B35 52 B 0L 1) B 43 4001

ML AR W) 6 A s AT IS AE AR A B Pu B AR 28 RAET Pr_T AR AAA & & k13 CER_T,
BEE B AEAEAR AH] Pu i s 2SI FAST Pr_R MR AL % & I03E 5 CER_R.,

YR A 3 TR
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BREH TR
. RIELFHTRS FEEEBENER
RiEEFRL R, BRI
RIER,

PRI R,

FIRHPr_RYFRy ||R, #47444488) SgnDatal ,

# Token1=Rg||SgnDatal || CER_R K i%% BT £ Tokenl
FHHRA4A PuBIEIEF CER_R;
FIZIER PSRN A HRIEH 7S SgnDatal ;
RSP TXRHITES, 53SgnData2;
¥ Token2=SgnData2|| CER_T R%EA L E 2R

K% Token2

FIRRAS PuliE B TAREEHHETS CER_T;
FIZIERH R FRER A HIRIEH 74 SgnData2

B3 RAEMREEHRELENRREER

iR WF .

a) R ) AR A R R NI SR A A

b) L FAREE A BEPLEL Ry s KRGS A

o EEHIHRCAMALE Re. H A C R Pr_R X Re | | Ry B 178 419 5 SgnDatal , 385 £ 4
Bt Tokenl=Ry||SgnDatal | | CER_R kL% H T4,

& HFARZEARAY PulRIEIESS CER_R, Q1503 8 ik I IE 15 7P 3525 25 192 57 50 0 £ 7 25
% SgnDatal, 0555 iF 38 i o ) 58 BOx 325 5 09 B 25001

e) MTFIRZEHAC A Pr_T X Re H#% #1725 4 13 ] SgnData2, Jf-4% Token2=SgnData2| |

CER_T kKikA T4,

BE AR AR A S Pu 50 UE L FARZE M IE S CER_T., 4 S 56 3iF 38 2, i UE 5 b i 7 AR 25 19 A 51 50
X726 4 SgnDataZ , USR5 G 18 o W) 58 0T AL AR 28 B B 473 28 591 0 fia) 2 59138 -
LA XF b AR A O 5 AR R AT 3 AR AL L 2 WL SR D
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M xE A
(FRHEM 3

BFREDS &)

Al BFIRESZE

A1 ERIRZE

HAF SR R IF DL B 2R 2 ME— PR HL AR 28 . 1228 TR 2R A& T R fR 4
TIRE « T T W U B Ry R A T R I SRR Al T A SO D o — S SR R

A1.2 BhfREE

HAR RIS R AR 28 I RE IR T8 A% B By 1k B 5 )RR 268 17 i £ 16 45 B o0 368 By O 4 1k 1) vl 1
BRI TR 1T SR O By DR 25 0 T G IR AR AR T A O O o G SR R

A.1.3 iEHEZE

HAZ B D2l AR S S A 2 DO RE L I FLAT A7 G £ B 00 DR 1 R S B M A i £ 60 90 P 2 1 i e
PERYH AR A ] T TR . R RAR SRS T e U D B = G RN R A

A1.4 Hfth3

ANIE T bR = Fh 2R HA RN 2R TR 4
A2 BB FIRELH LM

A 2R SR [ B Y H AR A L 38 T A 0N A O R ) &R gL AT AR B

T R4,

DIREFFIE -

a)  TAEMI#.13.56 MHz;

b) EfFHF 106 kbit/s;

¢) THEBEE .0 cm~10 em( 55 #5406

d) B M Se M B T 16 12 CRC, B0 745 A7 AL I8 . 7 2 i L 7 iE 55

e) FEfEPEZASH .1 024 X8 bit EEPROM;

D GBI PP ISO 14443 Type A,

LR

a)  SCRRE AL SMT;

b) BT B %50

T REAE 5]«

WA RE IR AL TR .
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L B
Rtk SR HLB EEHIBR
r—————————- Yo 1
I i e g !
| CRC |
| PARITY | | ApRiscss | EEPROM
| Bl !
L D) o —
|
| o | | seasmn |
LT |
b |

B A1 INEEIEE

A3 BiRGFHEN

FEfE#R A 1k Byte, 53 HAFAEIX A FIfEGEIX B, BEANEABIX K /NR 512 Byte, BN FEAE X 408 32 4>
He, BBk 16Byte, HE LUNE A2 Fis .

FERA
0x00 B R L 0x08 TfEdh 0x10 e 0x18 Tkt
SURRHIKA i I
' | |
| ! I
KEY3 I | |
KEY2 | ! |
KEY1 I [ [
0x07 KEYO ox0f TR 0x17 R ox1f TR
FEfEHB
0x20 R 0x28 g 0x30 gk 0x38 ik
BREHIXB ! ! |
| | |
KEY7 | I |
KEY6 l | |
KEY5 I ! !
0x27 KEY4 ox2f R 0x37 R ox3f R

B A2 FHEEX

A4 ME—HRIRFFIE AR

38 R P b2 000, 4138 AL Firzs . B AL 1C 5 i 5 B ME— AR IRAT (UID) . th T &2 AR
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Gus 2. 24 1C il py e A2 i AR g A LS XA BT ORI R BIR AT S L 45 5 AR BOR BEOR X
TAREME— AR AT Y ZEK

& AT HIERHRT T RS G i - 0x00h)
£ 0 1 2 3 4 5~15
W HE—HR PLAF (UID) BCC il 3 7 A 8

H i BCC HME— iR & (UID) R K575 , Byted = ByteO - Bytel - Byte2 ~ Byte3

A5 HHE T a4 I AR BR 15t A

FOR X A By et bl N 0x01Th~0x03h, 5 I =N FEfifde . 5575 A0~ A23 43 ) X i A7 i B 0x08h~
Ox1fh 4t 24 Bl R . ansk A2 .38 A3.38 A4 iy, BUBRIX B e ik L 0x21h~0x23h, & H
A, AT A24~ AAT 53 XS BLAE A 0x28h~0x3fh 3 24 Heg#E AR ik ALS R ALG,
BATHR, BA2. KA FKALFEASFEAGEATH/AO~/ALT i A0O~A4T7 BB (H .

R A2 HIRIFRIESISR AGHE.0x01h)
FA 0 1 2 3 4 5 6 7
N2 A0 /A0 Al /A1 A2 /A2 A3 /A3
F 8 9 10 11 12 13 14 15
N 25 Ad /A4 A5 /A5 A6 /A6 A7 /AT
£ A3 HIEARIESIUR AGHE.0x02h)
T 0 1 2 3 4 5 6 7
e A8 /A8 A9 /A9 Al0 /A0 All /A1l
FH 8 9 10 11 12 13 14 15
N2 Al2 /A12 Al3 /A13 Al4 /A14 Al5 /A15
= AL BUEHEEHIBR A 0x03h)
T 0 1 2 3 4 5 6 7
S Al6 /A16 A17 /A17 A18 /A18 A19 /A19
FHA 8 9 10 11 12 13 14 15
N2 A20 /A20 A21 /A21 A22 /A22 A23 /A23
R AL HIEHREEEHEISR Bk . 0x21h)
FA5 0 1 2 3 4 5 6 7
P A24 /A24 A25 /A25 A26 /A26 A27 /A27
EA ] 8 9 10 11 12 13 14 15
N A28 /A28 A29 /A29 A30 /A30 A31 /A31
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R A6 BRI RIEFISR Bk . 0x22h)
FAy 0 1 2 3 4 5 6 7
N 25 A32 /A32 A33 /A33 A34 /A34 A35 /A35
FH 8 9 10 11 12 13 14 15
N2 A36 /A36 A37 /A37 A38 /A38 A39 /A39
R AT BB REFISR B . 0x23h)
£ 0 1 2 3 4 5 6 7
ISP A40 /A40 A4l /A1 A42 /AA2 A43 /A43
B 8 9 10 11 12 13 14 15
N2 Ad4 /A44 A45 /A45 A46 /A46 A47 /A4T

e A8 BRI B R 1

AT AT 3 A — A7 O G A & ) . b7 1KY

T TR E B DR 9 8 28 7 5 b5 Vb6 Bk SR MRS 4 A a2 e B ) 152 A CRBORR MR B4 ) 5 1R 2 5
b3 b4 P SR FHWE A 5 A A D 12 B0 B i 5 4 A (o /W A4V 15 1R) 45 99 5 b2 AR RSB . O b7~ b3
5 b1 b2 B 5 b0 J2 3 B IX B FE A7

® A8 MREHFHEX

A 1 W
0. %
- % &
1. 808
BT % S g
BB T 52 /W AH /A /4% a2 B
00:key0 B key4
b6+ 5] they0 skey
01:keyl B key5
10 : key2 5% key6
11 :key3 8f key7
BT 3/ 5w A bk
BE Y 32/ /W A/ A /A% i B ik
00:key0 B key4
b[4 : 3] e jz <
01:keyl B key5
10 : key2 5% key6
11:key3 B key7
b2 P E A b7 ~b3 f) 78k
bl A7 s b2 BU
1 A
bO 0:#EHL A X %4 keyO~key3
1B KB keyd~key7
E 1: b2 = b3@b4aPb5@b6Eb7;bl= /b2,
i 2. s R H A AU
i 3: key0 Ry EHEY . AT key0 HEAT B 3 45 50130 13 J5 A BE X 25 81 X 5 A PR DX AT 5 A
4. b0 LA BT R
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A6 FREKNA
L AR 25 SR T SM7 5 5 580125, T f 1A 28 T2 55 45 A9 0L 1) S8 531 1 K090 3 135 P ) o e 2 8 A
A7 B 5 F0 8RB 1 0 i AR

A7 SHEFNMBIFEEEMERE

LT AR5 IR T 8.3.3 KL E B XL 1] B £y % 55l F0JH 73 21 85 08 550k 04 2 91 O B OF 0 o R R AT 3 Y
it

A7.2 NmHHEH

RS Bk S (REQA ANTILSELECT) | 37 #EAT R J] B 43 % 5] L 38 3o % 95 L A g % %
R 7 ) e A A R A BB B D ) . S B AR RN F

—— WL AR RS # R ) SM7 [ 7R i A,

L PR A RIS S g L i A ) 1) %5 4H KEY

WL AR S RS 2R A A A A BERLE K AR

Y ) R HAR AR AR (LR AL3) .

a) BT R KN TE A DL AR A S B CE AL .

by HL T RR SRS A R Kk B BEHLECR A AR AR 32 7 Ry .

o EEHUKE R, 5. B BEPLECR A A8 32 (A BEALEL R, IELL 128 47 KEY S % 47 3E 47 %
I S R Ry . IS5, K& 3% 64 7% C Tokenl (X754,

& PRI Tokenl ZJ5 X H AT % F AR R IR, K R 5 Z R 7
A R, HLEL

e HLTRRZILHE R, IEMG N 4L K Token2, MAHMIISCH R IR, Hrh R &H THR&H
FEAE R 32 A BEALEC (R, F & D SR 238 O P g% Tokenl £3 %, Token2 JJy il % J5
HEN 64 75530, W RS R, AR W E 4R 28 JG 0 R 3R [0 512 PR/ HER R A4

0 TR UG . &% Token2 (RO J6 %) . 78 &k 525 BUG il Thr 2 125 8 k%
() SEe RN

g)  EEEEWE Token2 J5 . % )F LTS EIM R, SR8 &0 R, A5 R, HO 4R IR # , %51
3k s 7 ) ) R

1 2

Pyl
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BEE BT HREE

£HHL

PR 32 ATBENLE R, , IREIR 4
SEHIREMKEY, BRI

R SKEYBAFHE
b
FetE 32 LR, , #RR A
KEY I J5 KX B4R
%,
Token1=Enc(R, IR, KEY) Tokent #8% Tokenl , AEIR, FIR,,
HERBIKBINR, R B
R, BHE—H,
FiSZﬁRb" , ;{%Rﬂf . Rb”
Token2 FAKEY INFHRRA L EH.

Token2= Enc(Rh"| |Rﬂ’ , KEY)
A% Token2 BH R, MIR,",

FHEHREINR, AR H BIR,
BE—HK

B A3 ¥3imiE

MR 4 I i B RO keyO~key7 FEATINUE . HE— 2 81 00 42 008 5 )5, BT AT 145 B 08 B 64 5 1)
PR 24T IF

A7.3 BEHIENMZES

Xof 308 {5 50U F) o 1 R P 1 SMLT R0k i Bt I o T 3 e Ak o 7l i OF B R 278 36 7 A8 4
BB IR I 38 1 ) SCROHE 5 0 B O S 80 24 5 50 e A 1023 o A (] D7 9 77 A R ) 1 8 A 3 s 2 i
I A 0 A - A I S U A F B W S

TE BT ALl 2R B X i) B 453 58 31 i R 25 SR+ v AR 48 5 B A 0 IO 40K 52 0 P 24 0k B 2 i) ik e e
i FH B 25 4] KEY S8 B 0y %000 72 op = 2 19 Token2 £ 0 %0 b ] & i 5 SM7 83k 1) OFB #i iz 8,
I 7 A B4 45 2R PR DA Y % B O 55 30 A5 00 B S (S0 S 80U A5 B 3 £ K 2 S0 (TS0

A8.1 EHHEN

HLFRR 20 R T B T i AR IR AL R v A . BT A SE RS - O 3 A A
HEAT B 13 5 501 R Wi A T Y 8 102 75 LB

A8.2 EHATFHE

PR S 7 B X Y XE BAR TR A AN BE R . keyO 8 B4EHH] . RAT T keyO 3
7 B 03 M 500368 3 5 A RE X 8 B X AAT S A

A.8.3 Z4EH

EYUHT B 00 S U5 AR AT — A AT B O S 00l R L B A AT DU 5%
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BIRBR AR X8 7 B9 47 fidk R 4 75 1) AR

A9 EHIETHEIRNA

AR R s 24k A9 s,

KA BFHRELHRES

R s &A1 (16 HEHD Ut Ci|
R DANE SR
request std 26 , Cp -
FHARYE RIS  BT AR
A N B R A
request all 52 ) )
R A AR X TR
Bij o 52 45 4
Anti-collision 93 AR KSR A — K 2 TR i AR 45, AR 4 A ok A X
o AR I — R T AR A
WEPEH T AR 4R 4
Select Tag 93 . . _ -
TE B v 548 4 5 7 R 5 AR 4 Y LA
o B0y 5548 %
Authentication 70 B
Y LT AR A LS A5 A
S dE 4
Read 30 B
BN B AR A A 16 S
) CF Sy
Write A0
FEHES A HBFAR iR —
T 4s 4
Increment C1 bR 2 BB N b R SR IR A A T AR
NI A AT A
AR 4
Decrement Co AR b B P 2 R — BB RS R TR FAR N
AL
‘ Febitt &
Restore C2 - B
A L T AR 25 PR B i Y A B T AR A A I A A A
e
Transfer BO fetlts
F i TR N T AT NS S A
HEHES
Halt 50 _ .
iR E TEERS
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W % B
CRRMEM S
S SRR 2 K

B.1l ZEHREAREN

L5 4 0 HE A S5 4 (L 5 8 AR B P | 22 A BURBEH (SAMD (Kb BGRB8 e R RS B, 325 245 45 F HE
FnE B.1 iR .

| |
| |
| |
| AR :
| |
| |
| |

S % Ty
FEEE

ZETFIRR

B.1 ZEEREARL

M A R 0 5 AR 0 2 () T 8 10 5 AU DR 1325 25 HL T 28 22 1) ) ) B 11 5 22 A A B
et oF B E A 2 A PR AP AL BEESBLER S DTSR [ T L TARZE BUR GE R 2 AT B A BRI R e %

B2 ZERTHEEFEKR

B.2.1 Rk

K B.2 45 T TR OB 1) S S AU R SEHE TR

AL
"_ ______________ |
| FrTT T ] |
N s B3
___________ o &
@:II: ___________ T8
5 1 SAM :ﬁ:
%‘%:L ———————————— I
S 1
| SEEn :
L |
[
|
|
BT

B B.2 RBFIIEHMIRGRFIEE
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BT R RG2S & M B UL . i, 3525 45 SR TS A 42 11088 22 400 i ok
SEER

R 2 4t i B AT 0T Rk

a) CPU.32 {ii RISC &b#i %5 ;

b)  32KB EEPROM . FH T %4 F R 5 O 774 5

¢) 256KB FLASH: HFH)¥ . o550 E FI &8 1 A7 68 5

) MMU. ffif #5 B BLHIT , S HRF AP TAERL

o) FEALEUR A A s

D AR S AR AR A I vy PR H A

g) UART $:11;

h) 374 SM1\SM4,SM2 ,SM3 . SM7 %5 ity &3 ,

B.2.2 Z&ZL5

VIR ARH B R o o st
B RR A DIBES LM S AL SR ™ SMT Sk .

B.23 ZEEHREWREFK

WA RGN L 2TREE RPN T LR,

a) AR SRR

by i eE B e B

o SRS L AR SR

) PUH TR 2 SRR R

e) LG g5 L T hR A 0L Im) I e O B 1 450 5

IOV GIE Y

BE A B85 A5 W S AFS A AL =2 R P A i £ S A DR S R o B L 00 S ) T 4 AT A 2

B.3 SAM &4 &

SAM FHiar A E UL R B.1 iR,

# B.1 SAM &< &£ BH

Hi s i 2 el ik
1 READ BINARY 33 W se ik
2 READ RECORD Bl sk
3 UPDATE BINARY BB W SO N 2
4 UPDATE RECORD ICESEN
5 APPEND RECORD wonag sk
6 VERIFY PIN LA W
7 EXTERNAL AUTHENTICATE HRERIATIE
8 GET CHALLENGE R LA
22
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% B.1 (8D
iR fir 4 URe ik
9 INTERNAL AUTHENTICATE P AR AIE
10 SELECT FILE BRSO BN
11 GET RESPONSE T me) 17
12 CREATE FILE N e
13 RELOAD PIN AN NE
14 CHANGE PIN B oA N
15 PIN CHANGE/UNBLOCK TR/ R B N Y
16 WRITE KEY A /i 4
17 CARD BLOCK BT 8l E
18 APPLICATION BLOCK I8 8
19 APPLICATION UNBLOCK o7 FH A
20 FREEZE MF %45 MF
21 GET INFO IR R AR AR R
22 CLEAR DF I Bk DF SO
23 GENERATE SM2 KEY 7oL SM2 4 %t
24 STORE SM2 KEY A% SM2 4% 4
25 GET SM2 KEY B 1 SM2 2 4
26 SM2 SIGNATURE SM2 % %
27 SIGNATURE VERIFY SM2 % £ iAiiF
28 SM2 ENCRYPT SM2 Jiii#
29 SM2 DECRYPT SM2 fifk 2%
30 GENERATE ENVELOP e A E
31 OPEN ENVELOP FTH B F
32 SM3 COMPRESS B4 W A B A R
33 DECRYPT/ENCRYPT ot iR T i 2
34 DELIVERY KEY WS
35 CIPHER DATA X BRI g 2 L 1HR MAC
B.4 %4
B.4.1 BWMELEH

PEE 2 SM1/SM4 ,SM2 ,SM3 ,SM7 % 81: , ShRE I F -
a)  WARERSIE I SMT7 T 5 4 5 HL T 2 2 18] A8k 0 1 B £y 8 531 0K A% i % 5

b)  XEFRE AP SM1/SM4 : T840 40 1 25 s B A, LA S AP B4 S50
o) AEXFTRREADA HE SM2 . 75 A B T bR 2 N 2 AR P B0 (R 8725 44 L LA R W B 7 25 44 R AT IIE
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) BERG A E R SM3 T AR R AR

B.4.2 4H

AETHENZHWE B.2 Frw,
xB2 ZEZFHIWZEH

HY | Ak iz S RAF A i J 3] #hy
SM1/

KA SMu S B KE | #E L LACTIN B LA
SM1/ .

KB M4 M % KE | Sl WYL SRS A | B PEd CATTIN
SM1/ . . . . 3

KC M4 HMIRINIE % 4 AL ERCTINE ST S = L

FAE - BRI 5

% 4 R OF
KD | smz | 2 O AT PR R 2 | AT AL
- s
A M % 4 KA 4 A BB Ay BB EIE S A ]
KE | SM7 | 17340 3 %] Sk R4t
B R
W AR EE A
VR T w KB 4 Iy B8 35 . HF 3]
i | | 1RO e KBy W Bt |
) B o 4 4

INEERE S 131
. R CEEYURIETE R A AR R U EAALE S fiEE L e B AL P R s i .

B.4.3 ZHFAFEN

2 i 8 B A 20 R AR B A B b AT KR S AR A [R) R 160 332 8 PN A [ Y
B AR R T B SRR T AR TR A 3 AN AL T S B R SR SML/SMA 8] KB TS
EREHLE 3 S50 B9 SM1/SMA 4] KC il SM2 4] KD #2448,

G S R B8 M T SMI3 Bk L 7 B B 20 R VTSR A O S TR A L R SRS B A — ) o K
B2 A AL AR CEN B A BN B R A AT SR

B.4.4 Z4ATEME

FABT : SAM BB FL AL RE 06 5 PR A7 76 I v 9 35 X6 R 2 91008 b AL BT G 4 11 o R B — ELGE
SAM 5" T B I RAFEAR B2 A SAM [ B A .

SM1/SM4 % 4] : SM1/SMA4 73 41 % 55 505 9 % 91 A RE T s AL AT 42 11 Hh . HUBEAE I R & 26 1F T
Z iz BB

SM7 8] AEBE S 4% SAM A3 % 910 HO™ A 0 T 5 B3 0n 28 09 B 03 M50 A0 [R) 4% 1 7 SAM
AT
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B.45 HEESHE

WY WO EWMIE B3 PR B R AR BN TR RO 16 Y. R A R A
B ] SM1/SM4 Sk o s 50, A 1 16 7 i Bl 1% 9.
FHIBET

J

KEY —— &

\

FEHA6F)

B B3 ZHASBITERE

B.4.6 ZHAER

BE AN SM1/SM4 %4 KB H T4 SM7 Sl FH 1 56 52 %5 41
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