ICS 35.040
L 80

oAl A RS 3 R I IR S bR

GB/T 37002—2018

FEEREHRAK
ERFHGERELZENARENK

Information security technology—

Security techniques requirement for electronic mail system

2018-12-28 % 2019-07-01 5%

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

—

[ B Y "I \N )

5.1 A HER
5.2 4B
5.3 Z&Y|

6.1 FARZR
6.2 ERER

6.3 Eﬁ—}%;}i oo e e e eeeeeeeae et eae aesone aenene enensen st oae st one  esene eneneee aesese aesene  esene encneee st oseans

B C CEORMERETE) 2845 AR A TH eeveerneeseeeee it et eeeeeeecte et ee e e see ee et st e e eeeeeae e

]

H1iH B Bkhttps://t.zsxg.com/JmiaeUR

0 B R R R W W N

— =
[N ]

— =
[S2 KA TN W)

— =
o NN O



GB/T 37002—2018

i

]

AFRUERE IR GB/T 1.1-—2009 25 i K 5,

T TE BAS SCHF I FSe N AT RE WS S LR AR SO B S A AILAR S AR FH U0 i 2 A ) AT

AHRAE 2 A R bR L BOR 22 51 22 (SAC/TC 26048 i HF I A .

AR R LA [ AR SR e 5T L Lo I EOR AR A I 5T B L IR LR A B R A 4
ARA RS A VEHZAE R e o EAE LN,

EN e S SN oD = SN Y NN L3 DB N AV D1 N2 QO IV B TN 778 NV K ok N
WRAERT BRSE B H BT BB

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

FERRERAR
EFEHHRELZERARER

1 SeE

APRHERLE T HL B AF 2R G A5 B 22 A 20K AL 1E L1 B AF 2R 8 9 BOR 22 4 20K VA L2 42 BOR Rl
BRSNS

AR HEIE FH T 45 GBS R 1T IR TEAUAG A Il 067 25 B TR IR 1 AR 4 L A 1 B A5 M IR R 4
HL 5~ 55 PN 0 R 2R 8 BB & R 7 28 B ) B A A P R a0 A 36 T R G 7 dh  BE
i 3 L R 55 4

2 HEMESIAXH

G0 SCAE X T AR SO R N SR R A . LR B O 51 SR A B A IR AR 35 B T AR SC
P FURASTE B #0951 SO a8 A (AL FE AT (948 0B 38 FH AR SO

GB/T 210282007 fgBLZE&HA REH/EZEHARER

GB/T 25069—2010 fgEZ4&HEA Rif

GB/T 30282—2013 5B LA b3 e {4 i 2 AR B R AT 7 ik

GB/T 32915—2016 fFR LA o7 5 AL MR ik

GM/T 0012—2012 WA[{FiF5E o5& Mz O

GM/T 0013—2012 WI{Fit5  AIE S A AT & A D e

GM/T 0016—2012 % it % A 4 2L 2% 7% h A 422 11 Bl

GM/T 0017—2012 % fig % 5 41 2L 2% A5 i 42 101 850 A =X v

GM/T 00182012 #H5i5 & v FH 42 O HLYE

GM/T 00212012  shZs 114850 1 4% R H3E

3 ARIBFEX

GB/T 25069—2010 F & iy LA T AR TE A€ il T A SCHF .
3.1
BFHEZRS  electronic mail system

SR (A R R Bl 55 A S R
B o HLT PR R G e O S LT S P R 55 % T LA OF ST B2 A Bl 7 8 46 R 4 B R 8 1035 A7 36

Yok, BT IR G B RS LKA
3.2
BFHREAR S8  electronic mail server
R & P v B A R A 0 IR 5 TSR AIL R G s bR R 55 A A R AE R G S R G (WEB iR 55 o (] 44
FVECHE P ) AR A 1 2R S8 20 0L
3.3
MARSLEEEWE security isolation mechanism of application server

i 2o HE AU B R UL A BRI IR 55 38 A7 A6 3 S A A R GE 3R BT 2 b L SEBRAS BEH IR 55 1 32
LR oy

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

3.4
#2540 machine code
FRIFTT AL R A8 2 o 55 10 ME— S 5 — i PR TH IR ML B B 2 o 55 IR BB P 9 5 1 AR o
3.5
AR SHME=FEIE user digital certificates
FH P38 b B Oy S50 J5 5 i 2800 2 2 P o 5L ) — Fh R] A5 1 B £ B R 4
3.6
“Peik-R & 7INEFA X “challenge-response” authentication method
— TR 0 B S 0. FE RO IE T AR s B IAIE 5 B A R A8 Pk AR TR R AR
J5 AR I 2E S TACIE 3 3k 3 E 7 24 ) T A M S 1 T R DA R D E T I B A
3.7
BB fE 5 3 mail transfer protocol
TE I 24 P 85 v A Hi FL - IR 428 08 IR DU o
B B0 R A R 2% B (SMTP) (R i B I (POP3/IMAP)
3.8
HIEINZ21E %  data encryption device
M7 BITAT R 22 A I T SR 3 4t %35 A i 55 % B A I I 4
3.9
RZEMZEZ4SA  content encryption key
JH T T B4 25 00 i B2 4
3.10
f 581 middle ware
4% web [l 55 Fl L HE A N R S8 LR
FE . AR R G A P IR PR A S R R AL web O SR IR IR RS & B IR SS
3.1
M#  online disk
FL - R A2 2R e 412 AL %) IO 28 S A7 itk ) R » — 8 FH T IR 420 BRE 420 0 7 S A7 At 5 4 =2

4 HEREIE

T F 4 1S AR SO

B/S: 3 % 4%/ IRk 55 %% (Browser/Server)

CMS: s 1 & 15 2 Wi (Cryptographic Message Syntax)

C/S: & i/ k%5 %% (Client/Server)

DKIM . #5 % 57 {1 5 BB 1) (DomainKeys Identified Mail)

Dos/DDoS: 5 4 iR 55 X k5 / 4345 2546 46 IRk 55 Wi (Denial of Service/Distributed Denial of Service)
IMAP . 32 G 1415 7] #p i (Internet Mail Access Protocol)

IMAP4(S) : #:F SSL 1y IMAP(IMAP4 Over SSL)

MAC .47 7 a195 ] (Media Access Control)

MIME: £ Hi#& Internet BR{49 & (Multipurpose Internet Mail Extensions)
MTA : 54 IR 55 o5 _F W& A& 5 IR % (Mail Transfer Agent)

PIN: ™ A#5 i8S (Personal Identification Number)

POP3 . R B B 58 3 A~ kR4S (Post Office Protocol 3)

HiH B BRkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

POP3(S) : &4 POP3(POP3 Over SSL.)

SM2 . SM2 ##i 5] ih 2k /N 5H % 55 801 (Public Key Cryptographic Algorithm SM2 Based on Elliptic Curves)
SM3;SM3 Bt 4 B (SM3 Cryptographic Hash Algorithm)

SM4 ; SM4 /324 % i 8% (SM4 block cipher algorithm)

SM9 ; SM9 FriH % i3 ¥ (Identity-based cryptographic algorithms SM9)

SMTP. faj B Wp{F A& i t1h i (Simple Mail Transfer Protocol)

SMTP(s) : #F SSL i SMTP(SMTP Over SSL)

S/MIME: %48 £ 1% Internet M43 & (Secure Multipurpose Internet Mail Extensions)
SNMP . ] B 25 45 #1731 (Simple Network Management Protocol)

SPF: & N\ KBS HEZR (Sender Policy Framework)

SQL: ¥k 25 )15 5 (Structured Query Language)

SSL. 4 %2 )2 (Secure Sockets Layer)

TCP . A& H ¥ ( Transmission Control Protocol)

TLS.: &%y )2 % 4= (Transport Layer Security)

URL: % — %R E M4 (Uniform Resource Locator)

LZEESR

HL T HIB 1 28 48 22 4 Tl BOR ZOR VR FLEOR e 4T BOR AR 4L ARER N 1 iR . R EOR

B 455 R A 1 55 i o R 25 7 3 B 47 K000 10 22 4 A5 B A B 45 F 1 B R e A B O K i T P
B R YT B NC AT PR A B A . s AT AR TR R S IE AT B i R 1 il B IR AL N 4%
T4 W | B T RS SR PR R 2 A

B ER R ER BT ER
— T s p—
s MO A 2 o AT 34ty i
EWRE
B 3 i}ﬁ
B 0k PR B 2 2 WAE PR | | [CFEES
=gl WR AR S22 Ge2e 4 ESS W
A TR EXNI EEEEEES 2 B3 R A
it || EERE | e PC 2 3ty
Yapsi-
HC B 2 TRAGEA
| WeblliZ || ey || WehE e | alaiu e
%ﬁi\f‘mﬁ
=L
B R G W 3% —
%gﬁﬁ;&'—ﬁ% \—I =R
TEH A S~

B REER

AHRAE PLB B 0 R O A A 45 [ GO SRk ML SI T 5 ML % SR JH 8 e B A i ke FR o 1 L 52

P ECIEE AN AT DA G SR A% R 38 A A A O [ AR ME AT L AR TE

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

5.2 ZE£HR

BT HRE RS E AL 2 HARUE

a) IR TR R GE Y L A AR L AR R T R AR AR G A I KU 5

b) i 3 iR i AR Ok S SR A7 KR A T A% i AU At b B DR A R AR RS i 2 1 22 4 UG 5
o) BRAGHL T IR 2R G B A7 4 00 4 A A e e AR RS A 5 IR XU 5

) R A PR A AT BOR AR SR R B AR R

53 RERH|

AHRAE R HL 7 R 2R G A 4 A SR e LR R 5 B AT 1 93 DAy AR 20 R R 20 7 A A I R
A5 B AT R AR AL S P R P e A 55 T R AR O AR G el AR R EOR . TR RS
RPN T ES I B,

TEAS B U B B ZER A FRAR 7 R FE AR G2 4 R R R T B sl 5t 2 22 4 BEOR Hh e i) I 2

6 EARREEK

6.1 HAREK
6.1.1 HBHEAREEE
6.1.1.1 ®W#

R 474 R 95 s A 424 2 4> SR AL 4

a) WS GB/T 210282007 Hrf Bk,
b) R E AL

o AHAWIMEHI R N AR H TR

6.1.1.2 #BER%

IR 17 Al 55 i 43 A 2R 400 0 4 BEOR A4

a)  NARYE R T ER R R G R VERE AT AR IR L A P A BORIE R L AR R G SO IR AE R BT E
) CELAR < URZ IR 55 L ISE T o 1145 s B 8% = O BILAG) X 4R 1 2R R R AT 48 i T

b) 02 5 D7 1] 45 1 D) RE PR G I PF T AE T2 S B0 BT IR N A2 AT L B Lk aE i S S iR A AR
SR P A 5 5 U TR Y B S R A B U

o NLHA BB 2 4 HOTE DI RE L DX ST H TR T IR AR A S AT O L I S A
&

> R HARIC SR IIRE AT P S R R A OGRS 2 P B AR SR [ L A
I SRR SEAT AT IC R L IE R 9 H R RO LA « S R AR B I ek A R R P A
RN AF LR

e EARMEET X R F I A 4 4 SR TC D RE L T RE 11 SRR A 4 4x SRS A A ALE

6.1.1.3 =M ERE

R AE 2 TH S PRI IS AF B+ 22 35 PR3 0 39 2 R K

a)  SCHRFIBAE 5 2 GEH R AL I 5

by AR BB 2R G A% LA 6] B A R 2 AR A Web IR 55 A7 filk (9 B 5

o) MR =07 iSRS R L R IO TT IR 55 % 4x 5 ) L A PR AE O 5L YR T ER

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

BB B R B 1k XL R S AT IR AR A A L a2 4 P B AL S B L R R S
(CENEYSH

6.1.1.4 ZTHERK
6.1.1.4.1 Web R%

HE 1 1 55 4% Web I 55 22 42 2R A 45

a)  ABEAFAEJE 1T AR S 7 55 8 AU B % 2 T i) 5

b R 5 1) 45 ] D RE L AT A ARBH LA AR R 2 AL B T 1] 5

o) W HA HEICRIAE, Al C R % 2R R AT

d> R A O R B R A T RE AT A 0 B S T AR R AR Web Tl 2o
e W HA B S RIHLE R Ue] Web i 55 09 P B 43 iE 4T ACHEAIE

6.1.1.4.2 HE%

HIPF 12 55 e+ () 22 42 BEOR AL

a)  ABEAFAEJE 1T AR S 7 45 0 AU S % 4 T i 5

b R 5 1) 45 ] D RE T A ARBH Lk A AR R 22 AL B U 1] 5
o) W HA HEICRIAE, nC A #25 K AT N

6.1.1.4.3 HEE

HIF 12 55 e K508 A 22 4 BEOR AL

a) ARSI R LR VERE Ll SRR |22 A AR EOR B R 2 A R A L O B A A E T (R
o A% IR S5 O 3 2D S B SR =7 LA K a7 A 2 A 1

b) [ 6.2.2 v R dl R A LAY 22 A DI REEOKR .

6.1.1.5 HR4NAZE%
6.1.1.5.1 HH%3

IR 2 1 FH 2R 48 B 3 45 ) 4 A B SR A 4
a) N SCHRFE A PRI TR A K P A A B IR I T AR
D WP O AN TR B S IR S EAD T 8 AT
2)  NHRK P O %A 3% AT Ee . A8 R 55 04 %
3) R A B B B A N5 SR T B SOy 20 7 SR B4 28 0 A7t I m AR ATL A 5
4) T I A B N B AR O R A RO I R R 5
5) WA A S B 5 B R D fE . X Web ,POP3 . SMTP Fil IMAP %5 % 5% 5 [n] J5 28, 24 1
A R A R YR BSOEE 2o 1R R (ELRS B I P BE aE X R TP BRI ]
b) LA B 0 45 ) S H A BT B 0 R BRI ) SR 1 U SR R G
o N HEAGHEHAERYIRE . Y P S iE e R W T SRR,

6.1.1.5.2 iFE#EHl

HIS 7 18z ) 28 G52 1 ) 45 ] 26 4 BEOR A4

a)  NHEAHIT e 2RI RE A0 o3 O A B 53 FER A T

b) R FE R A 2 T AN R AR 5

o) NLHE AR BOAL BRI IE T 0k R T A B BOR T B 58 20 R UE AR BR A UE B0 AN Tl i

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

d)
e)

IO 7 388 3o B 3 2 S LA DA UE FH P B 03 i+ 5 mT e R P 5 TR ALY T e 5
JO7 210 R A BB 5 ) o AR R A H R TR .

6.1.1.5.3 AP HEit

WIS 171 100 FH 28 G ] A 22 A BOR A 4

a)

b)

c)

d

e)

D

Jo7 B 545 B G A7 O T )RR T TE A A AL A L AR AR I )R BN T SR TP sk s B A
BOERTT A BIENESERERER

JO7 2 WRPF P P 8 SR AT D T D BE » H T PN A LA A - SRR R AR K P OB SR TP Mk
LB VA IS R L ) S

Jo7 4 WP P P A 38 WA A5 D ST DI BE » |7 T 1A 8 DAL 9 < ik i ) TP N IS L 50
IO EEE LSS EYSE

IO L WS FH P B SO A A7 D T T Zh B L A T A B A« WS IBRE TR) R A A S ) 35
MEFHER

IO L5 B P P U 7 S B I A A AT D T DI RE L T P A AL A R R IR P B A
BB RFEE

I B AF AR A DT 6 A

6.1.1.5.4 #EO=Z

S 171 107 P 2R G4 122 4 2R AL 45

a)
b)
c)

d)
e)

5550 =5 TR G 101 R B 3 M B AL 38U 42 1 98 5 B 0y 5 T

5558 =07 I R e 1 2 0 B AR i A Bk R R

O Xt 55 =757 2 P 28 S8 4% 100 3 P 0 R0 AT A A L B b T A Sl R P g X
Ik Ay At 2 B 45 T ik

IO %ok 5% =5 T P 2 8 4 100 U RO AL FIR & BIR A AT )5 [ 14 8040 318

JO7 410 5% 4 1 O AR R A HOE R IR .

6.1.1.5.5 WEFRRK
WIS 171 107 P 28 G W i i AR AR A 2 4 BEOR A0 45

a)
b)

c)

d

JO7 . #8 WRF 2o 38 D RE . B4 Wil AR A R S IR A 5

IO L 75 IS F: 24k D) R« BE 1 246 B e l 0% e ok 11 4 TP itk sl I L F AR D9 48 E 1 LR A
5 € B ok B 4 2 IR OF b HE Ok B A € T 2 S IR

JO7 55 M H HE DO BE L BEAR A K A MO L 2R A B AE PN A L B A A R R A L 1
LA SR R L AR B R 22 AL DU LIS L O RE R0 /5 R/ HE M R /R A /b K
IO H 2 SR SPF AL i A8 00 R 7 K I Y D e

6.1.2 HBHFE PR

6.1.2.1

HB 14 & o ER 1

S FH P 7 i 0t SSLL T AR IR o

6.1.2.2 PC ZPfi%

6

PC % 7 i 5 4 ZOR AL

a)

C/S LR B SCRp IR n 2 K05 %8 44 D i 5

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

b)) C/S #EZCT Ny 37 5 HEAF B i 78 A M Jn 235 776k 5
o) C/SHizUA B/S Bl F ¥ 0 L F53ETF SSL/TLS AR - 2095 4% Hi 5
&) C/SHEZM B/S G2 17 PR BT N A B I 7% AR 5 i AR P it
6.1.2.3 B IHEEEL IR
% oh % e L L A R AL EG
a)  REE 6.1.2.2PC & Pk A FL AR R
b) B AR B S AL R R s B SO
¢ CHLSCFR MR A AR A BRI BE L A0« A T 5 L R o A e A
6.1.2.4 HR{EHEE
S A2 HE 2% 22 4 R A0 4
a)  HE K IR 1 SCTBRF A RE o R X6 HIB 44 P 2R N L B 0 5 N A A AR b oA G ER
b) AN A R L 2 T MR 2 A AR v 00 S 0 RIS T R O R

6.1.3 HREHE

6.1.3.1

HEmE

H, 5 WS A7 0 B0 7 A i RV A R v I 2 AR 4 . AS TSR A 45

a)

b)
c)
d

e)

D
2)

h)
1)
j)

6.1.3.2

07 R JH ) 2 TR P 426 ) B 2k o WS 47 5 40 00 A7 om 25 5 feft D 5 30 Jom 225 1 4 512 300 6] 2 ) 28 A B

VL T B K

1) o S ] G0) % i 8 4 28 4 M ) SR, e ) 5% %% A A5 B J) X 28 AT 22 4 R A AR T

2)  NAFE ST AR GM/T 0018—2012 55 6 F XF % #5 #2 (W & XA GB/T 32915—
2016 56 BE B AS DU 22 SR 1 BLE 5

3) NSRRI  CRE I N 2R G 2 R B A Y A

4) B O RS2 HE TP/MAC b hk 256 22 (417 18] 42 AL o 5

5) W HEAAIC MR M M H R W EE Rt &0 HEH IO

T Xk G2 107 A, B A2 T SRR A

IS A7 o 2 K0 1 S RE S/MIME A% 3 K i 2531 8. 307k CMS,

R A2 i 285 3o R v (9 R X B B L B ] SMI2 Bk ke SMI9 B3 5 P R 2 A B vk L IV 3k FH SM 5

s W A B Nk F SMI3 B 5 i i R Y B AL B BIL 1 L B4 A GB/T 329152016 %

T Bl AL ARG A R

V7 B AR B S 474 b - <22 4 0 IR A7 e 2% i 28 42 0 T A AR XS B9 B0 L i B AR 5 A TR OR3P 1 7T

FRELAFAEA I

7ol FE A [ P PR 25 o 288 22 B0 o 22 i 42

B T 25 A 7 AT [ 5K % T ISR N 2 B 15 £ A M 1 SR L G i [ 5 A B g ) B R

SRR

N7 R FH s AL o PR T A i 85 1 A 5 R R G 2 RO R AR 4

B 0 2 B A 1 VR Y SRR TP/ MAC i hik 25 % (95 ) 4 H WL

B I 5 A LA 0 S S R A A B R B T RE L ORIt e p B AR H RO,

ZEFHE

L AT EOR AL

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

a) N AE A B A RO FE AT N AL < PR R L S SO P S R R A AR
b U o A R K 27 A A R s B AL 5
©) I P EURT A L RE XS A7 B4 S0 RO AT S

6.1.3.3 R&fEH

B AL i R AL

a) X BB P A (R TE SCORIBRA ) 28547 i %86 A% B s

b) W R B SSLLTLS B . W% b i 347 hn 4% 5

¢)  WAEERUEZ P SSLLTLS HEF A& v 1 5

d) [ HF POP3.SMTP IMAP K MTA 145 R4y J& Ui, s £ 2 7 s 28 B 474 JIiz 55 4% 1) A2 i 3
% 374 SSL L,

6.2 HIBEX
6.2.1 BAPEIE
6.2.1.1 BARHEEME

IO 4% A [R) BCBR X P BEAT 5328 P 40 2
@) HRPERGEHI T R R G BE DL L 2 AR RE XS HIEAF R Se R s A7 dE AT AR B

by WBFLLZUTT L RIVZH ZUVE BE 5L L 2 48 BEOF IR 1F 22 52 1 P A7 1 L Lok A AR A AT P
o HRPEH T RO A 0T R AR RE XS R A RS A B AT A A A R

) WRAE S B AR SR EE BE AT MR AR U R S ERAE R .
6.2.1.2 HMEZEERP . MEALBRMNMEFEITRARA

HR 4 2R 8 FH P R A 2 80 2 R A2 1 3 P 0 45 28 A B R A
a)  Bpyseil. e 6.1.1.5.1 iR

by Pilr il [F 6.1.1.5.2 ik

o) JHPHEI.E 6.1.1.5.3 hifiiR;

& W R G P AT

e) T MR AL AU P AT

0 O MR P AT

g) I SRR X R B P L Bk F P I

6.2.1.3 HBEAR

HR A ) P 2SR AL 4

a) By IE 6.1.1.5.1 Pk
by il gl 6.1.1.5.2 ik
o P 6.1.1.5.3 R
) R N E R A A ZUR PR

6.2.2 HEEER
6.2.2.1 HEEEERGZAFRRSER

e LS SIS W DRETS RS E IR N Tk F
8

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

a) Vs Ia) IR RO AR B AR SR P, B BT B S BRI 5
by R R A PR G0 I X8 R P B By AT M
o) By K IR WM o AR i 2 W S R IR Il 0 A ik P A K P A

6.2.2.2 HIEEEEFRS EIEH

R A B AR G IR 4 1 BEOR AL
a) N HAT U [R5 2 BH AT AT R 2 AR T 1R R AT 28 5 4R A 4 15 1) 5
b R A R B AL . A0 B A A ) B DY B U B Y | R A BB A

6.2.2.3 HEEEERZREHIT

Bt A AR G A W T EOR AL

a)  NLEA SR G H I

by R B O 9 AL D RE L S B AT I

o N SE R i T H A

d) R H ARG HL R A T H AR N R A H R SR IR B IR O R 5

e) I SCHRF A AR E A B E T I

DN B W R VA R AN S = S A NI N Uy (DR R AN ESN IR R NN 2 AN DA RN - $2 50
YRS

g) N SCAE X B SR A R ERAEAT O B LR A AT T 0V AR R B 4R

h) O SR SR AT O B I A0 BB 3 P P R S R R AR

6.22.4 HEEEERZBIETEG

A 1R A AR G B o R Y R AL
a) oL A N A R A € B M DRUE AL 5
by R R SE B AT R

6.2.2.5 HIEEEERZHEREN
O 5 A 5 A Al o e Al R 47 5 i 2 B 6 A 1 R
6.2.26 HEEEERZHEFHMNRE

Y P A B 2R 8 Rl A AN A SR AL 4
a) LA MR 5 O SR D RE . B e B s i A R
b R S R A AL o O B R A I 0 B S A

6.23 HIEMZEFEE

Kb T 2 v A B EOR AL 4

a) IR X R R G R A b e s A AP A L AR ) 9 K A A L S e o Y 22 A A B L

b) R BE A PTRE 1 G AR H L RLAT S A AT L AR E GM/T 00162012 Haf 7 B8 Tl s #2 1 %E
SCHIER 8 B 56 T % A BOR MM G HLE .

6.2.4 HIPEE

Y P EOR AT
a) T T R B A B R IO T R [ A B A DG AL K

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

b)Y I PN A R P By ) T A R AT AT AR B BE AL

o EHIIN S R I LA SR IR 2 AN AR X B kAT 0 DR AP 2 A S RN
Wk A sl %8 44 B 23 B0 2 T A5 75 ORGSR AT SM S it R st ik mT AR g A B4

) BEGIAF A N AR B B R e WSO N2 SN S i A T R AR v s A B4 4 1 AABH
AT 22 A A I v sl 8 T i BRIV B8

e EEYIH B N A I P U TS 2 RO B . Xk SM2 SRk 4 A T R R A AT
v TR Xt L S BT i 22 A R . X SMLO B3k L S A A AN A7 A P B O B RG B B
GRGE R UE AP

£ B YTEUR N U SR P o

6.25 EHEERE

el B 45 BB R A4

a) I LA 3 A B AL L A5 A B 51 A e v A IR A UL R AT T R

b) A i T RE AR A5 AL 45 2845 BB A S a4 H i R ) BEASCBR 2R 47 B 4 A

o HAARE GRS TP bk st MAC HihkDife s

) H A TE A A Oy RO PR E K O T RE 5

e) L A ARG E AR TE (A B K H R AR AR I )8 SR TP btk ) TP HihE 4R AR K P 4R AR
CEES T

D AR AL E P IR DR Y B A AR SN AR A A O IR A8 R A SR AT G AR B AR
1) LR A R SRR A

6.2.6 HMEKRESHE

el L TR A
a) LA MR A BL B BRI 17 A 5730 6
b R O AT 52 8 i 5 R R0
627 RHEFARMTEE
RY TS T R L
@) TR I 2 i LD X8 TR A T U I 1550 % 4 TR
b) ARG T A ) )l 55 o1
O ARG | R T B 5 TR L D A
d) IR AT B 0 U S A T
6.3 EFER
6.3.1 HFRH
R TR A
@) REE H T 2R 50 B B 3 5 e B
b IR U R G P A5 DL 7 47 - BELU 3257 524 BB 8
€3 R U T o R T £ 4 0 LT 59 B 0 0 A
)RR DA R G P B 96T S5 BELIST 3 T AR 2 0 S A

6.3.2 FHlZ=E£IEN

UL A T EOR AL A

10

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

a) I E A R 55 A A A A A A RS I T R

by R BE R A FF A ORISR 1 R0 2 2 05 BCHE Ui (] I R O 23 0 BT R AR O AR A R v TP
Ho ik 5

o HEAX A A AT E R SO R A AT SR I A T fE

6.3.3 WEZL N

P 4% 22 23 M 0 SR AL A

a) I EE e ARG 2 4 M I U LS5 I A D SEE AR L TR OE R G AT
by R AR AR A i ) fE 5

o) N BRI 1 ek R 5

d) A S i AP D RE 5

e) I A HE A I 55 i 00 2% S 30 A A7 O ek D D BE

£ H A S WO R PEAT S e D S RE 5

g) N EAHBOFIR 55 &% Web N BUH: B X i 47 2 1 U D) g 5

b R R R 55 A Web (9 0T UL AN T DL B 4 o 47 O M D fE

6.3.4 Bt MR
M A4 GB/T 302822013 L AE A Bk,
6.3.5 BhifRE

B 9o 5 B R AL A

a) N Ad M ST Y AR 55 A

b) N E WA LL Y B R

o) MfiE# & SMTP(S) .POP3(S) . IMAP4(S) . HTTP(S) Z WS M {4 (19975 25 5

d) R BB RIS Sk | IR A2 1 S K B A4 0 R AR 2 AT B A U

e) N HFIEL TG B LT P T

D XIAEAE I BE B BB 7] T AR 4G R %% Bl A B U LA R A A N A A R N A AR A
g) X T HR A H ) ARk i URL 85482 P il 3T FF R 0 & XU $2 7R .

6.3.6 Z£Wit
6.3.6.1 HIEERIEHRIT

B A A EOR A4

a)  WICSR AN TR PR SQL G AT A0 SR EL A I E] BN 2 IR 55 4 44 B L IP Mkl . MAC Mk | i
H5 P& AR PR AT SR KOs R SQL i 4]

b) R U B T D RE . B TR R R S 4 75 R A DA [ B A R A Y OR [e 4hR

) O AE S MU AT TR HEIG T K DA N R R UL AR 6L SQL R SRR KL
P e SQL I8 Ay B 7 AE IS B[R] B2 0 A7 850 S i L3 T R A A g i A e B A

d) LR R R A R R R D) RE - RE W8 LUK A U7 AL (] TP Mk v S T 44 B SE
A SQL b 4 O Bl 1) 45 26 5 AT W T AR A

) I H g B A By k22 A AU L RE AR B T E S R B A SQL T L B RIECHE 2 T i L
A BT RS G vh IX i A SR AT O

£ N H A R B DR L RE AT X R e A BR U R AR A S AT AT R A E A

~

11

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

6.3.6.2 HE®HIt
H T 2R A4
a) A 6.1.1.2 A BRI ERE RS 4 H OB IO fE
b) B Web fplalfh2e 4 H
o RHEASHEE RS H
d) N 6.2.2.3 R S IS A VT ) H AR R DIRE 5
e)  MHEBAHIEmME RS LEHE,

6.3.7 BiimiRE
75 i 1] 225K AL A5

a)
b)
c)
d

e)

6.3.8

N B4 FEA K DoS . DDoS B E 77 , e 2% 1k ok A 7l — TP i) 24~ TCP %4 ;

Do L o i) SR 2R 0 A B B R BN 1 A A BN R SR C Y DI RE

W ANAFEAE R0 2 A IR 0 A 2 AT L SQL TEA Bl A CBRAL DT [R) 45 5

B 38 o B 1 5 A9 15 B (U cookie/ session) i 5 TP Mtk (0 YE#8 46 % . IF7E 24 h N
AR T8 =00 TR AR %A AN AE A T

H & %4

H A3 2R A4

a)
b)
c)
d
e)
D

FA U B DY S A A M SR L TR PR R G s RS L A B R DO B L i A T
G B O E B A T R R AR S BB 1S

FA G0 B DY N ST HR R AR SRR AT T R G I L T R ] AR

HL IR P 28 8 AR BRI IO 4% 328 4 T AR I AR EA T AR 4, O ID sk AR P R AE N

AR BRI AR G C B N AR B G TAR R AR AT B AR IR IE SR B R N A

AN LT B P 2R GE CHIE PR 50 7 S R A1) v (1T A% S A7k A T

7 HERRREENK

7.1 HAREXR
7.1.1 EB1ERRSSEE
7.1.1.1 @H

I Al 55 5 BSE 1124 4 ZOR AL 4%

a)
b)

c)
d

7.1.1.2

PR 6.1.1.1 FEA R LA TR

NESTAIEZMER, EREE GM/T 0012—2012 HEOMEWER.FE GM/T 0013—
2012 REF A MR MEHENXK

NERFEREXERBRSRAERN CPU KR FBHMIEE;

MNYBRERERE REHEEEERS.

RIERSR

Sl 55 fhs 45 A 2R G0 2SR A4

a)

b)

12

S S 6.1.1.2 HeAS 90 2z AR
Bz 8 & 12 BR A6 E B4R RO Th B8 . ORI I B 450 4 =50 755 A Pk 250 97 68 08 A 8 2 9 Jo o 40 40 Jo A Bk

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

o NRUENARSZEREIE . CIHERGNARRFRNMMARIETT;
) MRE#HZEVENEZEEEEE INMERARSE . PEG HEFHTREHETE
BRIE.

mR

I

7.1.1.3 =HERE

P EAE 2 VR A MR A 0§ 25 1SR R 5 I A K

a) NMEIFMERERITERE;

b) ZHMUEBRESHRRSE BENZEREZHNENEGRHERLEAR;

o NERIEMGRZZEAHENRE . WEREF Web RS BIEMZ RS FHENES;
d) Bz 7ERE SR R G ISR B SR M R IR R RS L R K PR TR B IR

) MERNSEMEBRNEN AHRXSMBHZTEREPELEERANBEENR.

7.1.1.4 ZTHERES

7.1.1.4.1 Web JR%

HR 2 IR 55 2% Web IR 55 2 4 BSR40 45

a) R 6.1.1.4.1 BEA G 2 EK

by Web RENEZREEEINEGE . XA FHBNEE R P RMG 0] FiRHITE L FIEK;
©)  Web BR%& 3% TLS thil l9 = £ 5 thil .

7.1.1.4.2 HE

44 i 55 2 oo D) 12 22 4 B SR AL 3
a)  RIWEE 6.1.1.4.2 AL LT R,
b FhEGNESREEHEIE. NAFENARPTRGHEERFITEXNEN.

7.1.1.4.3 #iEE

A7 P 55 i BB T2 2 4 B SR A 45
a)  RWEE 6.1.1.4.3 FeALR T 4 FK
b) HIEENITFEPRMZERX(TDE),

7115 A RS

7.1.1.5.1  HHE5

W2 1 FH 2R 45 5 3 S5 ) B2 SR A4
a) R 6.1.1.5.1 FEAR G 4R
b) MXAEESHEININEFEREINATX.FETIEXK:

D HX#H-—MISHNEFEREINFRXNIHERKFOSEBNEEM EHBEE PSR
LS AT,

2) IHERPOSCTHERIIEMEyRISOLSEDIANE. HITOLEBAXAEERIE
BAHNELTBREFX . EERIEBRKENANMNTF 6 NFRALEHINE. IS EN
FEGM/T0021—2012 HE 6 EXFTIHEAOLTERFRXWEXHME.

3 IHETARPENHEFEENEMNEINNG . EXARR-EEHMNEAFR . R ENKE
BHHIERERDPF20NMFHHAAHNHEAE ERIEXZTER. RGN RIEZERE
ARBERE. EMEEHT I RER P R-RE A X, B3R A SM2.SM9 EiE

13

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

¥ RIMEWIL.

4 FHFEE SSL W EHAEE X SKINEMEE P mS N EEERPRAR SR . ZENE
MR PN R E A HIEBNB .

5 EXAXHAXRERARPEMHFEIE.-NEADF 3N BTEMEZEHITHRP:EFNAR
ENFERE NEAARALTF MM PING, ZENRPEMBONFES GM/T 0016—
012HETEXTEOSHMAESEXTERLENER.FHFE GM/T0017—2012 5
IEXTEHRTHARBEOESCHERXENME 0 EXTEEHMINHIMEEK.

6) MMMAHMNERITALHARKRRER. UR—HBEEHARMER . SN IPRNERE—
WS . —NIP U ERSNMEKSEITA.

7.1.1.5.2  ifiaE
HIE A2 137 FH 2% G807 [7) 42 ) R A4 -

a) MR 6.1.1.5.2 HANGy 7 o ER
b NMESWMERAAGETEEERE.

7.1.1.5.3 ARPAHEIt

R A 1 FH 2R 46 P o R A

a) RO 6.1.1.5.3 FEA G 4R

b) KR FEREEE AERSIERINE. A EEENE REKRA ERIP il HEBAE ER
FX BEFEEE2 MERPEEENATE R F TR

o RE&6RMFAFPMEREBETARITER, Bt S SEMBREE L6 A B4 EE MR AKX
EEE;

) MEEMEKASETAGNOSTHRAWMR BLUBMES REDNLE.

7.1.1.5.4 #EORE

R A 1 FH 3R G 42 111 4 4 BSR4 45
a) P 6.1.1.5.4 FEAY L A BOR
by SEE=ZANARFZEOMXAMENS RIEHFEOFAFMGE.

7.1.1.5.5 WkiFEEP

R A 197 FH 2R BE S 3l B R A R A0 4

a) MR 6.1.1.5.5 FEAR Y e E K

b) K32 #F% F DKIM 4 il o 44 25 38 % ;

o BEHGEWAEMEEERZLINEREREEEERE.

7.1.2 HRFE P

7.1.2.1  HBHEE Pim iR
MERAETAMEERHERELRBESEET R HNMZEFENIMZREL.

7.1.2.2 PCEFi#

PC & 7 i B R AL 45
a) MR 6.1.2.2 FARG LT,
14

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



b)
c)

7.1.2.3

GB/T 37002—2018

C/S#&XF B/S EX MM EF G FHRBEFELERPILE ;
MEFAEFEITERE.

BEhE LR

% Bl 8 8 2 v B OR A1 47

a) NI E 6.1.2.3 3LACY 2 £ ER
b MARBRFERAN Web EXYNEEEFRFHEEBENRESRIPIE;
o MEZTEITERE;
) BERAREFNNZHEERIIEEARXPNETFINEAR.
7.1.2.4 HBEHEE
I 24 4 126 B R AL 4
a)  REIE 6.1.2.4 ARG 2 o EK
b HIEHEEENERATAEXERERSIRENI, HEBETERBNNE=ZFAITENEE

RMFARNEREHE.

7.1.3 BRUEEE

7.1.3.1

HIEm=E

PR 5 S A7 00 A2 i R A B0 e e v R DR AP L AS T R A 4

a)
b)
c)

d

L AL 6.1.3.1 FEANGL 4R

MEBARENNEZEZHENRE. . WRA BT BEEEH;

M EME A ERRE.IRBEMEZ REGAXHENZRNE S B M ERE . MRER
B Rz AT LA 4 F 20 6 44 tth 31k 28 | B8 A R 4 s ik | B AR 4

R R HR G SR ATIE 4R .

BT I BOR B HE A R GRS DL & C o Co1 F0 Cl2,

7.1.3.2

REFMH

HI P KBl 2 4 77 il 2SR AL 4

a)
b)

7.1.3.3

JOE R 6.1.3.2 KA L 2 2K
Rz 3 B 4 4 32 33 72 rh i 6T 77 BB HE AT I S 7R A

ZEfEm

U i BEOR A4

a)
b)
c)

I AR 6.1.3.3 FEA G TR,
SSL.TLS 1% Bz 3% 5 [E| 2 25 79 & 12 J5) i & B9 SM2 71 SMO B ik 4R ;
SSL.TLS 1M Bz 5% FA AT 5 AL 44 A & B0 8 FE 45 .

7.2 EEEX

JOE T A 6.2 SEAR R U A BR

7.3 IBITEX

N7l 2 6.3 FEAZ L2 WK

15

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

M xE A
(FRHEM 3
BT REAM

F, - B 2 2R 5 v IS 42 2 P it B A2 R 55 o 0 0 2 2L i 9 i 0 FBL 22 4 7 4P R 4 SR AR B 2R G2 B AT BR
Bt e, AWK AL

sk B R

i SR AR B i

% Webligs | g | gomEE || #

§ B PRIRERS IR

%

s B PO i #
BIHRY

Bk 3 BimE. REHMx | - REM R %

B Al BFHMEREENTEE

16

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

Mt X B
(B3 B B 3R
RERAIEE

AHRUE T, L B 2R G0 1 4 4 R e LR e ik B T 0] 43 kg A G R B R G A SE ) B K
2 F A ] AR HE A A g PR P B RNl 55 R R AR 9 e 5 R AR R YR DG L Y H
FWRAF R G AT B — 55 S B i B b BRI, Ny B SR e 2 BOR R . L R R 5 4 G
WL IER B,

X Bl BFHMGERKRERMNERETIE

20 59 e 6 P 2 BE AR bR AR % A TR
P WENE B RE R R PRl EER | R ARGk e R ER
VA ’
Lk 7 LAY % 4 B R E R
o 109 9 % 4 R B R
VA P8 ZF P =50 T
% A A R B R
e et A B 1 o R 25 7 _
;fi#$i$§;2?;?ijZAﬂﬁ&mF 5 B S B R TR
GERI e oA AR
TR o4 R GB/T 22240—2008 % 4 ff 37 55 2 223K v 8 ) . o o
B (=0 1 R 8 IR R IR
17

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

M X C
(B B B 3R
ZERARNARE

C.1 EFTmMERARBEFEHRFEEE

BTN HOR B TR R G IR C

2 7 3 SRR 55 3
Web3 4158 S Hef
HTTPS SMTP(S) | POP3(S) SMTP(S)

IMAP(S)
Y
7 K 3
A
- gt — WA WA
HTTPS SMTP(s)
POP3(s)
IMAP(s) SMTPG)
| = T | (s A
Wi/ KB <+ POP3(s)» !
M CGEYIHERR)
e o T L
- SMTP(s)
POP3(s)
IMAP(s)
Y A
B
mE e > Webls ¢ 5.55 “’Mfﬁgﬁgﬂ;ﬁ%
W
7
L T WP R
t BRI
IR
15 K 8 - > WA

B C1 ETMERANEFHEREER

C2 ZWERETETMERARNEFEGRERE

AR R TN BOR B TR R SR UL C.2,

18

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 37002—2018

TR 2 7 S A58 I Al 25 S
WebU3 o (MUA) (MTA)
SMTP(S) | POP3(S)
HTTPS TVAPS) SMTP(S)
Y
7 k 5%
A
— BRI — 24 I R AT
HTTPS SMTP(s)
POP3(s)
IMAP(s)
— \/
= ™ e/ mmm | e
Bipise/ Rbif ———— 2y
iﬁ | ﬂ?‘i (E‘jil) (Z\‘ﬁg*ﬁiﬁ)
§ L e Al A A
2 sg{TSP(s)
- POP
& IMAP((SS))
Y \ —‘_:Eﬂ
$oi E
o MBS 44 i i 5 g/
P&HE »> Web B4 il 25 (MTA) Wi
4
HB 477 ik
BB &4
A
Bokikei
IR
B K IR emmRs

B C2 EZWHERETETMELEARWEFEHRGREEE

1R 2 BRhttps://t.zsxg.com/JmiaeUR





