ICS 35.040
L 80

oAl A RS 3 R I IR S bR

GB/T 36950—2018

EELZEEAR
BEFEZEFARER(EALL )

Information security technology—

&

Security technical requirements of smart card (EAL4+)

2018-12-28 % 2019-07-01 5%

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 36950—2018

=
(|3
=]

)—‘Ezm
. I
=

T LT |
B R e 0 TR LT T |
I N 0 e T L R |
] - O |
5 ZHBEIEHETR eveesecsoernersonsonensuitnentieuet s tioruesstisonstesats sessos et son tos retsessseuaoss tesous sesves seu sos
5.1 RMAkLEH
5.2 WAL
5.3 M
6 BEANTAIIHIRE S +eevveeernnneeenaee i e tee e e se et e ae ees e ees e eee s eee s eee s tee s tee s bae se aee eas
6.1 Zrik
6.2 ¥
6.4 ZHEZTZEAEME  voevreorersrastonstntansonstosonssestes s sessessnesosustosetosastosstss asossses sasoessessonsieses
6.5 ik
I = T T T
7.1 HERLEHR
7.2 WEEAEAN
8 HZANTEIR cecurteserssunniisensiinensuetnensieues s tiouue s tieous tesets sestos ae sen sos be tse ts euaoss tesous sesves seu sos
8.1 ZAYJREEOR

R 7 = N G E o N [ T P PP P P PP TP

2L LR +eevee e eee neeentee e eatee e e tee e eesee et ees ee s eesee se teeas ses tee sae eebee s te eenes ee ee sn ee

&5

Do
e

e —
© = O O 0 NN N NN O R W DN NDND DD

[NCRE
[NCEENe]

Do
o~

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 36950—2018

i

]

AFRUERE IR GB/T 1.1-—2009 25 i K 5,

T TE BAS SCHF I FSe N AT RE WS S LR AR SO B S A AILAR S AR FH U0 i 2 A ) AT

AHRAE 2 A R bR L BOR 22 51 22 (SAC/TC 26048 i HF I A .

AHR S R AL AE 5 AR 2 A BEAR 1C R R 55 s P AN B AR B A IR STAE A /) RIS 78
PR A BR2A 7] IR A MR T % A BR 2 7] ORI 8 BB e iy A7 RS #) A5 B ™Mk A5 B % 4
PEAL | LR A R AT PR DA 2 VR b D AR B BRZS W)L TR AR O i (L RO A R 2
A\ A B T A AT B A BR A A DA AR L R SR AT BR A F IE S AR A R F L HEE O D
F BT IR B AL 5 U B b BEAT IR IR 2 A RV B R R G PR B LR A AR
JBe A A BRZA 7] Lo L s AR RE R ey A BRA ) LI AR AR T BE R A BR > 7] VR FREER R R B A BR 2>
A AR R K AR P A AT IR A AU S ol TR R A T T AR S B A BR A R AR
M AT BE R AT PR ) TP A IR — Rl S A R A W .

A o R RN BRI L ok K WL XL E S A L R T ol e (R AR BRI L PR
FWEM . FFAS R Oy P T ] YL B R AR VB B RIS AR IR A B
TR N E S E2W A RER S,

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 36950—2018

51

|11

Wit 5 5 e - N BB RN W R, I FH PR EE 52 2% 8 A R W v L T SR R B R B A s Y A 4
PRI 6
AARUER) EAL4+ 27 EAL4 py3Eal F AVA_VAN.3 58 °5 AVA_VAN.4,

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 36950—2018

FERRERAR
BRFREFRRER(EAL4+)

SEE

APRHERLE T8 fE R 2 A PORZOR IR fE R IE A IR UE S 204 H Y 22 4 BOR R AR i

HAFHARER

2

.

ASBRETE F T RE R ™ dh A I3 L PP L oAl T b BRSO K

AMetEs| Ax &

TN SRR T AR SO A8 R R b AT A B o LI TE HOB B9 51 S A H B9 RRAS 3 1T T AR ST
JPURANTE A9 51 I SO a5 WA CRLA5 B A 948 B ) 338 T 1A SCAF

GB/T 18336.1—2015 fFEHARLEHEA (FEEARCEPEAMEN 5 1850 64— s i
GB/T 18336.2—2015 fiBHARLZRHEAR ([FEBEARG2IAGMEN 5 2 850 L2 aedrt
GB/T 18336.3—2015 fFEHARLEHEA ([FEIEARCEIAMEN 5 3 W0 ©aREEArT
GB/T 221862016 {FRLaA HAPRAMER IC &S LR ER

3 ARIBMEX

3.1

3.2

GB/T 18336.1—2015 Ft3E B AR E A E ik H T A S

LB integrated circuit
K —E T2 K B R 2 RS B T AT 2 5 A 38 s A7 1 D) g Y L T AR A
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B 2
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6.3.1.6 & H fth B i
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o 5 59 R ) PR 9 BRI 1 A B 2 O 92 B — A5 1 B o 1 3 6 B
4 1y REE A AU P BUE B R .

6.3.2 & #e+EEMEXE

B RE R B AR DU AT

a) AR REHEB(T.REPLAY)

T 7 3 3k 8 AR P A 5 1 (B 4 8 0O T B T LRI R 8 R i 28 4

T 58 AR 4 57 B 45 A £ 1 Bk 22 A AL B R B 22 A A QB A B B an ol 5 0T L% i R
BB RS ST PRI APDU iy 4 258 68 5 Yot &t mT DURE AT RAAG A% 2% 20 fb ) B 43 50 0F 15 B DL B
% A OAE A E 0 AR R PRl A E R A R, 5 1 Gn e 2 nT DURI T RS 2 A0 B IR A B
B RFEAT 3% AN IH ) PIN {H s34 .

b) & )14 % (T.BRUTE-FORCE)

Yk A v] 8 A TP AT g ) i B0 2 1) DLE 3RS TOE 19 A 56 U B0HE

Al DL AL G D APDU 14 (APT J5 20 DA 24 3 2 7 $2 B Q% B 5 PIN f % . & & ff G
SR A B i A L2 B8 AT e 22 (B0 23 1) L 9, ey 3 RT e R AN IR R 2 i A R e b iR

6.4 HLAZEKRRE
6.4.1 ZFEIE (P.Crypto_Management)

BB 1A 68 P H LA 5 1R R o B ATl B U 5 B B 2 e bR e sORLE  HF A5 & T A1 2K

&) AP COS P L (] COS SCPETI Al 4 A5 15 1) 2 FAGI ST A B U A FE 2352 HORD
B« FAGITEAT AT I 22080 A A5 LU AT JE 50 1 B BE R A1 R 5

by LA N COS IR AR AL COS AR08 BT T A B B 0 9 3 8K

6.4.2 FRIR#IEEIE (P.IdData_Management)
BEER A A e R AR T R Y 2 & FR IR TOE fIBE T .
6.4.3 &% B 8 {4 3% B (P.Chip_Selection)

TOE R A BYS F R 202 GB/T 22186—2016 H EAL4A AR TR ,
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6.5 {Ri&
6.5.1 A B (A.Personnel)

TECBE R BE A T PN BB — 5 22 A= A L At o " 6 S IR R P P i B B 2 4 A SO SR 1l T
22 A HUN A 2 T RE

BRERIT A IR A 7= 45 4% B BEAY SR VE N B0 BE 45 22 4 I TR R AT R A
BRER A& RO A B4R N B e 2 i R AR b A7 R R 4R AR .

6.5.2 SMEBELIEEIE (A.OutData_Management)

BB TE R BE R 2 A0 0 B0 H AN 28 8 DL — A e 2 iy sRaE A7 4 B,

KFR BRI (it i 45409 i 15 B T & Sk T2 S B AR RS K AR G STy | 91 1R 1k 5L
i) A NACE R DL K BT A B O A5 URE BOKE B R AT s A e R 2 A B B A

o Tl R B R AT RE 51 A SN R % 4, an L s 8 51 AR Rk SL B B Y 7 A o kAR RN Y BB A A
T,

6.5.3 i#@{5{51E (A.Comm_Channel)

e TOE 5% 68+ Lum 2 (B Y A5 5 18 2 2 nl 5E 0, B g S 80y 502l ad I =% 48 o/ FA
B, & A A6 0 oAb 2 0k 72 AR SR A . BRI Y X e i DU T LU RE R S
B e R L () 038 5 5 2 R L. T8 RE R 2 1) 28 4 T e 2k R0 1) Bt AN FEAS b i 1Y)
THETEH .

6.5.4 M FHTEF (A.App_Program)
A TOE w2256 1 AR 7 0 i B A & M . B & ik e e i A2 ) AN 3 8 AR .

6.5.5 E IR0 (A.Pwr_Clock)

H

FEL Y5 R B ke R BB R ity E T Y 3C B 1 R R U TR A T R b W s R A
7 =E£HH

7.0 BeetR£BW
7.1.1  fRIBEIEF % (O.1dData_Storage)

e N H A R AR B SR MR AE A A T AR P B R AN A BN Y e
7.1.2  F P#RiR (0.User_Identification)

B RE S 0O B A b bR T A A2 R L
7.1.3 A A %35 (0.User_Authentication)

JH P 07 308 b 8 53 e A T ) 1 P R R v B P Bl A e T R
7.1.4 B EMILF (O.Replay_Prevention)

B AE AR L P A 22 4 WL AT AR B s R A R R — PRl TR BE AL (s B — E 1R B
LEDRCR Sy T8
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7.1.5 3% BB{= B2 iE (O.Residuallnfo_Clearance)

B RE S IO A Pt TR Y B 1 i 58 S 2 WO B BB 22 A Ak HL O 2 BT AT B Ik A R T Y R PR
RO AR B o S0 R PP B B3k 1 5 R G A Jr A g R ad I — [ U B3

7.1.6 {5 Bt Z 57 (O.InfoLeak_Prevention)

B RE S O i A A T s BIR A £ R TR 14 Dk A e 0 T R L R TR S N R A LAY R A
TG 1 e LAFJAS FH P B30 22 4 D) RE RN

7.1.7  ##EiF = #l (0.DataAce_Control)

B RE A X E 2R S8 AR A P P RSN A 22 4 ) R S0 S s R 7 AR BT L AR R AUI O T #s
[F) A6 A sl A o5
SO B 18 B I B 7 1) A BR L 55 75 5K 5 9 22 4 S — 2.

7.1.8 IR#ZE W E (0O.Status_Recovery)
B BE R E ARSI B B S N B AR AR S K R B B R A L B 1k e B R R S I i
7.1.9 £ 4 EHIThgE4= 4l (0O.Lifecycle_Control)

BRER DL A B 22 4 D RE Yl R AT 2R A 0T B ) 2 o s AT AR AL AR 1k e 2
L6 Ty 8 HEAT WOy CU TR 280 U A 58 26 2y BB L £ 4 BE K S A R G MDD .
B RE S IV BE 88 HR A X o 45 5 9y B i 02 B 2 R T

7.1.10 &% £ (0.Crypto)

BRE AR DL LA —A> 22 4 i 05 SOSCHR BE DRE L FLA P A9 B T SR AT A [ K ATl B BUEDR B R
A G PR O . ZEARATRE B0 5 0 e A7 6 T RE R A 48 A O DX (R BE R B L A
G I SR A AR o 2R RE R T AP 0 A R B S A S B SR M H R BB L 4
Hrb.

7.2 mEZ£B®
7.2.1 A B (OE.Personnel)

BRER BT T &A™ RIS A 45 A i o 30 B B b 3 S B0 A N B3 RE ™ R L S 2 4 Y 4R AR L
e DUGR TR BE IS 70 2F i A 300 e v i) 42 e

7.2.2 1@{={5i1& (OE.Comm_Channel)

BRE R 5 BB 2w 2 1] 1 T A % A T A 19 5 B D G 15 a7 R AL O o o R R AR

u(ll

7.2.3 M B (OE.App_Program)

S P R B P AL « L 205 0 0 R B 7 26 B PR o I %
S R 2 5 D L 01 15 0 L o P 54

7.2.4 Rtk 4 (OE.Smartcard_Hardware)

B RE R PR RE RS HR P BT PR 8 e T 4R O\ By A £ T8 el 2
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7.2.5 AShERELIEEIE (OE.OutData_Management)

JO7 X A B R AD B A A B9 AR OC B CIn ! BB R O BHE BT e Sl il T H. S BACRS B A S 3oy |
UG AR A B B A A HEAT DR MR 58 B M A B O SR U A Y A PR O

8 REEXK
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