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3.2
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3.5
WEHEE  cyber kill chain
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4 HEREIE

T 5 45w S T A S

DNS:.: i % f# #r & 4t (Domain Name System)

IP. B 1 M i (Internet Protocol)
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(K

o) FEF AR (6] J2 T I X 2% 2 A B AR G 1 S A IO AN A - M IS B T (L& B UG
J B Hbr) RS HE B RGEHATBE AT D B f5 bR O e s 515 £ 552 it 1 5
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W, A E RS R TSON B 28 M R . 0 3% String CFEAF 8 . JSON Array (JSON %41) 1
JSON Object(JSON X 52 ) 2 5 4 2 7

6.2 A] X HE
6.2.1 #Eik

TE A SRR v, ORI R Bl e it A AL o P Tl S AL ) 4 A S B A5l IR A A R
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HAEFLFRW 6.2.1 FiR;

P XFGERL R I B R A SRR A B B TR 6.2.3 H R BT A X G2 S AN AT DUAR 9 55 B
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FEA 5B A FBos TR E
id PRI String W e T3
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x 1D
e & ERE & i T Bk F B
version &N String Wh i T
title 2R String T 35 15
description H AR String ] 3% I
short_description TR B A String A 15k I
relationship A String EIRvRil
object constraint 3] 31 = String A 198 T
value object_type Xt G2 A String A 1k T

6.2.3 BT W HE

6.2.3.1
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DNS FeA g 5% 2L k5 DNS 044 M A A 5 B9 OLIE - 65 R N2
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3 2% g AT AL 4 M 0 i A R 55 1) IR 55 e 24 5

B A BT AL 5% DNS MR S5 AT A — 45 304 4R AL Bt i) TP Mk £ 8 RIS A4 S A i 5% 5
DNS i 5 268, DNS fIR 55 ] L S 1k 22 Fh A5 360 A S A5 300 IR 55 4 3k TPv4 ik £5 8 EALIC
3 A3 AR 55 i 19 24 PR I 55 45 10 7 40 38 B A 55 i 1) R AR S i SR A . AR BEAR W R Y5
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DNS FEA 0 3 1 4% 7 Btk W3k 2.

&2 DNSEKIEFE

FEA F Bk F R F BB
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record 1Pv4 1 4 g dric % String ] 5k I
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D EROEERCE L BRSO L T A AR N (Y H R S o
FL R A 0 R Btk WLk 3.

®3 HTFHMEERIIR

TR T Bk ERET i EN T BLLE A

. . MR A2 B P 22 P B 36 1 AR A 3 . .

is_multipart e String ] 35 T
attachment_name IR 24 B 12 22 String AT 3635
attachment_content 42 B 42 9 2 String ] % I
bee_refs BP0 3% Hi ik JSON Array Al 3k 5
body HR71 1E SCSCA String Al 36 77
cc_refs B A 15 326 Hb Jik: JSON Array T 6 5
from_ref W 1 % String RELEA
quote i £ 51 H String AT 1k 15
subject R 4 3 At String A 15
to_refs MR B2 Wi JSON Array AJ 1

6.2.3.3 XHTHEXRIZR

SCPE T BFEAS L % 205 5 300 T B0 A W INE . (15 IR %
a)  SUPE R 8T LA AR SCHE R B 32 B ST 48 R BT O 1 ST 48 PR A2 Y 5
b)) SR 0 A5 44 R SR T 09T F 0 BE AR 19 4 B L W SCHE T it 05 5

o) SUPETR 8718 ST T #5180 R T #OCF AR 5
) SCPETR 8 FR - SCHE T B S 44 75 5
e SCPFTR BT AR I ] G0 3% 19 SCPE T 2800 I ff 6F [8] 38 A 5 B R0
SCPETR AL 7 T BN IR L3R 4.

x4 XHTHERIR

FBA T B IR EREZ I EN TR
historic_name SO #0744 R String ] P I
browser SO 3N B 2 44 R String ]I
file_byte T T TR String B3
file_name SCHETR 304 B String ] 3 97
start_time SC BT i ) ) String Af 3k I

6.2.3.4 XHREREXIEF

SO B AR D R F2 20 35 SCPR AR SR S i WL L A0 45 R A

a)  SUPFZAFR SR8 4 B« 2 W SCPF A 44 BRI SC AR 26 2 5
b) - SCPRERAR . SCIF Y AR - 3 W ST i 7 19 SCAF e 44 7 5
o) SCPFSEREBAR SOOI S8 B B AT 2R B SR AT 0 1 2 38 B A5
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d) 3CF MD5 {H L SCE MDS5 feL, 2R X SCPFAAT AT gl H MDS {5t 22 % A= A8 4K s

e)  SUPFUEAS KA - M A AS b HETIE 5 9 2 215
0 SCPF R R SOPE T B R R R A5 5 =0 P A SO S o eR G
g)  SUMFT A BRI SO A R 580 R 52 BRAS = 5 SCHF B 3 A5

by SRR S A PR R BT 5 A RS =07 SCHE 2R

D SO G138 IR S 2 198 1A IR 1] S0 RS 5 3 A 5
P PESCHFBTIERAE B4 8K PE SCHF B IRME B4 0K . BIRA & Z 08 X e 8ue. iy 75 & B A

A

k) PE SCAFHEEAE B R/ PE SCAEBTIRME B Y

D SUFBLARR . SCIF B 4 FK i 1 ANST 45 28 745 53 5

m) X PE

n)  PE RAL A2 PR PE SCHRRAS 5 S AP BT AR B 0 28 =) 44 755

o) PE JRAVRHER I . PE SCH A E B 2 h A (5 8

p)  PE JANSHEMRAS , PE SCHRAE B b W SO RS 55

@) PE A G LI PE ST IRCAE B Brbs B B9 &3 RS 1 5
1) PE A UG SCIF 44 - PE SCOFRAS 5 B Hh B bR B B9 L SC A 44 5
s)  PE A ™ dh % F% - PE SCUE AR B BIrbs B0 7 i 4 R AR S5
0 PE JUA= f R AS , PE SCHRAE B BT bR B 7= il A 515 6L 5
w3 SHAL Uy SHAL . SHATE/EMS MDS {58, —Fh SCHFE ¢
v) 3O SHA256, 3C#F19 SHA256 ff . SHA256 {HA9/E 5 MDS5 {l—#E . —Fh SO 48 40
W) SRRV ORI 715 580 2 W SCPE BT o3 A4 2 1) B3 K/
X) SCPFRUP S8 A 1A  STHF 9 207 28 24 A » B 36 R SCPR AR TR AN S8 B 1k
SO BRI SR T Bl iR W3 5.

x5 XHERERIER

SCHE T JE 1) PE 2, 4l 40 EXE.DLL.OCX.SYS.COM %,

FB A Bl ik FBeg ERC QA e
name SCHE £ R String A 4 T
path SO String AJ 1%
complete_path AT AR String A] Y Tt
MD5 34 MD5 { String [ 1 i
cert_publisher AEUE R kA E String T % T
export_function S R JSON Array T 3% 15
import_function LS NTE JSON Array T 35 15
import_name XHFABK String T 5 T
compilation_time SCA 4 R S ] String T 35 15
PE_resource_name PE X% 55 B %4 R String T % T
PE_resource_size PE C 4R P AZ 2R /D String T 35 15
file_segement M BE B String A 3 75
PE_type 3C{F PE 268 String 3 5
PE_company PE AN 7 44 FR String T 35 15
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*F 5 (&)

T4 TRk TR FEBn
PE_description PE WA 5 i i String T 1k T
PE_file_version PE R A b7 iR 2 String T 2 5
PE_copyright PE RRA & 3 AR AL String A 5 i
PE_original_name PE J§ 4 J5 6 Sc 14 44 String ] eI
PE_product PE JRA 7= 5 % Bk String ] P I
PE_product_version PE JRAS 7= ff BiUAS String A 1k T
SHA1 SCF SHAL String CIpLALT
SHA256 X SHA256 String CigrA
file_size SCHE RN String A Y& 15
file_signature SO BT R 4 A String T P I

6.2.3.5 #HERE!

BEKITF

iﬁﬁﬁg%ZIKE%I%:E%QLEW%E‘JXJ”L?D‘ME BIET M2

a)  HEFEAHL TP, F A8 B 0 AT 09 4 b =41 TP sl 5

b)  E RS M T R T A AR M T2 ML 1S

) iﬁﬁ%%ﬁﬁ)‘(aiﬁﬁ@?@ﬁﬁﬁ"ﬂ?ﬁ]}gwﬁ( f45 TCP Pl 1 UDP Ppil;
&) HEFEL R TP, gF AR BT & Y A AL TP Mk

e) MR L PR B A I R AL S

D R AFR PR BRI 5 AR

g R A HBRIEBT EAL LR 4

hy  HERE S RIS AT TR E S8

D HERR AR R BEAR L RN AR AR OG0 AT PRAT ST AE G B AR AL
D BERERARRAT R RRAT T ME— AR — A AR B KR 5

k) ACHERR BE AR L ACHEFR Y BE AR o 3R ACHE AR AH G 04 T PAT ST AE R B AR A B
D J&& MD5, A2 2 (1) MD5 {8, F T e — 5 B A R 15 . 5

)
lk 5 Eﬁ: "~
H-u:

TFU6 S T o 26RO B 32 A 4 SF 1] 3 05 1 20 A 5

n) ﬁ%?ﬁﬂﬁlﬁl,ﬁ’f&?ﬁﬁﬁékﬂﬁﬁﬂfﬂ,L%%Eﬁﬂ@o
PERRAR B AEAIC R I 6.
*6 HBEEEFRRER
FB A T B FEE TR

local_ip EFEA M 1P String ] 3% 35
local_port A b g 1 String ] 5 I
local_protocol R v PR String TJ ok I
remote_ip PR 1P JSON Array Al 198 T
remote_port T G 7 i 1 JSON Array CIBLoi]

8
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&6 (&)
FEAZ F Bk F R F B2
name fli 2 String A] 3% I
username WM P %2 JSON Array ] 5k 10
parameter WS JSON Array ] 5% T
path HEFE AR String A 1%k T
pid AR R AT String ] 6 I
parent_process_path AL R AR String T 35 I
parent_process_MD5 A2 R MD5 String T 35 I
start_time BEFRTT 4E ) [a) String ] 3% I
end_time JEFE 45 s ) String A 1% I
6.2.3.6 MG RIEARIZFE
P k5 (7] JE 4R 1 5 3 B0 it 5 Ik 177 R0 A 5 18 SN AEL A0 45 40 R N %
a)  FEHLITIEE, ViR FALAY DT sl 5k
by AR Dy sl s U TA) I RE B P s e SR
PR hE 17 R BEAS 30 SR LR 7
x 7 MitipEEREER
FBA4 F Ak FBAg B QA e
historic_host FHL B0 5 JSON Array AJ 35k I
historic_domain 1k T Inl i 5% JSON Array A 56 I
6.2.3.7 EMREBERER
MR A B AL 5% FBE SR 5 M A S I LI, AL G A A
a) R R RKAT W SR A T R A A A U [ PR AR
b) S A S TR SO R A A B AR
o) {EMFERIUET, PRI A 2T 4G g f] .DWORD B L FEAF B = Fp
d) R R T SR 2
e) TR IARAE L U R A
WM RAE B IRAE R 8,
*8 FEMREEELRER
TFBA F B Ak F R F R
registry_key_path T e B AT String ] 4% T
registry_path T M ATk B A String ] 3 0t
registry_type FWFET R JSON Array A 1% T
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*x 8 (&)
registry_key_name AW 35 5 44 B String AJ 1 I
registry_key_value W A String A 9k I
6.2.3.8 AREEERIZR

AP EEER DR FEIE RS AP XGRS0 T R

a) P AR RGNEN AR

by HPHAAFR AP EH P A2,

HPEREER RS FRERILE 9,

*9 APREEELRLER
FE 4 TR FEA% FELEM
user FH P 44 FR String A 1k T
group FH P 4H 44 B String ] 3% I
6.2.3.9 RHEEEERIZR

RGE R EAE R FE LR SRAEREHXMEE BTN

a) BAERGER BIERGENGE L EAE RG24 PR A EE R

by LA BT RGN EHL PR

o IP dihik . B 1T EAE R G AL 1P Hdik

) PR FR S ERE R G E E MR PS4SR

e RGHP . BIEREMETINRSEHT.

RGuf5 BIAE R ILFE 10,

=z 10 REFERERIER
FEA F R FBAg F R

0s BIERGER String T 35 I
host_name FHL4 String nJ L I
ip 1P Mt String ] 3% I
product 75 &N 44 FR String ] 35 I
user S JSON Array L 1
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“CH R AR AR LR SE 1 R 2% BRI R R TR — A O O i T R I s T AL S
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P
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D BRI R AR A2 A . i AR AR 2 R AT LA A S R e b A R RS LA S A
JEPLH A AT RE X5

g A HhR AR AT AR R R ) 5

by il RSO PR iR AR 45 H

D R RSO R E A A R H

P A B R RR T K A A R ] T 5

k) ALY R 55 AR A% H OGRS A g s

D B J7 ks 5A S HAR G Bl Ok s

m) Tl B B AR 4% H 7R S0 B ook I i i B B

n) AN B L AGE I AL ] e — b Tk A AR T 1 bR A R Al L a5

0) TR AL TG FRAR TR AR B ST 0 R GE AT RE T AR VR R . 00E R T T A M
111 AR 3 5 10— AT B

P> LRSI« FFE A 08 AR YR By BEA T8 A O X 5

@ AE R LA G H R E B U

0 MREEAR 5 A 5% HA G B Al Bodi fE bR

$) fH BRI A H B A RS BOR TR .

Bel f bR L PR A 25 7 B WL 11,

&1 BEERFRHAR

FE A 7Bl ik FBog FRALE
id PR String Wk T3
idref I PR RS String A 3 75
timestamp 1 ] % String T 35 15
version A String b3 T
title 2T String ] ¥ I
type e String A 35 15
aliases B %4 String T 1% T
description iR String T 35 15
short_description EEZB String T % T
observable GV E String ] & 5
valid_from 1 30 R GRS 8D String A 5 i
valid_to A % s a] (25 30 String T 356 I
indicated_TTP s ik JSON Array A 1% T
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x 11 (&)

SR S B bt B B
kill_chain_phases o B B String A LT
test_mechanisms Kz AL 1 String ] 35 T
likely_impact A 5 ) String AJ 3 25
suggested_of_coa X5} 4 it JSON Array A 1 1
confidence GRS String T 32 I
related_indicators HH & Lt 48 B JSON Array ] 3% 35
information_source 15 B R IR String ] 35 I

6.4 REEH

L AR SRR A I A B Y RT BE S e B A 2 AU — R AN I BGEFR AR SR . A g
ALFE U T A

a) ARSI YA R ME— A AR

b)

SRR RS o 51 A A A A 3 7 10 22 A

e TSI AR RS A T LR — A G T R R AR AR A

c)

d
e)
D
g)

h)
1)
)
k)
D
m)
n)

0)

p)

qQ)

r)
s)
t)
u)

12

I 1) 5 AR USSR [ L 48 8 ANt 2% H B RROAS » B0 5 51 AR IS 3L ) A L 48 2 AR A% H
AR RRCAS 5

RECAS o fd FH 8 R RUAR 5

P 45— URL R 48 0] 5500 & A2 9 R ik 5

FRR T R T LA 4

HMERARIR T 22 AR [R] I e A AEAS B A SRR AR eI L % 7 Beds [l — AR e SN R 4
FRPRIR S 5

B [6 L 22  SE J H B A S8 [ 9 L

R SR SCATE A Fl IR A 26 H

] A0 3 SR SCAE 3y 2R A K H

Pl I FRB AR L 2RI — DR G

KRE ARG R RSP MR SIS & R IMEE . ZHE .

SO G 7 SR AEAS U 22 A S TP 25 TR A 87 4 R

SO PPAL S R FEAR U2 A SR o 3 Jl0R2 TR 1) PPl 25 2R 5

R TR AR 2 A 7 I AR S o Al LA I P0E SCRPIRZS AL, o ml Ll 2 2

Hm

FHSRAER » AU 2 A 07 A 56 10 LAt A8 B 5 S B AR AR SC T 48 A AR S 0 i 7 ¥ A 56
/RN PSS ae ok

PUWRCR R A R e F B . n] DL R BE SCROARZS IR dn] DLk (6 & A
TSR

ARIBBCRR & 47 H 3K U P 75 90 e Bl 8 B T 56 28 e AUBR
KBTI A R (SRR R B 5

IO X S M+ 52 5 3 DA R AR U2 A PR B R R IBORN R SR B X i 5

AR L A% H TS BE R 5
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V)RR N AW AR M H A B AR
w) S AR U2 A R A B AT B A OC T S H A
) fFESRIEL A B A R S SR TR .
LA RN T Bl WAk 12,

® 12 REEHFRAR

T B 7Bl ik T B T B EAE
id FRiRS String Wb I
idref SRR String A 5 T
timestamp 1 ] String T % T
version A String Wb 3k T
url o7 B B 1 String A 35k 10
title 2 FR String ] % I
external_id AR ER BRI String AJ 3% T
valid_from A S ] G 4R String T % T
valid_to A Rt Ta] (4550 String T 3% I
description ETipu String T %k i
short_description [HEEFD String ] % i
categories ]| JSON Array T % I
participator KRH JSON Object T % I
affected_assets AN ke String T 3% 15
impact_assessment T String GIBR
status R String ] % i
related_indicators AL FE R JSON Array T % I
intended_effect 0 50 R String ] 3% Wi
security_compromise ak BN BR String T 3% 15
discovery_method V% iR String T 35 I
COA _requested o X it JSON Array ] % i
confidence LIEE String T %% I
contact RN JSON Array ] 3%k Wi
history g JSON Array ] Y I
info_source 5 Bk TR String T % i

6.5 IXEiEDH

“UCE SR R U BT SE — R AR E B RS S Bk sh AR AR IR N
a) AR I AR E— B RR IR
by BRI . 51 A A 1 A T 19 Bt 6 Bl
i AT RIS A T g R — B AR AR AR N A
13
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o BF[EIEL, HER RS I FE B 8 A i A% B B RCAS SO 5 51 AR RS SR R 4 T L 48 e S ER AR H
1) AR 5

&) WA AR TE RRUAS 5

e) AR, B IE B L 4

D R RS A iR A % H

Q) TEEAIR R SCATE X 2l iR A R H

ADJ A0 @ F ) M DR T AN i =P A B S R A e b B A

D PR R AR B T B R U AR . BT DA B SRR AR SR nT L A
PESE

DR R AR B T B S BOIRAS  BIANE AR AT L DT s BOR K . AT DA e AR S
AU ] DAl A S

k) AHRZRFM, GRS H XN 2P

D ARSI A 5 A S B DG B 147

m) AHSCHCH Iy, SA SR B OGBS Bk ks

n) ARG B, 5 A S H A H AL B G 37

o) WIfF R A H B RAE EEH 5

p) AR Bl AR X U B TR B A O — RGN R AL, AT LU A R

@ AFECRE A B RS  RRE BRI Y,

Bk 16 sh A AR & 7 Bl iR W3k 13,

® 13 mEHEHFEREAHR

FB A B A FEE FRLEN
id PR 5 String W BT
idref SRS String AT 1 15
timestamp sy ] 7 String Al 1k 5
version R A String o 196 T
title £ FR String T 5% i
description iR String ] 3% I
short_description o AR String ] 3% 35
aliases i %4 String ] P 35
intended_effect TR 38R String A 15 I
status KA String A 15 I
related_incidents A K % 4 A JSON Array T 35 T
attributed_to Vi B EN JSON Array Y 3% T
Related_TTPs A S Mt Uy ik JSON Array B eI
associated_campaigns VB L& | JSON Array T 35 T
confidence CIERED:S String T 35 15
activity 235 2 String il e 5
information_source {7 BRI String Ak I
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6.6 IWEFHE

C O R U AR AT A B TR AR . Bl TR A A A A

a)  ARIRS IS A R ME— BRI

by FIUHARIS 51 & A 1 H Al b O 1 Bk I s s

i MBI AR RS R AR B A R AN B AN A AT RN

o B[V, 5 bR RS S [F A 48 A M A% B A L 502 5 5 AR RS R R A 4 e A A5 B
Y RRUAS 5

) RRAS A AR HERRUAS 5

e)  FAFR, B TR I TR A 4

D R RSO R R A & H

Q) EEAIR R SCARTE X 2 iR A R H

h) TR f R A B kT B UM AR o nT DAGE I SRR A A aT DL i S A

P&
D HelAT R R T R R SE IR AR R He T iR B9 AT R s ) e DS B B AR Y
D BGE TR FHOR A A Yok B SE AR YRk e Ty ik I O B PR R B R R T RS

k) oy HAR - R VE o Bty F R 9 A A s T 45 65

D S B, S BOW R “ Bod H AR s

m) AASEH Tk ARG BN LI B A s

n) e B B AR A% H AR B0 5 oW R AY B B

o) AE BRI A H = R fl R (5 BRI AN 5

p)  eadi i  Bodi R P AL A XX — el Ok T A S E S AL
i Ik AR 45 7 Befilid WAk 14,

® 14 WEAFEFERMR

FB A Bl ik FBeg ERC QA e
id IR S String W 38 T
idref I PR R S String A 3 35
timestamp fisf [ 7% String n] & I
version R A String o35 I
title £ R String T % T
description R String T 3% 15
short_description [HEER String T 35 15
intended_effect TR String ] % I
behavior B ] String T 35 15
resources Wt w R JSON Array T % T
victim_targeting Yo B ke JSON Array T 35 15
exploit_targets LIPS G SN JSON Array A 3 5
related_TTPs L E LG iR JSON Array AJ 35k I
kill_chain_phases o B String ] 35 3
15
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x 14 ()
FB £ F B AR FBeAs = F BB
information_source = Bk IR String T 35 I
kill_chains it i String ] 3 I

6.7 MXt#ETE

QIR =/ % (=0 970/ RS RE NIVR W R E S VR i e R RO U A R

a)
b)

PR S N 2 R M — AR
SRR IR 51 e A 7 At 3 5 (9 X6 45 it 5

B MG AR T I A R X R R — A ST AN S AR B R

o I S AR PSS R A A AR H YRR L U S 5 TR RS SRR AT 8 E AN A H
A RRAS 5

) RS AP A R A

e ZABK LR 1 TR] B i 4 s

D Bir B A B i & B4 5 BE 49 400 < SR IR B it A T A DR 5

g) TR AR N R A 28 Y

by IR RSO A TR i IR A 55 H

D AN SR SO AU A A A S H

D ORGSR T S B X 5 5

k) SH R B BAR S E T RIZR R BRI, I SC A Sk 9 R R 5

D Sk A i SR TS5 F A 368 0 X8 ™ A7 R A 403« 3 B0 18 it 552t 14 1 34 5

m) G A R ST AS W0 S AT RE 23 AR A . AT LR T PE SCRARZS SRl L
H A E R

n) A IR S AR N X T BE 2 T A . AT DU BOE SRR A SR T Rk
A E LKA

0) R IR SEHE A B AT RE 2 AR BAICR . AT LA T U SR AR A S B L L mT DL e
HHE SRR

p) fEEORUEL A S H I AR AR B TR A 5

Q) AR SR X - R BT A A% H AR S A AL 0 X S

IO X $E il 2L 5 T 1 B A L3R 15,

& 16 MXHHE M T B A

FBA T B A FEE A T B AL
id PRl S String b 35 T
idref SIHAtRR S String A 3k I
timestamp IR ] String CigtA]
version A< String W 1k I
title 24 B String Al 198 T
stage B B String AT Pk 15
16
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*x 15 (&d)
FB A 5B A FBug FEOLE
type Byt JSON Array AT 1 T
description iR String A 16 I
short_description 1] 22 il i String A 1% I
objective POE 3 JSON Array T 3% 15
parameter_observables 28 String ] 355 T
structured_COA e R TBES String A 6 I
impact Al String A 1 I
cost A String AJ 35k I
efficacy LES String A 1 T
information_source {5 B IR String ] P T
related_COAs A 5 g X 5 Jiti JSON Array A 1 T

6.8 EUHhEMR

O TR G S R 45 4 A I AT A Y A L R R RE B R R S AT O R T AR A
PN EAS

a)
b)

RS S N 2 R E— AR IR
SURFR RS 51 A A e HAt 3t T 09 W A7 5

e LA AR S I A g A R — A ST A B AR R AR N

c)
d

e)
D

2)

h)

1)

D)

k)

D

m)

n)
0)

B[R] 5 AR P S [ L 48 7 A b 4% H I OAS , B0 5 5 1 bR RS SR R L 48 s 4% H
1 RRAS 5

FRARS o {68 FH A s o AR 5

L FR S SR A I TR B 44

iR R SCARTE AR A 5 H

fET B A R ST AR R IR A S H

S0y BRI B 40y AT LU B SO 28R Lt mT DA i A e R
TR U R 2T W] R 23 R B 2 A B A L wT DA T SR 2R R, n) LA Hy
(CIIENE NS & ST

BB FE AR B AR B BB . AT R 23 [F] B 24~ S Bl o T DA 0 SO 28 L mT D iy
(LG NE S ESIE

o0 HE R U R TR R B DA T X O B B KO . R g RlBT T 2
B, m DU 005 SR 2R R ] DL PR (A R

TR Fl R A U R A BRI . R AR A 00 SRS 2R AL mT D & A
PESIE

TER SRR R AR U AR R SRR, W] RS IR B 2 T B R L R DL T i 2
R n] DL B e R

FAOR T 7 vk A % H XTI 1 B 7 1575

FHOC K i 1% 3l 5 A% 4% H ORI Bk 16 3075
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p) ARSI A L SR % FOR L Bl AR
@ AMEEE ARG H AT BRSO 5
0 fFEORUEL A BB R B IR .

A 2 A 2 P 25 7 B i

W16,

*® 16 HERhEMFF R

FBA 5B A F Bt F B

id brif & String W3 T
idref 5| RS String Al Yk 15
timestamp st 1] 78, String Af 3k I
version R A String Wb 3 I
title £ R String A 8 I
description AR String T 35 I
short_description T} 4 i String AJ 15 T
identity G String Af 3k I
type ey String A LI
motivation il String A %k I
sophistication Z String ] ¥ I
intended_effect T %R String Al 35 5
planning_ and _ operational _ sup-

TR R String A eI
port
observed_TTPs LIPS RS JSON Array A 3% 37
associated_campaigns HH 2 Bk B JSON Array A & I
associated_actors AH G R b 2 1 JSON Array AJ 3k 1
confidence EE String ] I
information_source I3/ String T 35 T

6.9 WEHEBHF

“rity FAR 7 A8 0 el Or R R R B e S 1k . el BARALE LR AN A
a) BRI I P 4R E— BRI
by BRI . 5 K AR A H A 5 1 Bedy H AR s
e S AR IRS L AR Yo B AR R g —

o I S AR PSSR 4 A AR H AR L U S 5 TR RS SR R AT 1 E AR A H

AR RRCAS 5

) RS P A R 9 RS

e ZARK Bl HAR Y TR B i 44 s

D IR RS PR IR A S H
@) TR EANA R SO AU 24 iR A 2 H
by IS el BAR R AR 502 . AR e 510 2R 2 GB/ T 28458—2012;
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D5 IR el FRR A R R 55 A

D AHSR RN R L S A A H A SC AT RE AR BB A T A RO R 5

k) fE BRI AR H ™ R R 5 BRI AN 5

D RS HAR . 5% HAl BEAR S Y LAt i ity H AR
Heily AR LR 45 7 Befilid W3k 17,

® 17 WEBRFERER
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T B 7 Bl ik TR 7B E A
id RIS String W T3
idref SRR String A 5 T
timestamp I ] % String T % T
version A String Wb 3k T
title 24 FR String T 35 15
description iR String ] % I
short_description ] 2 i ik String T % I
vulnerability R GRS JSON Array T % I
weakness 55 mi S A String A 3 T
potential_COAs AH 5 0 X 5 hte JSON Array ] Y I
information_source {5 B IR String A] Y I
related_exploit_targets LI H bR JSON Array T % I
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Al

M o A
(R PR 3R

Xl JSON RRH T BN E R 2B E S =)

1Bt ik

A SR T — A SR A T R RE 1) 190 205 °2 2l I 1 S5 A ot o 199 7 A 22 ™ 48 2 i e ) 4 2

A PHE R BB TS AR v T LT Y 0 2% 22 A A B AR SR O vk . AR R AT JSON
VDo B s s 3o SRR D 0 DR B9 0 BT st P R AT B2 P & AR 7S 4910 0 B A K A 22 W B8l % G SR ) P A

(=)

A2

AR I A

W iE B A R B

"id":"campaign—e2ela340-4415-4ba8-9671-{7343{bf0836",

"idref"."",

"timestamp":"2017-05-14T06.32.45Z2",

"version";"1.0",

"title " RCIE Z ) AR I AU Tl G B

"description" ;"5 TR MH Z W7 A A G HUR 7 Ll i Windows RGERY 445 SO O AT 4%

ALK AL AR . TR R GRS B R G ARG 6 BEAT SOOI . 58 U

ek

sttt} 880 2R R B 7 1T R TP SO {E 300 ST Y FL R T A R BT, A RE R I ST IE G ) Rt 2

o BB o TR 32 3 L2 B S BB 2% T 445 S FR A T ) AR 2 HL . R i SMB
IR ISCRE 2 90 2% 055 PR A 0T (4 F S EAL AR I AL AR

"short_description": "3t T Windows &4 445 ¥ LG & o4, REW 4",
"aliases":"",

"intended_effect"." Theft",

"status":"Ongoing" ,

"related_TTPs" :[ "ttp—5ee9db36-4ale-4dd4-bb32-2551eda97f4a" |,

"related_incidents" ;[ "incident-—-34098fce-860f-48ae-8¢50-ebd3cc5ed1da"” , "

incident--613f2e26-407d-48¢7-9eca-b8e91df99dc9" , " incident--{88d31{6-486f-44da-b317-01333bde0b82" ],

A3

20

"attributed_to" ;[ "threatactor--5e57¢739-391a-4eb3-b6be-7d15ca92d5ed" |,
"associated_campaigns" ;[ ],
"confidence" ; "high",

"activity":"",

"information_source" ; "XX A "] XX H A"
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"id" ;" ttp—5ee9db36-4ale-4dd4-bb32-2551eda97f4a",

"idref"."",

"timestamp";"2017-05-14T06:32.:45Z2",

"version":"1.0",

"title" s " K IH Z WE ) AR H ) B s

"description" : " ) ZR It HUIH A Y R R AT N 23 DB R SO I T B — A e 4 A, M R AR AL AE
£ 3 2% 1 (W Nery @ 2017) fif 2% FE RO o 3% 28 SO A% 1 5 SR 550 1 B R AE Y exe, s THH 5K
(1 bmp . A5 % EE F IR A TG P exe SUMF . XU SRR T A H 3L
BOE BB, SR kSRS M 26 vb 1 HA 0L, 5 R A7 SMB e il (MS17-010) Y Windows R 4
WA AL B . A Hs S5 7R A DL ST 6k F P = AL SCPFSEAT I O 5 i R B 4 i SR E . "

"short_description" : "I di fF 7 SMB J il (MS17-010) (1) Windows Z 5 . Il SCF . R E B4

"intended_effect" ;" Theft",

"behavior" ;" JiwE A R SO R E A",

"resources" ;[ "R3B MS17-010 #p T #9 Windows &4:" ],

"vietim_targeting" : [ " FT A7 3% 4 W I I A ST AL

"exploit_targets" ;[ "target—b346b4b3-f4b7-4235-b659-985{65f0009" ],

"related_TTPs".[ |,

"kill_chain_phases" ;" ActionsonObjective",

"information_source" ;"XX /A "] XX F A",

"kill_chains":""

A4 REEHAGTRG
B

"id": "incident--34098{ce-860{-48ae-8e50-ebd3ccHed 1da"

"idref"."",

"timestamp": "2017-05-14T06:32:452",

"version":"1.0",

"url" ",

"title" " URAE Z BT R G R L A 1T R

"external_id":"",

"valid_from" :"2017-05-12T15:00.00Z" .

"valid_to" :"2017-05-14T06.:32:45Z2",

" description ":" M) R WG H H 3 /. o B U5 WOo— DR BR WA (JF K B &) htp// www,
iuger{sodp9ifjaposd{jhgosurijfaewrwergwea.com, #I 5 GE U5 [0 23X A 4044 . WGR 1z AT, A 2 il R ARG AT . 2R is
(RS2 0 PAT I 22 1 B R RS 84T R .

"short_description" : "Jj[a] FF & 4 ",

“categories” s[" BRI B IE D,

"participator” ;[ {

"reporter" ; "Darien Huss"

s

"affected_assets" : " ZRYL I AL,

"impact_assessment" : " TE B B B2 T AL B AT R AR LB AR

21
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"status":"Open",

"related_indicators" ;[ "indicator--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f" ],

"intended_effect" ;" Theft",

"security_compromise" ;" Yes",

"discovery_method":"",

"related_incidents" ;[ "incident—-613{2e26-407d-48c7-9eca-b8e91df99dc9" ,"
incident—-{88d31{6-486{-44da-h317-01333bde0b82" ],

"COA_requested" :[ ],

"confidence" : "high",

"contact":[ |,

"history" :[ ],

"info_source" :"XX v & XX A A"

2.

"id" ; "incident—613{2e26-407d-48c7-9eca-b8e91df99dc9" ,
Midref","",
"timestamp":"2017-05-14T06:32:45Z",

"version";"1.0",

url”:

"title" " GKAE Z W H RGN L 2 F A 2— INE IR,

"external_id"."",

"valid_from" :"2017-05-12T15.:00.00Z",

"valid_to" :"2017-05-14T06.32.45Z2",

"description" : "$i 4T tasksche.exe, fif & B Y SCHE L N townry SO OB B A HE B2 SEAT SCARE N B R
HE. ",

"short_description" ; "l % X, REWE 4",

"categories" ;[ "HEH ", "M R H A" ],

"participator" :[ ],

"affected_assets": "SZ XYL BT HAHL"

"impact_assessment" ;""

"status":"Open",

"related_indicators" ;[ "indicator—-8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f" ],

"intended_effect" ;" Theft",

"security_compromise" ;" Yes",

"discovery_method" ;" £ L 4",

"related_incidents" ;[ "incident--34098fce-860f-48ae-8¢50-ebd3cc5e41da" , "
incident—{88d31{6-486{-44da-b317-01333bde0b82" ],

"COA_requested" :[ "coa—34098fce-860f-48ae-8e50-ebd3cc5ed1da" ],

"confidence" : "high",

"contact":[ |,

"history":[ ],

"info_source" : "XX 24 & XX A A"

22

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 36643—2018
3.

"id" : "incident—{88d31{6-486f-44da-b317-01333bde0b82",

"idref"."",

"timestamp":"2017-05-14T06:32 452",

"version":"1.0",

"arl" ",

title" " RAE Z E T R UG R R AT 3R m AL R,

"external_id":"",

"valid_from"."2017-05-12T15.00.00Z",

"valid_to":"2017-05-14T06:32.45Z2",

"description" : " 1. J] W7 J& 75 AL T P9 R R % L 40 S 2 9 R, 45 10.0.0.0~10.255.255.255, 172.16.0.0~172.31.255.255,
192.168.0.0~192.168.255.255 3 [l P4 1) AL I 64T IR G A% 475 - 2 SR 2 A0 U BEAIL ™ 26 TP bkl I 0647 IR e 4% 405 5 2. 480508 4
(1 shell code I dIl 4110 » 45 32 A7 F1 64 {1 A~ A 5 3. 8047 shell code I A dll, ",

"short_description" : " W & , L B A"

"categories" . [ "#F HL ", "R A",

participator" ;[ |,

"affected_assets": " 5 Z YL HAHLE L AL

"impact_assessment";"",

"status" ;" Open",

"related_indicators" ;[ ],

"intended_effect" ;" Theft",

"security_compromise" ;" Yes",

"discovery_method":"",

"related_incidents" ;[ "incident--34098fce-860f-48ae-8e50-ebd3ccSed1da" ,"
incident—613f2e26-407d-48c7-9eca-b8e91df99dc9" ],

"COA_requested" ;[ "coa—-34098fce-860f-48ae-8e50-ebd3cc5ed41da" ],

"confidence" : "high",

"contact" ;[ ],

"history":[ ],

"info_source" :"XX 2~ H] XX A"

A5 BB EE TG

"id" : "threatactor—-5e57¢c739-391a-4eb3-b6be-7d15ca92d5ed" ,

"idref"."",

"timestamp";"2017-05-14T06:32.:45Z2",

"version":"1.0",

"title" s " KCIH Z WA AR G HL R B AR

"description" : " AN B R EH L /AN HHRE Z M 2% K gl Windows REGEIY 445 ORI
i AR R . IR G R T B BE L BT SRR L P Bl SR SAS (A 300 36
TC Y LA T A BE A BT, AN BE 42 I SN I 453 1) 2R 8 2 w0 B30 8kl .

"short_description": "/ANBH B Z A 4 /4~ N",

"identity":"",
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"type":[ 1.

"motivation” ; "Financial or Economic",

"sophistication" ; "eCrime Actor - Malware Developer",

"intended_effect" ;" Theft",

"planning_and_operational_support":"",

"observed_TTPs":[ "ttp—-5ee9db36-4ale-4dd4-bb32-2551eda97{4a" |,
"associated_campaigns" ;[ "campaign—-e2ela340-4415-4ba8-9671-f7343fbf0836" ],
"associated_actors":[ |,

"confidence" : "median",

"information_source" : "XX /A #] XX H A"

A6 EHBEIRTRA
R

"id" ; "target--b346b4b3-{4b7-4235-b659-{985{65{0009" ,

"idref":"",

"timestamp" : "2017-05-14T06.32:45Z",

"version":"1.0",

“title" " K fH Z VE B A E LA B0l B AR

"description": "XX 4 XX 1 XX fiist .5 Gk~ A B S Lt L.

"short_description" ; "XX 2 XX i XX il 3 3 5EHL"

"vulnerability": [ " CVE-2017-0143", "CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"],

"weakness":""

"potential_COAs" ;[ "coa—-34098fce-860f-48ac-8e50-ebd3cc5e41da" |,

"information_source" : "XX A& XX HI A",

"related_exploit_targets" ;[ "target-——ee916c28-c7a4-4d0d-ad56-a8d357{89fef" , "
target--5d0092¢5-5{74-4287-9642-33f4c354e56d" ]

}
2.

"id" ; "target—ee916c28-c7a4-4d0d-ad56-a8d357{89fef",
"idref":"",
"timestamp" : "2017-05-14T06 :32.:45Z",
"version";"1.0",
"title" " AE Z W R WG R A Bod HAR
"description": "XX 44 XX T i A5V 55 Ip BT L 10 & AR HO 55 /Y THEEAL. "
"short_description" : "XX 47 XX i H A8 55 I B AT HHEAL" S
"vulnerability": [ " CVE-2017-0143", "CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"],
"weakness":"",
"potential _COAs" ;[ "coa--34098fce-860f-48ae-8e50-ebd3cc5edlda" ],
"information_source" ;" XX A # XX AIBN",
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"related_exploit_targets" ;[ "target--b346b4b3-f4b7-4235-b659-1985{65{0009" ]

3.

"id"; "target—-5d0092c5-5{74-4287-9642-33f4c354e56d",

"idref"."",

"timestamp":"2017-05-14T06:32 452",

"version":"1.0",

“title" " RAE Z BT IR UG R B BHARY,

"description" ;"XX 44 XX K2 XX LK% .15 §iFEML. ",

"short_description" : "XX 47 XX K2 XX L5 =AML,

"vulnerability": [ " CVE-2017-0143", " CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"],

"weakness":"",

"potential _COAs" ;[ "coa--34098{ce-860f-48ae-8e50-ebd3cciedlda" ],

"information_source" : "XX /A & XX FIBL" .

" related _ exploit _ targets": [ " target—ee916c28-c7a4-4d0d-ad56-a8d357{89fef"," target--b346b4b3-14b7-4235-b659-
£985165£0009" ]
}

A7 WEREIRTB)

{
"id":"indicator--8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f",
"idref"."",
"timestamp":"2017-05-14T06:32.:45Z2",
"version":"1.0",
"title" . " K IH Z WA AR I B O AR AR
"type":"ransomware worm" ,
"aliases":"WannaCry",
"description" : "R fH Z ¥ ") UG U ol AR AR W KB RERE OO R R SE 2 2R
"short_description":"",
"valid_from":"2017-05-12T15:00.:00Z",
"valid_to":"2017-05-14T06.:32.:45Z",
"observable" ;" observation—089a6ecb-cc15-43¢c-9494-767639779123",
"indicated_TTP".[ "ttp--5ee9db36-4ale-4dd4-bb32-2551eda97f4a" ],
"test_mechanisms":"",
"likely_impact":"",
"suggested_of_coa":[ "coa—34098fce-860f-48ac-8e50-ebd3cc5ed41da" ],
"confidence" ;: "high",
"related_indicators":[ |,
"information_source" ;"XX A" XX A A"
}
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A.8 AL 4R R B

"id": "observation—089a6ech-cc15-43cc-9494-767639779123",
"idref"."",

"timestamp":"2017-05-14T06:32.:45Z",

"version";"1.0",

"title" " KCIE 22 B ) F U He A AT UL I R A

"description” " KL 15" By K 1 22 M2 2 B A e

"nonn

"short_description":"",

"object":[
{
"relationship":"or",
"value" ;[
{

"constraint” ; "equal",

"object_type": "file",

n

"file_name" ;" % .wncry"
yod

"constraint” ; "equal",

"object_type" :"process",

"name": "attrib.exe",

"parameter" ;[ "+h." ]
J ol

"constraint" ; "equal",

"object_type":"process",

"name": "cmd.exe",

"parameter" ;[ "/c", "regadd

HKLM || SOFTWARE || Microsoft || Windows || CurrentVersion || Run" ]

b
"constraint” ; "equal",
"object_type":"process",
"name"; "(@WanaDecryptor@.exe ",
"parameter" ;[ "co"

b

non

"constraint" ; "equal",

non

"object_type" : "registry",
"registry_path";

"HKEY_LOCAL_MACHINE || SOFTWARE || Microsoft || Windows || CurrentVersion || Run",
"registry_type" :[ "REG_SZ" ],
"registry_key_value" :"tasksche.exe"
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A9 RXHEHE B

"id" :"coa—-34098fce-860f-48ae-8e50-ebd3cched1da",

"idref"."",

"timestamp";"2017-05-14T06:32.:45Z2",

"version":"1.0",

"title" s " K IH 22 WA ) AR LR X R

"stage":"Response" ,

"type":[ "Physical Access Restrictions","Eradication", "Patching" ],

"description : " 1.4k 451 P £ BT AL o B 1 2% 2 S e AR T3 L 5 2. T S A9 2% 3 B0 2 R i 0
W RE + 3. TEME S 75 T RS HEE BT R G AN T MSC17-010 (% Windows XP/2003 %5 B 7 €45 IE IR 55
(9 2R G, SRR A HE B 920000 5 R U ) 00 R 0 22 A b T s AL BRI M B s TE BN I S B
IEREA S Eh) 3

"short_description" : "Wr ¥ , £ A3 UK 2L, FTAN T 0 B 25 AN,

"objective" :[" T A # M BERYTHEAL" ],

"parameter_observables":"",
"structured_COA":"",
L1 n nn
impact" ;
"COSt” . nn ,
" efficacy" . nn

"information_source" : "XX /A &) XX HIA",
"related_COAs" .[ ]
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2 % x #

[1] GB/T 29246—2017 fFRHAR LLHR FERLZESEAKRR MARAFEIL

[2] ISO/IEC 27032:2012 5B HAR LeHEAR ML % 4185 (Information technology—Se-
curity techniques—Guidelines for cybersecurity)

[3] IETF RFC8259. The JavaScript Object Notation (JSON) Data Interchange Format
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