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FEREEHER
BReF AR N HEONE

E§t

1 SeE

APRUERLE T LT PRI 8555 (A 1 2 RE 25 A% B 2L 1 P 5 11, iR 17 %86 v R 5G4 11 1) o 50 %
PR SR 8 RS I AR
AR P TR R I AL 5 A B T A L RGN

2 HEMESIAXH

T A ST T AR HE I R A AR AT . LR B8 51 R SO AT H Y RRAS & T T AR S
PF o FLARANTE H 051 SO 5ol UAS CRLAE BT AT 08 ) 3 1T T A SCA

GB/T 33560 fi A &aiAR %N AR RHE

GM/T 0022 1PSec VPN 4 R#7E

GM/T 0024 SSL VPN ;AR H#

3 ARIBFEX

TANARTE R E SGE T A S
3.1
A28  container
WA U A% v TR A 5 B R G 1 M — P A i S 1
3.2
Z&FINE  device authentication
B fie 5 A B RE T R AR I UIE
3.3
T &INEZSA  device authentication key
TR & INIER %8 .
3.4
B &IRZE  label
P B E T A4 T 1525 NS T R A AT AR IR I 4 £

4 HEERIE
9 45 W5 S T AR SO
API W 4w #2322 11 (Application Programming Interface)
MAC H B X5 (Message Authentication Code)
PIN AN B3R S (Personal Identification Number)
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5

5.2

PKCS#1  APBRE AR E RS A5 1385 5 L RSA 3 TT %5 B 5532 n %% #1244 ML
(the Public-Key Cryptography Standard Part 1)

PKCS#5 A HZW M AR MER I 5 5 5, R — R A 0 4 0R 2B ok i &% &%
N 23 745 £ i) 7 1 (the Public-Key Cryptography Standard Part 5)

PKI NSRRI (Public Key Infrastructure)

FHHER

R E IR RS
| u ]
: R E LN AT i
FREERALRERHEF
B wge [ e Bdm

1 BOENRAERXEZHRHLE

BEHNNASEN
— A PR VB S A 2 B L B Z (A B Sy B A A a2 s

BANEHHA

| U U

ISAZE N B2 | e R Fn

B2 ®&EEBEEN

IS FH o 8B 5Y PIN G ™ PIN SCPE RV 2 28 7] DUAF AR 24 SCHF R 24 248

AN FH AR 45 (1095585 15 PIN U P PIN ARG A BRARZS

—/N L2 AR AN 3 BT

eas LRREY 1 9l I Kk 7 DO R S DG R ESS T RS IR ENE S | B ok o v DU RS I B O AR i L R o v DU

FH T H07 2 2 RV AIE 2305 % 51 T 80008 Jn i 25 0 MAC 3258, 258 4% bt a] LUAE B0 0 285 %% 51 %8 X6 g
FR9 I8 8 A 5 4 44 8 B0 X IO ) 4 4 IR S o R 28 A4 A BT Hhy N AR i R B X b
HRF AR IR 2 A TN S BT AT ol RS AR B AR AR I R A
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B APIN
A4 B4 N
pad ol
A FPIN fnEE R BB
S SEE2 || e P L
XL
A2
A BN
A#n
,,,,,, IR B4R
h SIEFEHL S3EFH2 || e P
m

6 HI|BEBEX

6.1 EEiRiM
A U A 9 Bk AR e L GB/T 33560,

6.2 EAHIFEAR

B3 NMAZESEWE

AR R o HR R RO Y R v 6 T AR T (Big-Endian) J5 sUf7 i A e . FEACKHE 28 B2 Lk 1

JI 7R .
=1 EXRHEEED

FRZ R ik iE X
INTS HIAFT 8 A H
INT16 HAE5 16 {550
INT32 BA55 32 84
UINTS A5 8 fi B
UINT16 TAFS 16 B4
UINT32 TAFS 32 A g
BOOL i /R HU{E Sy TRUE 3% FALSE
BYTE FARB LS 8 R typedef UINT8 BYTE
CHAR FRFAAL, TAFS 8 (4K typedef UINT8 CHAR
SHORT B LA S 16 {1 typedef INT16 SHORT
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=15
AR fili & X
USHORT ToAF5 16 i B8y typedel UINT16 USHORT
LONG KBBCAMS 32 (R typedef INT32 LONG
ULONG KBRS 32 typedef UINT32 ULONG
UINT e 32 s typedef UINT32 UINT
WORD TR TS 16 L typedef UINT16 WORD
DWORD W, TERFS 32 i FE %K typedef UINT32 DWORD
FLAGS PR SR, TS 32 (IR K typedef UINT32 FLAGS
LPSTR 8 i FAF A5 H I8 UTFS #2284 | typedef CHAR * LPSTR
HANDLE A 45 AT 3 B T G 0 B ik typedef void * HANDLE
DEVHANDLE P 4% /) 4 typedel HANDLE DEVHANDLE
HAPPLICATION IO A 4 typedel HANDLE HAPPLICATION
HCONTAINER 2RI typedef HANDLE HCONTAINER
6.3 EEEX
Bl w mE AR R E T 7R P B 8 = e U .
Bt AR R E LNk 2 R .

®2 HEEX

WA HE ik
TRUE 0x00000001 1 SR8 H B
FALSE 0x00000000 A3 7R A6 A 1B
DEVAPI  stdcall stdeall FR¥CHE R
ADMIN_TYPE 0 G PIN 270
USER_TYPE 1 FH P PIN 2 #1

6.4 EEHEXE
6.4.1 hRZ&

6.4.1.1 HKBFEY

typedef struct Struct_Version{
BYTE major;
BYTE minor;

} VERSION;;

6.4.1.2 BT

K AR W2 3.
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®3 MRAEX
B dg 1t ES3L| =84 fgca
major BYTE FERAT | A S IR A S L. 4B L B0 Version 1.0, A S 4 1.k B A 2
minor BYTE WERAE | 4 0;Version 2.10, EASH 2, KEAS K 10

6.42 BEER

6.4.2.1 EBFENX

typedef struct Struct_ DEVINFO/{

VERSION
CHAR
CHAR
CHAR
CHAR
VERSION
VERSION
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
BYTE

Version;
Manufacturer[ 64 |;
Issuer[ 64 ];
Label[32];
SerialNumber[ 32];
HWVersion;
FirmwareVersion;
AlgSymCap;
AlgAsymCap;
AlgHashCap;
DevAuthAlgld;
TotalSpace;
FreeSpace;
MaxECCBufferSize;
MaxBufferSize;
Reserved[ 64 ];

} DEVINFO_SKF, * PDEVINFO_SKF;

6.4.2.2 HIFETIHIR

Bl ik W2 4.

x4 BEEEMR

B A FH =X #E
Version VERSION J A5 BlmEE MR A S ARG B A S 1.0
Manufacturer CHAR A | &%) wifs 2 PLNO7 S 85 B A5 11 ASCIL 4% Hf
Issuer CHAR ¥ | k17 Mifg 8 PLNO” Ry 45 HAF 9 ASCIL 4 e
Label CHAR ¥4l | &% PLNO7 45 R4 B ASCIL 244 £
SerialNumber CHAR ¥4l | 55 PLNO” Ry &5 B AF 19 ASCIL 4% e
HW Version VERSION B 4 T A
FirmwareVersion VERSION 5 A B [ A
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=4 (5
I ETE Byl =X 1
AlgSymCap ULONG ey N =R Ry AL
AlgAsymCap ULONG I X Bk 8 10 5 1 A AR
AlgHashCap ULONG BT 2% B A AR R
DevAuthAlgld ULONG iyik% WAE 8 14 43 2 8 A O
FRiR
TotalSpace ULONG B RS | KN
FreeSpace ULONG FH AT 4 8] K/
MaxECCBufferSize | ULONG BERS Ak B i) ECC Jin 35 B0 R /b
MaxBuferSifl ULONG A% 4 T 1Y 4 41398 B R 4% 8
AR 1 AT
Reserved BYTE TRE Y R

6.4.3 RSA NEAHELE
6.4.3.1 HBFEY

typedef struct Struct_ RSAPUBLICKEYBLOB{
ULONG AlglD;
ULONG BitLen;
BYTE Modulusf MAX_RSA_MODULUS_LEN];
BYTE PublicExponentf MAX_RSA_EXPONENT_LEN];
} RSAPUBLICKEYBLOB, * PRSAPUBLICKEYBLOB;
Hrp ,MAX_RSA_MODULUS_LEN b8 88 51 i KK JE ; MAX_RSA_EXPONENT_LEN &
VRN R R

6.4.3.2 HIFIIHIA

R 5 RSANAHBELW

B4 T 2 =94 &
AlgID ULONG RN
BitLen ULONG TS B S B o7 4 B N 8 i EL

SR EE N Bitlen/8 7Y
Modulus BYTE $(4H BE n=p*q # define MAX_RSA_MODULUS_LEN 256
= define MAX_RSA_EXPONENT_LEN 4

PublicExponent BYTE %4 N e — B >A 00010001
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6.4.4 RSA FASABUIESH

6.4.4.1 EBFENX

typedef struct Struct_ RSAPRIVATEKEYBLOB{

ULONG AlgID;
ULONG BitLen;
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE

Modulusl MAX_RSA_MODULUS_LEN];
PublicExponentf MAX_RSA_EXPONENT_LEN |;
PrivateExponentf MAX_RSA_MODULUS_LEN];
Primel[ MAX_RSA_MODULUS_LEN/2];
Prime2[ MAX_RSA_MODULUS_LEN/2];
Primel Exponentf MAX_RSA_MODULUS_LEN/2;
Prime2Exponent] MAX_RSA_MODULUS_LEN/2];
Coefficientf MAX_RSA_MODULUS_LEN/27;
JRSAPRIVATEKEYBLOB, x PRSAPRIVATEKEYBLOB;

GB/T 35291—2017

Hodr ,MAX_RSA_MODULUS_LEN 5 B M8 ) B KK s MAX_RSA_EXPONENT_LEN %

LB R .

6.4.4.2 HIETIHIR

B WU AR WK 6,
F 6 RSATASAZIESEW
B a1 e =X #IE
AlgID ULONG AR
BitLen ULONG R 52 B 7 1 B RN 8 R K
Modulus BYTE %41 BH n=pxq Sel K By Bitlen/8 75
PublicExponent BYTE %t 4l NHEH e — B>k 00010001
PrivateExponent BYTE %2 AEZH SEBRH B A BitLen/8 S5
Primel BYTE %41 E ) 52 BR 4 BE S BitLen/16 75
Prime2 BYTE %t 41 ZH q 52 BR A BE S BitLen/16 5275
Primel Exponent BYTE %41 d mod (p—1) I{H SR EE Sl Bitlen/16 5275
Prime2Exponent BYTE %k 2 d mod (q— 1) BY{H SRR B BitLen/16 275
Coefficient BYTE #t4H q B p IR PR EE N Bitlen/16 F75

6.4.5 ECC ~N{AH#IELEH

6.4.5.1 EKBFEY

typedef struct Struct_ ECCPUBLICKEYBLOB{

ULONG BitLen;

BYTE XCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
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BYTE YCoordinatel ECC_MAX_YCOORDINATE_BITS_LEN/8];
y ECCPUBLICKEYBLOB, * PECCPUBLICKEYBLOB;

Hd ,ECC_MAX_XCOORDINATE_LEN ) ECC & ¥ X A #r 0 £ KK i ; ECC_MAX_YCOOR-
DINATE_LEN 3 ECC & Y BFrmm KK E.,

6.4.5.2 HEIUHE A

B TR R WL 7
R7 ECCRrPHIELEN
B 10 B3P B 7/
BitLen ULONG TR A S B o7 K A8 A5 AL
B OE Y
XCoordinate BYTE %41 Mgk by X AR Al ﬁ .
# define ECC_MAX_XCOORDINATE_BITS_LEN 512
B - f
YCoordinate BYTE %k 41 Hh £k b iy Y AR AR R
# define ECC_MAX_YCOORDINATE_BITS_LEN 512

6.4.6 ECC fAfA¥IRLE
6.4.6.1 EBFENY

typedef struct Struct_ ECCPRIVATEKEYBLOB{
ULONG BitLen;

BYTE PrivateKey[ ECC_MAX_MODULUS_BITS_LEN/8];
y ECCPRIVATEKEYBLOB, x PECCPRIVATEKEYBLOB;

H . ECC_MAX_MODULUS_BITS_LEN 3} ECC ik BB e KK
6.4.6.2 BIRTUHIR

Kl i ik L3 8.

% 8 ECCRASA#IELEWN

B4 T E Sy} BY &
BitLen ULONG XA N DA i Nk 8 B A5 EK
A R %5
PrivateK BYTE %t 4 A %Y
rvatehey £ B % define ECC_MAX_MODULUS_BITS_LEN 512

6.4.7 ECC B XXH &M
6.4.7.1 EBENW

typedef struct Struct_ ECCCIPHERBLOB({
BYTE XCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/87;

BYTE YCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
BYTE HASH[32];
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ULONG CipherLen;
BYTE Cipher[1];
} ECCCIPHERBLOB, * PECCCIPHERBLOB;

6.4.7.2 #IBEINH AR
BARTUHE AR W 9,
K9 ECCEXHIEEWN

B4 B X &
XCoordinate BYTE %41 5y 4R R i 2 R (k)
YCoordinate BYTE %41 5 x 2H S IR i £k i (kL y)

HASH BYTE %41 HA SC i 2% R A

CipherLen ULONG O K

Cipher BYTE %41 S E SLFR K B A CipherLen

6.4.8 ECCEZHIELEWM
6.4.8.1 KBEX

typedef struct Struct_ ECCSIGNATUREBLOB({
BYTE r[ECC_MAX_XCOORDINATE_BITS_LEN/8];
BYTE s ECC_MAX_XCOORDINATE_BITS_LEN/8];
} ECCSIGNATUREBLOB, ¥ PECCSIGNATUREBLOB;
Hp , ECC_MAX_XCOORDINATE_BITS_LEN i ECC &k X A pr i K LK &,

6.4.8.2 HIELURH A
B gl A W2 10,
#* 10 ECCERBHELN

B4 T 2 =94 R Es
r BYTE %4 LA R
s BYTE %4 BRI s H o

6.4.9 HEBZBESH
6.4.9.1 FEBFENX

typedef struct Struct_ BLOCKCIPHERPARAM/{
BYTE IV[MAX_IV_LEN];
ULONG IVLen;
ULONG PaddingType;
ULONG FeedBitlLen;
} BLOCKCIPHERPARAM, * PBLOCKCIPHERPARAM;

H1iH B Bkhttps://t.zsxg.com/JmiaeUR



GB/T 35291—2017

6.4.9.2 MBI A

BRI AR W 11,
X1 SEAZRWSH
i 10 Bt X H/IE
. W16 1) &, MAX_IV_LEN 4044 1k n) & 00 i R B
v BYTE %41
# define MAX_IV_LEN 32
IVLen ULONG W6 1) B PR R 2D
A Wl X,0 BARANEF, 1 TR PKCS#5 5 Kt
PaddingType ULONG n
TR
FeedBitLen ULONG TR AR B9 07 K B (15D &% OFB.CFB #i

6.4.10 ECC MZZAXRIPLEH

6.4.10.1 FEBFEX

typedef struct SKF_ENVELOPEDKEYBLOB{

ULONG Version;
ULONG ulSymmAlglD;
ULONG ulBits;

BYTE cbEncryptedPriKey[64];
ECCPUBLICKEYBLOB PubKey;

ECCCIPHERBLOB ECCCipherBlob;
yENVELOPEDKEYBLOB, * PENVELOPEDKEYBLOB;

FAPI R SCAE R R 64 715 A BRSO AN O i B 7 O B L TR fife 7 R SC o3 2 S R B SO

2 Jm % 5 HIX A AL B BT S
6.4.10.2 HIEITH A
Kes AR W2 12,

® 12 MEFTANRPERSHY

NN
4m

ET KR =% &L
Version ULONG WA S A A 1
ulSymmAlgID ULONG X BRI AR N R ECB 2
ulBits ULONG Jon %5 8 % i B A A K

cbEncrypt edPrivKey | BYTE %4

TR G 0 2 A0 8 LB T RA B Y
J8 % % ECCPRIVATEKEYBLOB 45 4
1) PrivateKey

A 3K g N Y
(ulBits+7)/8

PubKey

ECCPUBLICKEYBLOB

Jin 2% 45 4 X 1 2 41

ECCCipherBlob

ECCCIPHERBLOB

TR AP 2 3 Jod A X 8 41 6 SC

10
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6.4.11 XHBIE
6.4.11.1 FEBFEN

typedef struct Struct_ FILEATTRIBUTE/{
CHAR FileName[ 32 ];
ULONG FileSize;
ULONG ReadRights;
ULONG WriteRights;
} FILEATTRIBUTE, * PFILEATTRIBUTE;

6.4.11.2 HIRITUHE 4

BT R W2 13,

13 XHEM
B it e =9 &
FileName CHAR ¥4 34 PLNO S5 3 i ASCIT 45 eh L fe KKy 32
FileSize ULONG SO B S I R SRR SO RN
ReadRights ULONG TR IR TS 1 AR
WriteRights ULONG B AR 5N B AR

6.4.12 1UPRER
BRI e UL 14,

x 14 PREEH

AR 2 71 1H 1t 1
SECURE_NEVER_ACCOUNT 0x00000000 2
SECURE_ADM_ACCOUNT 0x00000001 A AR
SECURE_USER_ACCOUNT 0x00000010 JH P ARR
SECURE_ANYONE_ACCOUNT 0x000000FF ISR IPN

6.4.13 BERS
BEAARAS Y E LR 15,

x 15 \EERE

Bk A {H ]
DEV_ABSENT_STATE 0x00000000 B AT TE
DEV_PRESENT_STATE 0x00000001 WA AFTE
DEV_UNKNOW_STATE 0x00000002 P £ AR A

11
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7 BEOEH
7.1 EEEHE
7.1.1  #%ik

VA A B B 8 LU A (0 A AR R AL B RO A R BRI T I RO s R A BB R
PRAE RECBE A (5 B BIUE B R B A R A i AL R SR IR AT . B ARSI s BN 16 PR .

x 16 REEERINEH

o B4 ke
SKF_WaitForDevEvent R IR EN
SKF_CancelWaitForDevEvent TRUTH 45 15 U 25 7l 4k 4
SKF_EnumDev S &
SKF_ConnectDev FER &
SKF_DisconnectDev 87 I 3%
SKF_GetDevState B RS
SKF_SetLabel WEB IR
SKF_GetDevInfo FHE & E B
SKF_LockDev BiE B
SKF_UnlockDev fif P
SKF_Transmit T 5% i A 1% i

VA R R AT BE AR (0] A B R AT LR S AL
7.1.2 EFREFHEKEHR

Jgidl ULONG DEVAPI SKF_WaitForDevEvent(LPSTR szDevName, ULONG * pulDev-
NamelLen, ULONG * pulEvent)
REHAR R R BRI A BT RS . szDevName i& [ A R 05 24 K
28 szDevName [OUT] BAHFIFR B 2%,
pulDevNamelen — [IN/OUT] % A /i 1 2 K. 2% A 278 22 vh XA HE L Bt I 3R 7R %
BATRIA WA K AL & T A7 R 2 AT

pulEvent LOUT] SRR, 1 FoRifiA.2 #mikih.
LR SAR_OK. I,
HoAl FERAD

. AR RBO B R

7.1.3 EUESFEREBKREN

Al ULONG DEVAPI SKF_CancelWaitForDevEvent()
DIReHiiR i R B SR & 3l A SO PR
28

12
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iR [A{E SAR_OK; iR
HiAth . AR,
i AR IR IEAE AT ) SKE_WaitForDevEvent pf %37 ViR [7]

7.1.4 WEEE

J5 ULONG DEVAPI SKF_EnumDev(BOOL bPresent, LPSTR szNameList, ULONG * pulSize)
IIREE R AT R A ISR
28 bPresent LINT 2 TRUE ZRoR Y AT B RSN A7 E R B #5813 . O FALSE R

Y R Bl SRR R A S R

szNameList — [OUT] &AL, WHRIZSE R NULL K i pulSize i& [ i 75 2 1)
WAEZS B RN . BB A 1 28 Bk DL SN0 25 30, DAL\ 07 KR 91 & 1Y
S5

pulSize LIN, OUT] i A B 3878 3 4 44 PR 90 3 19 22 ob XK B2, i i B R R
szNameList AT &5 A 23[Rl K/,

RIEME  SAR_OK: g,
HoAts - B

715 EEEE

JE A ULONG DEVAPI SKF_ConnectDev (LPSTR szName, DEVHANDLE x phDev)
REMAR I B A 44 PR A IR 1S4 A8 R4
S8 szName [IN] & &2 5.

phDev LOUT] & [n] 1% & £ /E AR
iR Al {H SAR_OK. W .

oA FERT
7.1.6 ETFEE
JE A ULONG DEVAPI SKF_DisConnectDev (DEVHANDLE hDev)
UigeiiR Wit — A C BB A BN,
SR hDev CIN] 3 42 18 5 I 3R (] () 358 28 A A
iR [l SAR_OK; WL
oAl . VR,

FE IR CBBUE L R BN B e R BOZ B . BT R R AR O R R A A A AL RAR A

7.1.7  HBURERE

JE A ULONG DEVAPI SKF_GetDevState(LPSTR szDevName, ULONG x* pulDevState)
REMER AR B RIRE .
2 szDevName [IN] &%

pulDevState [OUT] & MR,
iR [ {H SAR_OK.: I .
oA AETRTT

7.1.8 BEERERE

Ji Y ULONG DEVAPI SKF_Setlabel (DEVHANDLE hDev, LPSTR szl.abel)
13
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Diaediid RERERE.
ZH hDev  [IN] 3% $2 15 25 B3R 1] (9 15 48 A0 4 .

szLabel [IN] WAMREFAF R, HFEAFRN/NT 32 F7,
iR A SAR_OK; A .

HoAth . RS,

7.1.9 REURERER

J5 Rl ULONG DEVAPI SKF_GetDevInfo (DEVHANDLE hDev,DEVINFO * pDevInfo)
TIREM IR ARSI — LE IR R R A B AR 2 T R R SRR I A AR
28 hDev [CIN 3 2358 o6 P 3R [ ) 8 6 A

pDevinfo  [OUT] i& Ml 415 B .
ALRED SAR_OK. I .
HoAth . R,

7.1.10 $iEER&E

J A ULONG DEVAPI SKF_LockDev (DEVHANDLE hDev, ULONG ulTimeOut)
IREh A AT A A 5 AL
28 hDev [INC] 3% 2 18 5 Ao [l iy 8 8 O A

ulTimeOut  [IN] @HFBF[E], 070 Z 8, WER Dy OxFFFFFFFF %R OB % 1F
iR [ SAR_OK: W,
oA . FEIRAY

7011 @&

J A ULONG DEVAPI SKF_UnlockDev (DEVHANDLE hDev)
Draedtiad RO 5 5 ik o A
24 hDev — [IN] % 85 A B IR 0] 5 3485 40 1
iR [AIE SAR_OK; B .
HoAth . FERED

7.1.12 E&GSES

JR Y ULONG DEVAPI SKF_Transmit(DEVHANDLE hDev,BYTE ¥ pbCommand, ULONG
ulCommandLen,BYTE % pbData, ULONG % pulDatal.en)

DIREH IR B S HIE AR A IR 45 2R

2%

hDev CINT B s R
pbCommand [IN] &4,
ulCommandLen [IN] 4 K&,
pbData LOUT] i& Inl 4% SR E 45 .
pulDatal.en CIN, OUT] iy A B 3R7% 25 R0 92 i XA B2 i b i 3R 235 88080 52 B
KA,
BIEME  SAR_OK:  mI,
HoAtl - iR,
e ARREAUE TR AR .

14
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7.2 ipE R

7.2.1  #EiR

VT P2 1 32 B 58 B S A% I L PIN B8 48 B 42 AR 2548 B AR 484 . U7 TR0 45 1) &R 8 pR B dn 5% 17

Fi s o
F 17 HEEES R 5 &

R4 R iie
SKF_ChangeDevAuthKey 18 B0 A5 A E % 4
SKF_DevAuth WA IAIE
SKF_ChangePIN &k PIN
SKF_GetPINInfo #14 PIN 315 4
SKF_VerifyPIN K3 PIN
SKF_UnblockPIN fift 8 PIN
SKF_ClearSecueState 5 bR N & RS

V7 17 47 1 R K0 AT BE IR (0] A 5 % ) DL R SR AL

7.2.2 BHIREFINIEER

J 7Y

ULONG DEVAPI SKF_ChangeDevAuthKey (DEVHANDLE hDev,BYTE * pbKeyValue,
ULONG ulKeylLen)

il 58-S INTR: X7

hDev CIN 3% 42 Bof 3 [ 1 15 45 A
pbKeyValue LIN] % 4A1E .

ulKeyLen LIN] #HKE,

SAR_OK. LRI

oAl - B IR

AR ESKR R A VIR R A RERE A

7.2.3 &&FINE

J 2

i [l fF

ULONG DEVAPI SKF_DevAuth (DEVHANDLE hDev,BYTE % pbAuthData, ULONG

ulLen)

B AR S B A8 0 W R PP A AIE . INIE 22 L 8.2.3,

hDev CIN 3% 42 Bof 3 [ A 15 45 R A
pbAuthData CIN DA GE % .

ulLen CINT GRS B
SAR_OK; LRI

HoAth . FERAD

7.2.4 (&8 PIN

JR Y

ULONG DEVAPI SKF_ChangePIN (HAPPLICATION hApplication. ULONG ulPINType , LP-
15
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iR [ {E

STR szOldPin, LPSTR szNewPin, ULONG * pulRetryCount)

P8 R iZ PR T A& 2k Administrator PIN 1 User PIN #91H .

G 5 PIN B 48 i 5 SO0 UE 2% ML, 1% pREC2s 3R 81 AH B PIN fidh %) 380 4% 8 3 R 850, 4 0 Ik 3k
A0 B, KR PIN EL s 45t .

hApplication LIN] W AR

ulPINType [IN] PIN 251,85 ADMIN_TYPE s USER_TYPE,
szOldPin [IN] J5 PIN {H.
szNewPin [IN] 38 PIN 14,

pulRetryCount [OUT] H 48 )5 T kA .
SAR_OK . .
HoAth GRS,

7.2.5 FEPINFER

J 7Y

Dy fe ik

B4

i [ {EL

ULONG DEVAPI SKF_GetPINInfo(HAPPLICATION hApplication, ULONG ulPINType , UL-
ONG * pulMaxRetryCount, ULONG % pulRemainRetryCount, BOOL #* pbDefaultPin)

BRI PIN #9175 B, 4 45 e R H i OB 2 7 4 i i 8, DL A Y 1 PIN RS 2 5 o 1 T 3R0A
PIN 44,

hApplication LIN W AR

ulPINType [INT PIN 2%,

pulMaxRetryCount LOUT] s AkEIR AL

pulRemainRetryCount LOUT] 47 4y sl 8, 2o 0 i 38R 2 BiIE
pbDefaultPin [OUT] &% T BA PIN 5,

SAR_OK:  #I,

HoAt - FEURA

7.2.6 FI§ PIN

i [ {EL

ULONG DEVAPI SKF_VerifyPIN (HAPPLICATION hApplication, ULONG ulPINType ,
LPSTR szPIN, ULONG % pulRetryCount)

s PIN i, A5 820 J5 5 23 3R A5 AR W i ALBR L 4n 2R PIN B 45 5, 23 3% o] PIN % 1) 8 i ik
Y E KRB 0 KR PIN 52 24148 .

hApplication LIN] W FHATAR

ulPINType [IN] PIN 2574,

szPIN [IN] PIN {H.,

pulRetryCount  [OUT] 4 J5 i [n] ) 5 10 &K

SAR_OK:  #¥,

HoAlr - B R

7.2.7 f#% PIN

J 7
gtk
21

16

ULONG DEVAPI SKF_UnblockPIN (HAPPLICATION hApplication, LPSTR szAdmin-
PIN, LPSTR szNewUserPIN,ULONG % pulRetryCount)

) PIN B850 )5 8 i 4 % e BOR i U1 5 PIN £,

Bl P PIN B i B B {8, T PIN A5 130 E g v et 1k 2 3] D A1

hApplication LIN] 5 B4 .
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szAdminPIN [IN] & 5 PIN 15,
szNewUserPIN [ IN] #H W H F~ PIN 75,
pulRetryCount [OUT] 4 ¥ 51 PIN &4k {20}, 1% 0] 3] 4y B i B
iR [EIE SAR_OK; .
oA iRt
- BUFSE A HL R PIN A BE6 U - PIN 5, 4 SR %5 A B9 Administrator PIN S 1E#f 58 # £ 48158 , 2 I F R4,
3R [A] Administrator PIN (14 838k %k .

7.2.8 FHREBARERS

Y ULONG DEVAPI SKF_ClearSecureState (HAPPLICATION hApplication)
DIReH AR W BRI Y H A Z 2R A
ZH hApplication  [IN] Jij FAJ 4 .
IR (AT {E SAR_OK: .
HoAts - iR,

7.3 HMRERE
7.3.1 ik
O A B 3 o8 B A B B R IR LT OGP AR A L D BR S eR K K 18 TR .
*18 MAEERIEY

B4 B Yifie
SKF_CreateApplication A 3 v
SKF_EnumApplication A2 R
SKF_DeleteApplication W) 3% o FH
SKF_OpenApplication FTH I H
SKF_CloseApplication X N

JO7 FH A B oK K00 AT BE R (] ) R A LR SR AL
732 gHIEMA

=

Ji ULONG DEVAPI SKF_CreateApplication (DEVHANDLE hDev, LPSTR szAppName,
LPSTR szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD
dwUserPinRetryCount, DWORD dwCreateFileRights, HAPPLICATION =« phApplica-

tion)

ek AN

ZH hDev CIN % He 35 4 3R (7] 8 8 48 ) A
szAppName [IN] N H&Z R,
szAdminPin [IN] &3 5 PIN,
dwAdminPinRetryCount [INT] 43 5 PIN fz K fiL 5.
szUserPin [IN] FHF PIN,

dwUserPinRetryCount [ IN] i/~ PIN f KK EL,
dwCreateFileRights CINT FE3Z 0 A a8 SR R 2 28 AR . 2 WL 6.4.9 AUFR A,
17
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02 FALBR 1 B AH
phApplication LOUT] n H 8404
RIEME  SAR_OK: g,
HoAds - FiRfd .
i AUPREER R AR,
7.3.3 ®MENA
Jit A4 ULONG DEVAPI SKF_EnumApplication (DEVHANDLE hDev, LPSTR szAppName,
ULONG * pulSize)
TIRER R MO B T AR A Y i
S8 hDev CIN % H2 5 3R [0 9 158 4 A0
szZAppName [OUT] & [l Jij F] 24 FR 90 & AR %S 800 %5 44 1 pulSize & ] iy 75 219 4
FEAS RN o AN A 44 R LB SN O Z5 3T, LLXUE\ 07 38R 971 3 4 25
pulSize [IN, OUT ] iy AW 3275 1 F 44 B 19 2% o DR RZ i #3106 3 7] szAppName Jir
a2 (8 R/
RIEE  SAR_OK: g,

oAy - B R

7.3.4  MBR R A

i [ {EL

ULONG DEVAPI SKF_DeleteApplication(DEVHANDLE hDev, LPSTR szAppName)
T 4 2 B 0

hDev CIN 3 22 % 5 B3 00 1 15 25 ) A

szAppName [IN] N A K.

SAR_OK:  m¥,

HoAlr - FE IR

T AUPREER G B AUR

7.35 $THMA

J 7

ULONG DEVAPI SKF_OpenApplication(DEVHANDLE hDev, LPSTR szAppName,
HAPPLICATION % phApplication)

FIIFH8 € M .

hDev [IN 7 235 45 B iR 0] ) B 48 A A

szAppName [IN] W FH % .

phApplication [ OUT] L F Y AI4A .

SAR_OK. B,

Hoftl - B,

7.3.6 XHIMA

J R
e fi ik
21
iR [ {EL

ULONG DEVAPI SKF_CloseApplication( HAPPLICATION hApplication)
O A I8 FH 5 T8 g FH A A

hApplication LIN 3 FH A
SAR_OK:  mi¥.
HoAl - FEIREY

i BRI S AR

18
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7.4 XHEME
7.4.1 #EiR

S B R BOTT LA 2 P 9 B TT A O 5 B8 A4 B SO B S A28 SOPE L BRIBOCCE AR B
SRS SRR . SO B S s B R 19 Fios .

®19 XHEERIEH

PRA 4 FR Tifie
SKF_CreateFile B s
SKF_DeleteFile 0N 3 S A
SKF_EnumFiles Mg Sc:
SKF_GetFilelnfo RESCR A
SKF_ReadFile B
SKF_WriteFile B

SO P e B0 AT BE R[] B0 DR A LR S AL

7.4.2 tIEXH
JREY ULONG DEVAPI SKF_CreateFile (HAPPLICATION hApplication, LPSTR szFileName,

ULONG ulFileSize, ULONG ulReadRights, ULONG ulWriteRights)
DIREA IR A SO I 28 5 SO I 24 B » RN s RLBCSCPE 9 335 RRR

BH hApplication — [IN] Ji FHAJ 4K
szFileName LIN] X2 KEAE KT 32 MFT.
ulFileSize [IN] ek,

ulReadRights  [INJ SCPFEEATRR . 2 W 6.4.12 AUBRISHY . Al Sk 4% A R 11 sl 41
ulWriteRights  [IN] SCPEGACRR . 2 UL 6.4.12 AUBRISHY 0] Sy 45 Al oA BR Fry ol £
QL) SAR_OK; W,
HoAh R,
- A B SO N AR E B SO ARR .

7.4.3  MIBR T

J 7 ULONG DEVAPI SKF_DeleteFile (HAPPLICATION hApplication, LPSTR szFileName)
UIfeid MR 2 Sk
SCPEMBR S ST A BT 15 B E k.
SCPRAE A8 P o I s R K R
S8 hApplication (TN b B SO BT 2 04 1 FH ) 4
szFileName CIN] 200 B3 S 1) 44 6
iR [AE SAR_OK: Y .
HoAl - R
i AR TR B — A SO R B A i SR B B AR .
19
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7.4.4 MEXH
J ULONG DEVAPI SKF_EnumFiles (HAPPLICATION hApplication, LPSTR szFileList,

ULONG * pulSize)
IRk Mo — AN R AR FE I T A SO .

ZH hApplication LIN] W ATAR
szFileList LOUT] 3R B SCE 2 B9 % i S 800 25 5 1 pulSize 3R 71 SC 5 BT 75 2
M 23 [N o BEAS ST 2 FR DA BAS N O 25 3T, ABL\O " RR 51 3R 1) 4
pulSize LIN, OUT] iy A B 2275 B0 22 vl X0 K/ i S B 3R 7 512 B SC A 44 R )
RIWKE,
iR [AE SAR_OK: .
HoAth . A,

7.4.5 REIXHREM

A ULONG DEVAPI SKF_GetFilelnfo (HAPPLICATION hApplication, LPSTR szFileName, FII.-
EATTRIBUTE # pFilelnfo)
ek KRB EE
ARIBURE FH SCA 1 J8 PR A . 90 200 SO R /N AR A5
S hApplication  [IN] ST A8 R F 8404
szFileName  [IN] X4 %R,
pFilelnfo COUT] SCHF B 38 m SCfF & S5k i 8
iR [l {5 SAR_OK; A .

HoAh SR
7.4.6 EXH
J Y ULONG DEVAPI SKF_ReadFile (HAPPLICATION hApplication, LPSTR szFileName,

ULONG ulOffset, ULONG ulSize,BYTE * pbOutData, ULONG * pulOutLen)
DfetAR  BEHCCHENE .

S8 hApplication  [IN] I 4044 .
szFileName [IN] 3cit4 .
ulOffset CINT SCH 32 B 7% 0 5
ulSize CIN] K
pbOutData LOUT] & [ml s o0 25 W X,
pulOutLen CIN, OUT Jiy A B 327 45 00 52 o DX /N 5 it B 3R 7 52 s 132 JBGIR [T ) 250
Pt I
iR [AIE SAR_OK; A .
oAl B IR
BB SR AL A SO AR
7.4.7 Bx#
JE R ULONG DEVAPI SKF_WriteFile (HAPPLICATION hApplication, LPSTR szFileName,

ULONG ulOffset,BYTE # pbData, ULONG ulSize)
RN B RV €T E | B Lt

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 35291—2017

S8 hApplication  [IN] 5 FHAIHA .
szFileName [IN] k4.
ulOffset CIND 5 A ST 4 A 7% 4t
pbData LIN] 5 A 22 vh X,
ulSize CINT 5 ABHE RN
iR A SAR_OK: B .
oAl - FERAD

e BURESR AR 2 S S AR
75 BHREHE
7.5.1 ik

AR A A3t 4 7P A R T A e A ) 0 0 2 B A B B RSO T T O P A A A 45
P A4 BLAR S s BN 20 Fs .

®20 FAREERIEH

PR A PR e
SKF_CreateContainer ok s o
SKF_DeleteContainer I B 25 2%
SKF_EnumContainer s 54
SKF_OpenContainer FIIF 25 4%
SKF_CloseContainer PZikax
SKF_GetContainer Type RS2 5 A
SKF_ImportCertificate SABFIUED
SKF_ExportCertificate TR

7 A B R K AT BE AR (0] A B R DL R SR AL
7.5.2 BIEAE=R

JEi ULONG DEVAPI SKF_CreateContainer (HAPPLICATION hApplication, LPSTR szCon-
tainerName, HCONTAINER x phContainer)
DIRedR 75N 87 48 8 24 PR 1 2 0T 3R [l 25 4% A A
BH hApplication CINT 5 H AT
szContainerName  [IN] ASCII =45 5 , 7w T £ 37 28 45 10 44 Bk » 25 4 4 Pk 1) e KK BE A
feMial 64 F7,

phContainer LOUT] 3R [ul i i 57 25 o O 25 MO
REME  SAR_OK:.  mo,
HoAh . BRI o

e BURZESR AR
7.5.3 MEBER

JR Y ULONG DEVAPI SKF_DeleteContainer(HAPPLICATION hApplication, LPSTR szCon-
21
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tainerName)
THREFH AR TE N T I BR 38 & 24 PR IG5 28 0T BRBUE S AH G I BT
S5 hApplication [IN] K FHAIHR .
szContainerName CIN 5 ) I B 25 28 B9 24 B
IR A1 {E SAR_OK: B
HoAl - B IR
AR EER T P AR

7.5.4 FIHAEH

JE A ULONG DEVAPI SKF_OpenContainer (HAPPLICATION hApplication, LPSTR szCon-
tainerName, HCONTAINER x phContainer)
UIgefiR AR AR .

ZH hApplication CIN 3 A4
szContainerName [IN] &R 24F5
phContainer COUT ] 3 1] fr 4T FF 25 4% 19 4) 4
RIEME  SAR_OK:  pI.
HoAlr - B R AG

7.5.5 XHAEH

JE Y ULONG DEVAPI SKF_CloseContainer(HCONTAINER hContainer)
TREAIR G A& RN  JF B 25 &5 AU AN AR OC BT IR
S5 hContainer [IN] &8R4 .
REE  SAR_OK: .
HoAly - FiRfd .

7.5.6 HEHER

J A ULONG DEVAPI SKF_EnumContainer (HAPPLICATION hApplication, LPSTR szCon-
tainerName, ULONG % pulSize)
TIRER IR MO A T A 25 01 1R 0] 25 4% 44 R 51 4
28 hApplication CINT B JHAIAR .
szContainerName [OUT] $8m 54844 BRI £ g5 vh X, 1 5 1L 2% NULL i}, pulSize
B AR ] B T it AT X B AR S B O NULL I 0 o] 25
ARG R A4 LLNOT G FI R LIBLNO 45
pulSize [IN,OUT J#i AR 7R szContainerName Z247 X 19K 5, #y L Bf R
BAFAIRINRI KL,
iR A1 B SAR_OK: I
HoAls - B IR

75.7 REERKH

JER A ULONG DEVAPI SKF_GetContainerType(HCONTAINER hContainer, ULONG * pul-
ContainerType)

UIeetiR  REAEAS R LR

S hContainer LIN] & 48B4 .
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pulContainerType [OUT] Jef M Zeas 2 . 45 HHH 1A By 0 46m A ok  ig 26

iR A {H SAR_OK:

B KA 1R RSA 588, 2 Fom ol SM2 428,
.

HoAth TR,
7.5.8 BSANHFIEH
i ULONG DEVAPI SKF_ImportCertificate(HCONTAINER hContainer, BOOL bSignFlag,

BYTE % pbCert, ULONG ulCertlLen)
DigefiR M SN S AR,

8 hContainer LIN] A5 a8 A .
bSignFlag [IN] TRUE £/R& &+ . FALSE F/RMEUEH .
pbCert LIN] F5 1 E A X,
ulCertLen [IN] iEBKE,
iR [AE SAR_OK; WL
oAl . VR,
7.5.9 SHHFIER
JE ULONG DEVAPI SKF_ExportCertificate(HCONTAINER hContainer, BOOL bSignFlag,

BYTE % pbCert, ULONG * pulCertlLen)
TRedik WA SN TR .

S hContainer
bSignFlag
pbCert
pulCertLen

IR [AH SAR_OK.
oAl .

7.6 ZEHERF

7.6.1 ik

[INT %88 A

[IN] TRUE %75 % iE 15 FALSE 278 I 3E 5

COUTT #4140 E 45 P28 0 K L IS5 50 NULL B, pulCertLen 477 i
0 K8 7 8 55 28 o IX B K B 0 SR 0 2 0RO NULL B 35 [l $05 3 42
CE

CIN/OUT] i A i %55 phCert 28 nf < 16 K 1 4 th 1 26 7% 3 43 P %5 10
33

W

HE I

WA e 55 R KSR A RO A8 B AR X AR TR s B VR R s B A B T S R S R AR
AE. AR 55 R 5 R AR 21 Fos .

®21 THRRSZREI Y

PR B il

SKF_GenRandom

Az R R AL K

SKF_GenExtRSAKey

AR AR RSA % 41 %t

SKF_GenRSAKeyPair

AN, RSA %5 44 55 4 %)

SKF_ImportRSAKeyPair

A RSA i 8 4 %f

23
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& 218D
PREL A4 PR g
SKF_RSASignData RSA %4 4,
SKF_RSAVerify RSA 1%
SKF_RSAExportSessionKey RSA A LI 5t 2596 4% 4]
SKF_ExtRSAPubKeyOperation RSA 4R ANHEH
SKF_ExtRSAPriKeyOperation RSA JM kR 2 &

SKF_GenECCKeyPair

i ECC % 44 % G %t

SKF_ImportECCKeyPair

S A ECC s 2 4

SKF_ECCSignData

ECC %4

SKF_ECCVerify

ECC 5%

SKF_ECCExportSessionKey

ECC A it 7 2 1 % 4

SKF_ExtECCEncrypt ECC APAe 22 1 4%
SKF_ExtECCDecrypt ECC 413 #4 8 fift %
SKF_ExtECCSign ECC SRRV Z £
SKF_ExtECCVerify ECC APk A 4150 %%
SKF_GenerateAgreementDataWithECC ECC 4= 5y % 8 U i S 0+ 5
SKF_GenerateKeyWithECC ECC HA &iE %4

SKF_GenerateAgreementDataAndKeyWithECC

ECC j= A= Wy i B O 31 55 235 % 4

SKF_GenerateKeywithIKE

115 IKE TAR% 4

SKF_GenerateKeywithEPK_IKE

I IKE TAR % 919F HAN R A 91 &

SKF_GenerateKeywithIPSEC

1% IPSEC 43 %4

SKF_GenerateKeywithEPK_IPSEC

T IPSEC 2 3% % 81 9 AT A8 24 81 n 4 & Hh

SKF_GenerateKeywithSSL

P14 SSL T fE %5 4H

SKF_GenerateKeywithEPK_SSL

T35 SSL TAE % 413 H AN A 8 % S

SKF_ExportPublicKey S A
SKF_ImportSessionKey SASEEY
SKF_SetSymmKey B SCT A STE%
SKF_EncryptInit in % 4 4 Ak
SKF_Encrypt PR B i
SKF_EncryptUpdate Z A HE n 2%
SKF_EncryptFinal LEW I
SKF_Decryptlnit it 25 4 R Ak
SKF_Decrypt PR B
SKF_DecryptUpdate Z 1B R %
SKF_DecryptFinal 25 R %

24
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x 21 (&)
PR B 44 FR b5
SKF_DigestInit B 2 B W UR b
SKF_Digest P B e i AR
SKF_DigestUpdate EZAR I C i T =
SKF_DigestFinal SR IR
SKF_Maclnit TH B 12 A iR ik
SKF_Mac B T B s
SKF_MacUpdate EZ R €= S -
SKF_MacFinal 2k O B s
SKF_CloseHandle 5 PA 95 1 b 52 g AR
S5 R 55 oA BOTT BE AR R A9 5 1R 0 UL R S AL
7.6.2 ERBEFLEL
JR A ULONG DEVAPI SKF_GenRandom (DEVHANDLE hDev,BYTE % pbRandom, ULONG
ulRandomI.en)
UifediiR AT KE W LA .
S8 hDev LIN] & & A .
pbRandom [OUT] & = iy BEALEL
ulRandomLen [IN] FEHLECK EF .
AR SAR_OK: Y .
HoAth . EERT
7.6.3  AHERSMEB RSA FEAXE
JEi A ULONG DEVAPI SKF_GenExtRSAKey (DEVHANDLE hDev, ULONG ulBitsL.en, RSA-
PRIVATEKEYBLOB x pBlob)
Diaedhik iR B RSA 8% I B SCH i
e hDev CIN 48404 .
ulBitsLen [IN] Z4ARK
pBlob LOUT ] 3 1] 1) FAEH B 4544 .
iR [ {H SAR_OK.: B,
HiAt EEIRTY
i AR RLE] RO T B O ORI
7.6.4 4 E{ RSA & ZHAXT
JE A ULONG DEVAPI SKF_GenRSAKeyPair (HCONTAINER hContainer, ULONG ulBitsLen,

RSAPUBLICKEYBLOB * pBlob)
TIResAR A RSA 22 % B0 If 4 th 24 A~ 9.
S hContainer [IN] Z5a8 A .
ulBitsLen [IN] K,
25
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pBlob LOUT] i& Al iy RSA A HEE S5
IR SAR_OK. I .
HoAl R,

. AUBR R T P AL .
7.6.5 B RSA mnZZ4A 3¢

JE ULONG DEVAPI SKF_ImportRSAKeyPair (
HCONTAINER hContainer, ULONG ulSymAlgld,
BYTE x pbWrappedKey, ULONG ulWrappedKeyLen,
BYTE % pbEncryptedData, ULONG ulEncryptedDatal.en)
REMEE  F A RSA I AR,

ZH hContainer [IN] #4044
ulSymAlgld [INT X FRB 7L 2 AR

pbWrappedKey CIND i %75 & N 2 40 S BRI B X PRS0 3 40
ulWrappedKeyLen  [IN] R4 i) X5 BR800 S P L .
pbEncryptedData CINT X R 4R i) RSA I FAEH . FABH i % X 7 PKCS
#1 v2.1:RSA Cryptography Standard H i FAE 4% X g .
ulEncryptedDataLen [INT XHFRSH 8§15 RSA 11852 TG 4K BE
iR 5] {E SAR_OK: w3,
Hofts « B RAD
I AUBREOR AR .

7.6.6 RSA %%

J Al ULONG DEVAPI SKF_RSASignData(HCONTAINER hContainer, BYTE % pbData,UL-
ONG ulDatalLen,BYTE # pbSignature, ULONG % pulSignl.en)

fili | hContainer $i % %5 % 1Y % 44 R0 X 16 5 B4l pbData HEAT 8P &4 . B4 5 M 45 23
FE75 #) pbSignature 2 1 IX, B & pulSignlen %4 BB,

h=d
&
Ef
f%:

S5 hContainer CINT FHOR %5 44 10 RLER T 76 25 2 A A
pbData CINT #5245 1800
ulDatalen CINT 252 B B B AR KT RSA 8RR K11,
pbSignature COUT] f£ % 4 45 5 10 28 o X8 £, W ARAH O NULL, J F B0 & 4 45
R,

pulSignlLen [IN,OUT] fy ABF TR B AL LG o XK/ it B RoR & 4 8 WK,
iR [l SAR_OK B
HAh . R,
SRR R T B PR .

7.6.7 RSAEZE

Jii A ULONG DEVAPI SKF_RSAVerify (DEVHANDLE hDev, RSAPUBLICKEYBLORB =
pRSAPubKeyBlob,BYTE % pbData, ULONG ulDatal.en,BYTE = pbSignature, ULONG
ulSignlen)

DIfefiiR Bk RSA 24 . fl pRSAPubKeyBlob P22 BB 17 56 2 B 47 50 4%

24 hDev CIND B A .

26
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pRSAPubKeyBlob  [IN] RSA AL .

pbData CIN FR 50 0IE 25 44 1 50dE

ulDatal.en CIN B4 B AR R F AR 11,
pbSignature CIN RS9 Uk iy 2 4416

ulSignlen CIN] 22 (E KB o A AR
SAR_OK:  m,

HoAth . B IRAG

7.6.8 RSAEHHSHSIER

Ji Y

i [9] {EL

ULONG DEVAPI SKF_RSAExportSessionKey (HCONTAINER hContainer, ULONG ul-
Algld, RSAPUBLICKEYBLOB # pPubKey, BYTE # pbData, ULONG % pulDatal.en,
HANDLE * phSessionKey)

A L2 TR B IR AN RSA 2 81 m % 4 i

hContainer LIN] 25 a8 A0,

ulAlgld LIN &l Bk in il

pPubKey CIND i 2335 %6 81 1 RSA A P8R 454

pbData COUT] S 0 %% 23 16 %5 41 % 3 #5 IR PKCS # 1v1.5 R B,

pulDatal.en CIN, OUT ] %t A B3R 78 23 9 %85 BH 925 SCBOHE 28 o XK B2 i 1 I 3R 7R 23 7%
B SO PR B

phSessionKey LOUT] S Hm%H A .

SAR_OK: B,

HoAth - et

7.6.9 RSA S N$AIZE

J 7Y

i [9] {EL

ULONG DEVAPI SKF_ExtRSAPubKeyOperation (DEVHANDLE hDev, RSAPUBLICK-
EYBLOB % pRSAPubKeyBlob, BYTE % pblnput, ULONG ullnputlLen, BYTE =x
pbOutput, ULONG % pulOutputlLen)

i FH AN ABAL A RSA 238 % g A BCHE A0 87 i 53 01 i 45

hDev LIN] & A,

pRSAPubKeyBlob  [IN] RSA A4H¥HE45H#) .

pbInput CINC 4 1) 755 32 58 1) et 4 25080 92 o X

ullnputLen CIN] iz 5 )5 h B0 A BE L A A AR

pbOutput LOUT] $§17 RSA A A E L5 v X, 412 %2480y NULL, W i
pulOutputlen iR [A]iz B 45 F ) L PR K .

pulOutputLen [IN,OUT] %y AB} R pbOutput 28 i X A K B, By Y ) 368 RSA 2

Hiz BRI LR IE,
SAR_OK. .
HoAtl . AERED

7.6.10 RSA 5F3kFA$AIZE

J 7Y

ULONG DEVAPI SKF_ExtRSAPriKeyOperation (DEVHANDLE hDev, RSAPRIVATEKEY -
BLOB % pRSAPriKeyBlob, BYTE % pblnput, ULONG ullnputlLen, BYTE % pbOutput,
ULONG % pulOutputlen)

27
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Dhfeid BB AHANEAL A RSA FASI X i A B (5O0RL 4138 53 1 i Hh 285

SR hDev CIN] &R
pRSAPriKeyBlob  [IN] RSA FASH5CHE 45 .
pbInput CIND 45 17 Ff i8 AR 22 0P X,
ullnputLen [IN] F iz S50 i A B2 o A IR
pbOutput LOUT ] RSA FA\ 8] iz 8 45 3R, W R % 2 %y NULL, W
pulOutputLen iR []iz 8 45 L B L PR K JE
pulOutputLen [IN,OUT] #i AWt 2R pbOutput 22 v X 19K B, & B 2278 RSA #A

iz AR LIRK B,
& [ SAR_OK: )
HoAth - FETREY

S A BRI T IR R L R B T S BR B A A 45

7.6.11 4% ECC £ & ZHAN

JE Y ULONG DEVAPI SKF_GenECCKeyPair (HCONTAINER hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB x pBlob)
TIfedid AR ECC 25 44 0 I i th 25 4 A9

B8 hContainer CIN] A d mI i
ulAlgld CINT Bkdnil, H 34 SGD_SM2_1 H.ik,
pBlob [OUT] i& ol ECC A A% IR 451

iR [l i SAR_OK; B
HoA . R,

. AR R T AR
7.6.12 B ECC iz =45t

JE A ULONG DEVAPI SKF_ImportECCKeyPair (HCONTAINER hContainer, PENVELOPE-
DKEYBLOB pEnvelopedKeyBlob)

Uit F A ECC AFAEAXT .

28 hContainer LINT %4 5 f RO A
pEnvelopedKeyBlob  [IN] 52 {47 i fi 4% 2 1 %

RIEE  SAR_OK:  pI.
HoAtl - Gt N

i PR SR A P AR .

7.6.13 ECC %2
JR 7Y ULONG DEVAPI SKF_ECCSignData (HCONTAINER hContainer,BYTE « pbData,
ULONG ulDatal.en, PECCSIGNATUREBLOB pSignature)

ECC# &4 . R ECC Bk M s E R H] hKey, x5 & £ dli pbData 7 8UF 2 4. &
25 45 AT CE) pSignature H,

h=d
&
2L
(%:

2 hContainer LIN] BRI
pbData CIN 152 45 1 £ 4
ulDatal.en LIND R 25 24 8O B2 L /N T3 ARG
pSignature LOUT] & &1,
28
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SAR_OK:  m¥j.
HoAh . BRI

i BURZR B P AR,
A M R B i 2% . A SM2 BRI R A B S TR S 40t SM2 & 4 T AL B 45 AR, T
Ab# i G GB/T 35276,

7.6.14 ECCEZE

b

N

i [ {EL

ULONG DEVAPI SKF_ECCVerify (DEVHANDLE hDev, ECCPUBLICKEYBLOB *
pECCPubKeyBlob,BYTE * pbData, ULONG ulDatal.en, PECCSIGNATUREBLOB
pSignature)

H ECC A8 5P AT 30 %5 .

hDev LIND B4 A .
pECCPubKeyBlob  [IN] ECC A% 45H# .
pbData [IN 19 56 90E 25 24 10 BB .
ulDatalen LIN] #m KB,
pSignature LIN] FRERIE2E 44 18 .
SAR_OK; i

HoAth - B IRAG

B ABE N RS BRI 2R . M SM2 Bkt L % A B O A 2 B 403 SM2 45 47 AL B Y 45 R L T
Ab P IS AR S GB/T 35276,

7.6.15 ECCEmBHESHSIEZH

JR 7Y

iR [ {E

ULONG DEVAPI SKF_ECCExportSessionKey (HCONTAINER hContainer, ULONG ul-
Algld, ECCPUBLICKEYBLOB * pPubKey, PECCCIPHERBLOB pData, HANDLE * ph-
SessionKey)

A 25RO AN ER A B % = 4

hContainer LIN] 2 a8 A0,

ulAlgld CINT 235 % H1 5k hn il
pPubKey CIN At A B~ BHE5 1
pData [OUT] &l 8% .

phSessionKey LOUT] &b,
SAR_OK:  #i¥,
HoAth - PR

7.6.16 ECC 4pSEA$AIN =

JR 7Y

ULONG DEVAPI SKF _ ExtECCEncrypt ( DEVHANDLE hDev, ECCPUBLICKEYBLOB *
pECCPubKeyBlob, BYTE % pbPlainText, ULONG ulPlainTextlLen, PECCCIPHERBLOB
pCipherText)

it FHAMER 15 AR ECC 238150 i A K0 450 25 iz 5 01 i s 45 2L

hDev CINT 35 48 AT H
pECCPubKeyBlob  [IN] ECC A $H%R 45
pbPlainText CIN) 35 0% f) B SCH00%
ulPlainTextLen CIN] 5 0% B SCRs R 2

29
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pCipherText [OUT] %384 .
iR A {E SAR_OK; B,
Hopth - FEIREG

7.6.17 ECC 4pkFASRFR

Jii 72l ULONG DEVAPI SKF_ExtECCDecrypt (DEVHANDLE hDev, ECCPRIVATEKEYBLOB *
pECCPriKeyBlob, PECCCIPHERBLOB pCipherText , BYTE % pbPlainText » ULONG * pul-
PlainTextlen )

TiRediak (AN RAL AR ECC FASH X iy A KIS Gk e 25 i 53 0 i by 25 21

S8 hDev LINT & h)H

pECCPriKeyBlob [INT] ECC #A4H 5H 25 #4 .
pCipherText LIN 7R fif 45 1) 5 SO
pbPlainText [OUT] & [n] B SC 8045 , an 3% 2% NULL, | /g1 pulPlainTextLen &

(o] B SRR i 1) S PR RE
pulPlainTextLen [IN,OUT] #ij AB3F/8 pbPlainText 4% wr X 1 K B, i H B &7 B S5k

PN N
REME  SAR_OK:  mII,
HoAh . B R .

A BRSO T R AN O T BRI B R 55

7.6.18 ECC 4p3eFAEHZ 2

Y ULONG DEVAPI SKF_ExtECCSign (DEVHANDLE hDev, ECCPRIVATEKEYBLOB *
pECCPriKeyBlob,BYTE * pbData, ULONG ulDatalen, PECCSIGNATUREBLOB pSign-
ature)

ThReftiR (AN AL AR ECC FABH X iy A B 18055 44 13 014y 45 21 .

24 hDev LINT B mIAn
pECCPriKeyBlob [IN] ECC FA4AEIE 454 .
pbData CIN 728 4 Hdli
ulDatalen CIN 1 2 22 Hodl i B2
pSignature [OUT] & 414 .

RIEME  SAR_OK:  py,

Hopl : B IRAG

T BB TSRS AR, Ml ] SM2 B R L% i A S S 7 2 KIS &0t SM2 45 & AL B &5 IR
ik B AR B 4E GB/T 35276,
FE 20 AR PR B T AR R AN B TS R A S IR 5 .

7.6.19 ECC 4P RAPHE

JER A ULONG DEVAPI SKF_ExtECCVerify (DEVHANDLE hDev, ECCPUBLICKEYBLOB *
pECCPubKeyBlob,BYTE % pbData, ULONG ulDatal.en, PECCSIGNATUREBLOB pSig-
nature)

Draedtiik  AMERAT HAZ AR ECC A8 % 24 ik

e hDev LIND & 45 mh .

pECCPubKeyBlob  [IN] ECC A 4H¥HE 2451 .
30
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pbData CIND o o k4l
ulDatal.en CIN fR 50 F 508 1 1 R
pSignature LIN] &% 1H.

BEME  SAR_OK: .
Hopy A

T AR R AR R AR . 2 SM2 B i A B S R A B 28 0 SMI2 & 47 T AL B 45 AL, T
Kb 3 IS A G GB/T 35276,

7.6.20 ECC &£ ZAMhES#HH % H

JE A ULONG DEVAPI SKF_GenerateAgreementDataWithECC (HCONTAINER hContainer,
ULONG ulAlgld, ECCPUBLICKEYBLOB % pTempECCPubKeyBlob,BYTE % pblID,UL-
ONG ullDLen, HANDLE % phAgreementHandle)

UigediR A ECC %9 UMy 50k, v 2% % B 7™ A= DR T 280 38 [l it iF ECC %35 81 X 1 23 81 I

P3RS A A

ZH hContainer [IN] A 4550140 .
ulAlgld [IN] il E BRI,
pTempECCPubKeyBlob [OUT] k& ikt ECC 2A4H.
pbID [INT %875 [ 1D,
ullDLen [IN] &&J7 ID K, AR T 32,
phAgreementHandle [OUT] iR vl #4925 47 i A AW .

iR [AE SAR_OK: B
HoAts - FERAY

o A D L D I 2 A 9P A R
7.6.21 ECC =4 MhEHEAMHESIEEH

JE A ULONG DEVAPI SKF_GenerateAgreementDataAndKeyWithECC(
HANDLE hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB %  pSponsorECCPubKeyBlob,
ECCPUBLICKEYBLOB %  pSponsorTempECCPubKeyBlob,
ECCPUBLICKEYBLOB %  pTempECCPubKeyBlob,
BYTE % pbID, ULONG ullDLen,BYTE x pbSponsorIlD, ULONG ulSponsorIDLen,
HANDLE x phKeyHandle)
Uikediik M ECC A MR % A MRS BT R S %W . M thilm ik ECC %X A4, 7f &

(] 77 A= 1) 25 BH A A

ZH hContainer [IN] A #5571H0 .
ulAlgld [INT il w g5k in il
pSponsorECCPubKeyBlob [IN] k&5 ECC N,
pSponsorTempECCPubKeyBlob [IN] % it 5 s it ECC 2341 .
pTempECCPubKeyBlob COUT] wi Ji 7 1 i if ECC 234 .
pbID CIN mi )iz J5 i) 1D,
ullDLen [IN] ma R 5 ID B K, RN KT 32,
pbSponsorID [IN] &7 1D,
ulSponsorIDLen [IN] &7 ID WK E, AKT 32,

31
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phKeyHandle LOUT J 3 [1] By X B 5 10k 25 BH A A
BIEME  SAR_OK:  mI.,
oAl » iR,

S+ AR BRBCH IR 5 U T
7.6.22 ECCitELIEZS

Al ULONG DEVAPI SKF_GenerateKeyWithECC (HANDLE hAgreementHandle,
ECCPUBLICKEYBLOB %  pECCPubKeyBlob,
ECCPUBLICKEYBLOB % pTempECCPubKeyBlob,
BYTE % pbID,ULONG ullDLen, HANDLE x phKeyHandle)

DhResiak (M ECC %9 U R 51 . T A B Bir g /m A R0 1 5 1) B 7 2 800 5 25 05 B () Ao [l

UL R .

ZH hAgreementHandle LIN 25 EH U R A4
pECCPubKeyBlob [INT Ah#B % A B mi i 77 ECC A8 .
pTempECCPubKeyBlob [ IN] &R &B%i A i i 7 i B ECC 2% .
pbID CIN ma piz 5 A 1D,
ullDLen CIN ma i 75 ID K BE A KT 32,
phKeyHandle LOUT] & [n] () % BH )4

R’EME  SAR_OK: J .
HoAls - PR

S DN I AR A AR R N 1 P R 2 RO AR SRR T R A . T R AR GB/T 35276,
7.6.23 itH IKE TEZH

J A int SKF_GenerateKeywithIKE (
HANDLE hSessionHandle,
BYTE * pucSponsorNonce,
UINT uiSponsorNoncel.ength,
BYTE * pucResponseNonce,
UINT uiResponseNoncel.ength,
BYTE * pucSponsorCookie,
UINT uiSponsorCookiel.ength,
BYTE * pucResponseCookie,
UINT uiResponseCookiel.ength,
UINT uiPrfAlglD,
UINT uiKeyBitsD,
HANDLE phKeyHandleD,
UINT uiKeyBitsA,
HANDLE phKeyHandleA,
UINT uiKeyBitsE,
HANDLE phKeyHandleE);
fediigk A TKE —Bir Be (FRD S #8453 2 /9 B 4 H R S 80T 5 TKE TR [ k& AR % 4
P
28 hSessionHandle[ in ] 55 2% BT 0 2 UG A AR
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pucSponsorNonce[ in] %A nonce FRfar EA
uiSponsorNonceLength[ in | % HLJ7 nonce AT EWMRKE F
pucResponseNonce[ in | M W 75 nonce Zk fif F 44K
uiResponseNonceLength[in] WL /5 nonce & fif 44 K
pucSponsorCookie[ in ] Y IT cookie
uiSponsorCookielength[in ] Y% TIT cookie K FF
pucResponseCookiel in ] i W 75 cookie
uiResponseCookielLength[in]| i J5 cookie { &
uiPrfAlgID[in] PRF # g hrif
uiKeyBitsD[ in] iR A SKEYID_d % 4H K &
phKeyHandleD[ out | i [\ ) SKEYID_d %5 %A )
uiKeyBitsA[in] iR A SKEYID_a %4 K &
phKeyHandleA[ out | iR B ) SKEYID_a %43 a4k
uiKeyBitsE[in | R A SKEYID_e Z8K &
phKeyHandleE[ out ] R [ SKEYID_e % 4H A 4
I [A] L 0 ]
4k 0 I 3 [ R AR

i IKE - B (EBEADOBEB 3AME 4 X EEMN)GE. S 5BEMNNF & A BHA SRS 852 TEE
SKEYID_d,SKEYID_a,SKEYID_e, IKE —B B (FHF) 5 IKE T/EZH SR L GM/T 0022, i A i 2%
HSEAENF 5 Ni_b Nr_b,CKY-I1.CKY-R, & 1] ) % $H i # 7 9 SKEYID_d . SKEYID_a,SKEYID e,

7.6.24 & IKE T/EZHFBANE ECC AHMZEH H

e A int SKF_GenerateKeywithEPK_IKE (
HANDLE hSessionHandle,
BYTE * pucSponsorNonce,
UINT uiSponsorNoncel.ength,
BYTE * pucResponseNonce,
UINT uiResponseNoncel.ength,
BYTE % pucSponsorCookie,
UINT uiSponsorCookielLength,
BYTE * pucResponseCookie,
UINT uiResponseCookiel.ength,
UINT uiPrfAlglD,

UINT uiEccAlgID,
ECCrefPublicKey ¥  pucPublicKey,
UINT uiKeyBitsD,
ECCCipher % pucKeyD,

HANDLE phKeyHandleD,
UINT uiKeyBitsA,
ECCCipher * pucKeyA,

HANDLE phKeyHandleA,
UINT uiKeyBitsE,

ECCCipher * pucKeyE,
33
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i [ {EL

HANDLE phKeyHandleE) ;
i 1 IKE — By Bt (820 s 8045 2 2% 1 H A S 8018 IKE TAE% 4, 3 A ECC 2
BRI & i o TR B SR [ A 5 BH A A

hSessionHandle[ in ] 5515 4% 3 57 1) 23 4 ) A
pucSponsorNonce[ in] K TT nonce F faf F K
uiSponsorNoncelength[ in ] &7 nonce Ffif FARK E

il W 75 nonce Zk faf 44
Wi B J7 nonce #Ffaf 44 K 3

pucResponseNonce[ in |

uiResponseNonceLength[ in]

pucSponsorCookie[ in ] % TIT cookie
uiSponsorCookiel.ength[ in] KT cookie K FF
pucResponseCookie[ in ] M v, 5 cookie
uiResponseCookiel.ength[in] W% J5 cookie ¥ i
uiPrfAlgID [in] PRF & #ERiH

uiEccAlgID[in ]
pucPublicKey[ in ]
uiKeyBitsD [in]
pucKeyD[ out |
phKeyHandleD [out]
uiKeyBitsA [in]
pucKeyA[ out |
phKeyHandleA [out]
uiKeyBitsE [in]
pucKeyE[ out ]
phKeyHandleE [out]
0

k0

A ECC 28 M 3L FR R

B B AR ECC A 404544

IR A SKEYID_d %45 K fiF

v X A8 £ T A7 0GR 1) SKEYTD_d %5 £ %% C
R [ () SKEYID_d % $H 4R

R SKEYID_a %81 K &

Z b X AR L T AEHGR 1) SKEYID_A % 4% 3¢
IR A SKEYID_a %540 A1)

IR A SKEYID_e %540 K i

e X AR £ TAAHGR B SKEYID_E % %% SC
IR [ () SKEYID_e % 4 5] f

]

I, 3R L R AR

E: IKE —Br B (EREOHEE 3 AHE 4 XSG, 2 5850007 % 8 8 1A &8 55 28 TR % 9

7.6.25

J 7

34

SKEYID_d,SKEYID_a,SKEYID_e, IKE —rBt (FEBIZO 5 IKE TAE® 80l 2 W GM/T 0022, %y A ) %
S AL A Ni_b Nr_b,CKY-I1,CKY-R, i& 7] [ 25 44 %% SC & % £H A1) A #2 L J7 24 SKEYID_d, SKEYID_a,
SKEYID_e,

& IPSEC £iE %A

int SKF_GenerateKeywithIPSEC (
HANDLE hSessionHandle,
BYTE
UINT
BYTE
UINT
BYTE
UINT
BYTE
UINT
HANDLE phKeyHandle,

% pucProtocollD,
uiProtocollDLength,

* pucSpi,

uiSpil.ength,

* pucSponsorNonce,
uiSponsorNoncel.ength,
* pucResponseNonce,

uiResponseNoncelLength,
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i IKE B BE (O M B R B )G .5
.

7.6.26

JR 7Y

UINT uiPrfAlglD,

UINT uiKeyBitsEnc,
HANDLE phKeyHandleEnc,
UINT uiKeyBitsMac,
HANDLE phKeyHandleMac) ;

il ] IKE ZBir B CHei A 20 22 45 2 19 % 9111 55 2 805 IPSEC £

AN
hSessionHandle[ in]]
pucProtocollD[ in |
uiProtocolIDLength[in]
pucSpi [in ]

uiSpiLength [in]
pucSponsorNonce[ in |
uiSponsorNoncelLength[in ]
pucResponseNonce[ in]
uiResponseNonceLength[in]
hKeyHandle[ in]
uiPrfAlgID [in]
uiKeyBitsEnc [in]
phKeyHandleEnc[ out |
uiKeyBitsMac [in ]
phKeyHandleMac[ out ]

0

E[30)

B 2 U AT T SR A A R Y £

A

it & IPSEC

53 g r 1 2 TE AR
PP 1D

PR ID

LB HR | SPI
LESHRT| SPTKE

K #2J5 nonce # faf F A
KT nonce i faf ALK E
Wi % 5 nonce & faf FAK

M % 75 nonce X fif FIAR K JE
i A B SKEYID_d 2 47/ i
PRF kbR iR

3 [ ) Fonn 8 o B K

A& [ ) For 48 2 B ) A

IR [F] 1 25 3 0 B A B

IR (0] (1 25 3 9 AR A

)]

SR 3R (R AR

SIERAF HINE ECC NAMBH H

int SKF_GenerateKeywithEPK_IPSEC (
HANDLE hSessionHandle,

BYTE
UINT
BYTE
UINT
BYTE
UINT
BYTE
UINT
Void

UINT

* pucSpi,
uiSpilength,

uiPrfAlgID,

* pucProtocollD,
uiProtocollDLength,

* pucSponsorNonce,
uiSponsorNoncel.ength,

* pucResponseNonce,
uiResponseNoncel.ength,
* phKeyHandle,

538 15 M U7 45 B JH A sk 8, 7155 IPSEC &
IKE — B B (P i 20O 11 3 IPSEC 4

GB/T 35291—2017

SR L IR B IR

S0

iH %S T

S F ML RN GM/T
0022, 55 A B % 50 2 5042 I /5 24 protocol \SPT.Ni_b, Nr_b. i [0] () % 47 ) #6422 007 0 i 28 5 A f 2w 40 . A
PREUTEAE 7.6.23 315 IKE T 1E % 41 R 8008 1 2 5 V8 148 12 o 80K 111 19 2% 8 A Al 2 — (SKEYID_dD fE R

1R 2 BRhttps://t.zsxg.com/JmiaeUR
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UINT uiEccAlgID,
ECCrefPublicKey ¥  pucPublicKey,
UINT uiKeyBitsEnc,
ECCCipher % pucKeyEnc
HANDLE phKeyHandleEnc,
UINT uiKeyBitsMac,
ECCCipher % pucKeyMac
HANDLE * phKeyHandleMac) ;
ik i TKE Z B B CHe s 50O 32 4 453 21 19 % 81 1H 53 2 80 5 TPSEC 245 % 81, Of F Ah
ECC 22 8 i i3 [8) B 3 18] 25 35 %5 B A 4
S5 hSessionHandle[ in ] 515 £ S H) & 1 )R
pucProtocollD[ in]] MY ID
uiProtocolIDLength[ in] il ID K B3F
pucSpi [in] % ZHE G| SPI
uiSpiLlength [in] LRBHFET| SPTK
pucSponsorNonce[ in] % J5 nonce ZK 1A A
uiSponsorNoncelLength[ in ] KT nonce 38 faf FARK BE
pucResponseNonce[ in ] i) 3 77 nonce R faf &
uiResponseNonceLength[in] W J7 nonce Z faf 44 J&F
hKeyHandle[ in ] iAW) SKEYID_d % 8 /5] 4%
uiPrfAlgID [in] PRF 5k AR R
uiEccAlgID[in] SR ECC 244 i S AR 10
pucPublicKey[in ] i AR AR ECC A5
uiKeyBitsEnc [in ] 1R [B] B0 2% 2% S A
pucKeyEnc [out ] Gz P X A& H T A7 IR ] 4% %% 41 2% S
phKeyHandleEnc[ out ] iR (5] () Jin 2% 2% 4 ) A
uiKeyBitsMac [in ] 1R ] f R K
pucKeyMac [out] P IXFREN T T HGR [ R 48 55 4H 2% 3
phKeyHandleMac[ out | IR [0 f 4 125 2% 41 ) A
REME 0 ]
k0 I, 3B A R A

. IKE ZBir Be CHUGH AR 20O 14 1858 158 AR » 2538 15 19 W5 4% 11 98 A AR o 3, 3157 IPSEC &G % 9. 3% A T
B LR B AR T o2 B R 23 %40 . IKE B B (e #0318 IPSEC &3 %41 mo it 2 W GM/T
0022, % A 1995 59 2 838 ¥ 9 protocol \SPT,Ni_b, Nr_b, 1& [ {1y %5 45 %5 3¢ F1 85 95 /00 4 #2259 Jim 85 % 48 i 2=
B T TS R R . AN BRECTAE 7.6.23 1142 IKE T AF %5 99 56 500 T =2 05 8 1, 0644 1% o6 B0& 8 # 2 4
A2 — (SKEYID_DE R A .

7.6.27 i+&E SSL TIEZ 4
J A int SKF_GenerateKeywithSSL (
HANDLE hSessionHandle,
BYTE * pucKeyPreMaster,
UINT uiKeyPreMasterLength,
BYTE * pucClientRandom,
36
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UINT uiClientRandomlLength,
BYTE % pucServerRandom,
UINT uiServerRandomlLength,
UINT uiPrfAlglD,

UINT uiKeyBitsClientMac,
HANDLE x phKeyHandleClientMac,
UINT uiKeyBitsServerMac,
HANDLE % phKeyHandleServerMac,
UINT uiKeyBitsClientEnc,
HANDLE x phKeyHandleClientEnc,
UINT uiKeyBitsServerEnc,
HANDLE x phKeyHandleServerEnc) ;

fili I SSL #2 T Pp 845 2 59 B0 32 3% 91 5 S 8058 SSL T AR 41 [Al i 2 (8] T A5 41 A A

hSessionHandle[ in ] 5515 4% 43 5T 1) 23 0 /) A
pucKeyPreMaster[ in | i = %% 4H pre_master_secret
uiKeyPreMasterLength[in ] W EHHKE
pucClientRandom[ in] % 1 i Bt AL &
uiClientRandomILength[in] & v Bl AL
pucServerRandom[ in] It 55 it it 11 45
uiServerRandomILength[in] A% 55 Vi BE HL K
uiPrfAlgID [in] PRF 5k AR N
uiKeyBitsClientMac[ in] B A R A K
phKeyHandleClientMac[ out ] & i A 1 0 A AR
uiKeyBitsServerMac[ in] e 55 iy 2 5 4% AH K B
phKeyHandleServerMac[ out ] K 55 it 2% 125 2% 4H ) A
uiKeyBitsClientEnc[ in] B i R A
phKeyHandleClientEnc[ out | B it T4 2 B A AR
uiKeyBitsServerEnc[ in | I 55 it o 25 %5 BH A
phKeyHandleServerEnc[ out ] I 55 3 Jin %5 4% BH ) A

0 iR

[ M 3R [ R A R

. SSL R T U SUH B A2 B 5805 - 2 5@ A5 007 4 B IR T AS B8, 7HEE SSL A0 3 J2 W AR % 811 1R 1] % 4

7.6.28

JR 7Y

)RR« client_write. MAC_secret (% 1 i 22 1% %% 4) , server_write_ MAC_secret (IR 55 ¥iig 24 2 %5 4 , client_write_
key (% F 3iig %% %6 BH) o server_write_key (I 55 3 N85 % $0) . SSL 1H8 TAE S B 2 W GM/T 0024,

& SSL TEZ$AFHAMNE ECC AEMBHH

int SKF_GenerateKeywithEPK_SSL (

HANDLE hSessionHandle,
BYTE * pucKeyPreMaster,
UINT uiKeyPreMasterLength,
BYTE * pucClientRandom,
UINT uiClientRandomLength,
BYTE % pucServerRandom,
37
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i [ {EL

UINT uiServerRandomLength,
UINT uiPrfAlgID,

UINT uiEccAlgID,
ECCrefPublicKey % pucPublicKey,
UINT uiKeyBitsClientMac,
ECCCipher
HANDLE % phKeyHandleClientMac,
UINT
ECCCipher
HANDLE x phKeyHandleServerMac,
UINT uiKeyBitsClientEnc,
ECCCipher
HANDLE x phKeyHandleClientEnc,
UINT
ECCCipher * pucKeyServerEnc,
HANDLE x phKeyHandleServerEnc) ;

* pucKeyClientMac,

uiKeyBitsServerMac,

* pucKeyServerMac,

% pucKeyClientEnc,

uiKeyBitsServerEnc,

i F SSL 48 T Wpill 45 2 (4 % 91315 S 80158 SSL TAEBH1 . IF FH S ECC 291 % i th

hSessionHandle[ in ]
pucKeyPreMaster[ in |

uiKeyPreMasterLength[ in |

pucClientRandom[ in]

uiClientRandomLength[ in]]

pucServerRandom[ in]]

uiServerRandomLength[ in ]

uiPrfAlgID [in]
uiEccAlgID [in ]
pucPublicKey[ in]

uiKeyBitsClientMac[ in]
pucKeyClientMac[ out ]
phKeyHandleClientMac[ out |
uiKeyBitsServerMac[ in]
pucKeyServerMac[ out ]
phKeyHandleServerMac[ out |
uiKeyBitsClientEnc[ in |
pucKeyClientEnc[ out |
phKeyHandleClientEnc[ out ]
uiKeyBitsServerEnc[ in ]
pucKeyServerEnc[ out |
phKeyHandleServerEnc[ out |

0
e o

)& s: AR iR

i 3= %% 4H pre_master_secret

fER AN S
& i R AL AR
% v B ALK B
1 55 i it AL &
e 55 i il AL A 32
PRF 53k AR R

AR ECC 228 I B b iR
AN ECC A A%

AR AR
Ak

B i Ak 1 1 A A
I 55 i A o o A B2
% 55 i A% 1 5 )

W 55 i 2% 1 5 B M) A
B v 0 o K
B i 0 4 B

5 i 0 B A AR
1 5 S Jon 25 45 B4
i 55 i T 25 %5 91

e 55 S o s 55 11 ) A
i

R 3R [ R AR

. SSL AR F UGN B2 H 58 UR - 2 5l A5 i X054 B TR BREC T SSL g %2 PR IR AR 5 4 91 3R W1 4%

38

3

P

25 SCRN %8 £ A1 A - client_write_MAC_secret (% J7 ¥ifi 42 % % 4 , server_write_ MAC_secret (% 55 i 2% % % 5D »
client_write_ key (& ' ¥iig fill %% %% £, server _ write _key (R 45 ¥ il
GM/T 0024,

W) . SSLOMHE T % A1 R O AR L
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7.6.29 SHAHA

JR Y ULONG DEVAPI SKF_ExportPublicKey (HCONTAINER hContainer, BOOL bSignFlag,
BYTE % pbBlob, ULONG % pulBlobl.en)
ek AL AT EE IS A .

2 hContainer CIN] % BA 25 d Mt
bSignFlag [IN] TRUE £/ $H &4 8 FALSE &n 5 s A8 .
pbBlob [OUT] #51i RSA A8145 k) (RSAPUBLICKEYBLOB) 5% ECC 25145 #)

(ECCPUBLICKEYBLOB) , 1 4 it & % & NULL K}, i pulBlobLen ig [f]
pbBlob K ,
pulBlobLen  [IN,OUT] #ii ABf /R pbBlob £z vl X iy B i 11 B 3878 T 1 A 4544 1

KN,
A EEE] SAR_OK . Y .
HoAlh . FE IR
7.6.30 SALIEZH
JE 7 ULONG DEVAPI SKF_ImportSessionKey (HCONTAINER hContainer, ULONG ulAlgld,

BYTE x pbWrapedData, ULONG ulWrapedLen, HANDLE * phKey)
DIREHE AR T A ST A S A T S A v 8 I 8 AL A il A9 B S R

ZH hContainer [IN] 2484
ulAlgld CINT 235 3150 b il

pbWrapedData [IN] Z S A& IEE P L. BEMN N ECC AR, kS ECCCI-
PHERBLOB % SCUHE 24 2525 5 RSA KRR, 1k S50 RSA 24 &

J& 1y .
ulWrapedLen [IN] &iEBHAECKE,
phKey LOUT] & [a] 2> 1% % 5 A 0A
iR [{H SAR_OK; 3.
HoAth . IR
e BORER T E A AR .
7.6.31 BAXBASIEZEH
JE A ULONG DEVAPI SKF_SetSymmKey (DEVHANDLE hDev, BYTE * pbKey, ULONG

ulAlgID, HANDLE % phKey)
DI 5 B W] SO FR B L R 819 B A A

ZH hDev LINT &4
pbKey CIND #6123 15 % P A 22 vh X
ulAlgID [IND £ if % S H bRl .
phKey COUT] 3R [l 2x i % 47 A 4

iR [ SAR_OK; B
HoAth . FEERAD

S A% BB TINS5 I 2 0 R 55
7.6.32 mEMBL

Ji Y ULONG DEVAPI SKF_Encryptlnit (HANDLE hKey, BLOCKCIPHERPARAM Encrypt-
39
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Param)

AR mEv i . BCE BRI K RIE SR

hKey CIN fin s 25 5 Ao A

EncryptParam  [IN] 7320 % 64 500 A0 OC S 40 WD A6 0] 5 00 46 1) 5K B2 58 U7 v L IO
AL .

SAR_OK: W,

Hopy . B IR

7.6.33 BAHIEME

Je Y

Dy fe ik

and

i [ {EL

ULONG DEVAPI SKF_Encrypt(HANDLE hKey,BYTE * pbData, ULONG ulDatal.en,
BYTE x pbEncryptedData, ULONG % pulEncryptedlen)

B — A3 RN (0 N B AR . S A I B BN s O R AT 0 L Bl o 0 Aol A —
AN 8L N S SCOR A BN 95 € 19 22 o X . SKE _Encerypt HUO6E 84S 3 20 £ 40 98 47 i
% A SKF_Encrypt Z i Wi H] SKF_EncryptInit 1R 40N #% #4F. SKF_Encypt 4%
W F4e i SKF_EncryptUpdate f38 H] SKF_EncryptFinal,

hKey LIN s 2 51 a4

pbData CINC R i 25 580

ulDataLen CINC Fof i 28 B0 K

pbEncryptedData [OUT | % J5 0080 22 vh X5 51, 7T LA NULL, H T 35645 0% J5 204
KB,

pulEncryptedLen [IN, OUT] % A B 7R 45 R 92 v XA B2 L it I 3878 25 SR ABUHR 52 B
KB,

SAR_OK: A .

HoAth - FEIREY

7.6.34 ZAHFEME

J 7

e fi ik

i [] fE

ULONG DEVAPI SKF_EncryptUpdate (HANDLE hKey, BYTE * pbData. ULONG ul-
DatalLen,BYTE % pbEncryptedData, ULONG % pulEncryptedl.en)

A AR A B . TR 22 05 % 0 8 BOHE R AT A L 0D 2 R L 2
Oy N 5 ) SCARAT BE g2 o X . SKF_EncryptUpdate Xt 22443 21 8040 2F 17
% 1 SKF_EncryptUpdate Z §f, W 98 ] SKF_EncryptInit ] 45 16 i % # 4 5 75 9 1
SKF_EncryptUpdate 2 J5 , . 8 [l SKF_EncryptFinal 455 hn1 % #:4E .

hKey CIN] o 2% 1 A0 Al
pbData CIN A Jin 2% 5
ulDatalen CIN 7 Jon 2 B0 K

pbEncryptedData  [OUT ] Jin % J5 %504 22 o X 46 51
pulEncryptedLen  [OUT] 3% [8] i % 5 3548 K %
SAR_OK; B
HoAth . FERAG

7.6.35 ZRmME

Ji Y

ULONG DEVAPI SKF_EncryptFinal (HANDLE hKey,BYTE x pbEncryptedData, UL-
ONG * ulEncryptedDatal.en)
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LR Ao AUECE B9 I R IR AR N 4528 . Yo E i SKE_EncryptInit ) 46 16 I % #45
T8 SKF_EncryptUpdate X 2443 41 5048 #5475 0 %, e J5 V8 Fl SKF_EncryptFinal 25 3
A YLBCHE 1 %
28 hKey CIN Jin s 2 51 oA

pbEncyptedData LOUT] &5 Mg nhIxX ,

ulEncyptedDatalLen [OUT] IN&E 45 R E,
iR [AE SAR_OK; W,
HoA AR,

&
=
2t
>

7.6.36 fREMWEML

Ji 7Y ULONG DEVAPI SKF_Decryptlnit (HANDLE hKey, BLOCKCIPHERPARAM Decrypt-
Param)

Uifeiid AR E Y R AL 1R B AR A XS4k, M SKF _Decryptlnit Z J5 . W] LLiE H SKF_De-
crypt XA 3 A BG4 T i % AT DL 2 WG A SKE _DeceryptUpdate 2 J5 £ 34 H] SKF_
DecryptFinal 58 B 224> 43 20 2080 1) i %

28 hKey CIN fifg %% % B A1 Aw
DecryptParam  [IN] 4325 %5 % 553 A OC 2880 W) 4R ] & W00 46 1) 3 4G B8 VSB35 vk L R At Ml
MR .
iR [a{E SAR_OK; W,
HoA AR,

7.6.37 BAHIEMRE

Jii A ULONG DEVAPI SKF_Decrypt(HANDLE hKey, BYTE * pbEncryptedData, ULONG
ulEncryptedLen,BYTE % pbData, ULONG % pulDatal.en)

TIRefiag A dUBCHE I R e . T S A5 7 0 8 R BOHE R AT A RO R R B R —
A4 R S W ] SCOR A7 BN 48 2 1 vh X . SKE _Decrypt HXF 54N 43 41 £ 408 #E 17
% AEWH SKF_Decrypt Z i » i 8 ] SKF_DecryptInit %] 45 {6 % #5:4F . SKF_Decypt 5§
# T4 SKF_DecryptUpdate 38 A SKF_DecryptFinal,

ZH hKey CIN fie 2% 25 B MO Al
pbEncryptedData LIN 7o fiff 2% H50 8
ulEncryptedLen CIN 7R fif 25 O 2

pbData COUT] 45 1l i % i 005008 22 o K48 £ 24 9 NULL i 7] 3R 45 %
4 R I

pulDatalen CIN, OUT ] i Ak 2 7 45 JE B0 % ol DX B i ) s 2 7 45 SR B8l
PR

iR [AE SAR_OK: R,
HoAth FEIRAY

7.6.38 ZHEHEMHE

J Y ULONG DEVAPI SKF_DecryptUpdate (HANDLE hKey, BYTE % pbEncryptedData,
ULONG ulEncryptedLen,BYTE % pbData, ULONG * pulDatal.en)
DR R A AE I PR . IS R ik %5 A 0 98 BUHE R AT R L WO U L 2
I3 iR IS B W SCORAE B 48 8 1 92 oh X, SKF_DecryptUpdate X} £ 4> 7 21 £ 4l 17
41
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fift %25 . 7EVH J§ SKF_DecryptUpdate Z i » I 8 J§ SKF_DecryptInit ) 454k fift % #24F s 7298
SKF_DecryptUpdate ZJ5 , v & ] SKF_DecryptFinal 45 58 fig 28 #:4F ,
2R hKey CIN i 25 %% BH m) A
pbEncryptedData [IN] 13 fiff 25 50405 .
ulEncryptedLen  [IN] % BIE K.

pbData LOUT] 48 1] fif % J5 (0 85080 22 v X 46 5L
pulDatal.en LINL, OUT] % A B3R5 45 800 92 v XA B2 it i 3R 25 SR 8080 52 B
KB,
iR [ SAR_OK; B
HoA . R,

s}

7.6.39 HRBEE

JE 7Y ULONG DEVAPI SKF_DecryptFinal (HANDLE hKey,BYTE = pbDecryptedData, UL-
ONG * pulDecryptedDatal.en)

e R G5 RZ A o0 B 10 % . S5 SKE _DecryptInit ) 4h 16 % %5 45 4 . #4598 1] SKF_De-
cryptUpdate X 24~ 53 2H 848 FE 47 % 55 8 J SKF_DecryptFinal 25 5 £ 4> 43 2 040 1)

24 hKey CIN i 2% %5 9 m) d
pbDecryptedData LOUT] ¥ m s a5 R 2 v X, i R ik 2408 NULL B, H pul-

DecryptedDatal.en i [B] i 25 45 W i) K
pulDecryptedDatalLen [IN,OUT] % AW}~ pbDecryptedData 4% i [X 1 & B, iy H B9 38

IR RNKE,
iR [ SAR_OK. B .
HiAth . RN,
7.6.40 HRIENBWL
JU ULONG DEVAPI SKF_Digestlnit (DEVHANDLE hDev, ULONG ulAlgID, ECCPUB-

LICKEYBLOB * pPubKey,BYTE * pucID,ULONG ullDLen, HANDLE * phHash)
IIREH AR WA P T R R SR TR AR

ZH hDev [IN 34 4215 45 I3 (] 1) 15 4 MDAV .
ulAlgID [IN 250 2% Bk bR il .
pPubKey [IN] &2 &8, 4 ulAlglD 25 SGD_SM3 B %4 .
puclD LIND &4 %19 1D {8, 24 ulAlgID iy SGD_SM3 B A%,
ullDLen LIN] Z 4% ID MK, Y ulAlgID 2§ SGD_SM3 B A 44,
phHash LOUT] %% 2% 1% X 5 4] 4

iR [EIE SAR_OK; B .
oAt - R,

iE: 2 ulAlgID 2 SGD_SM3 H. ullDLen A4 0 FBL T pPubKey.puclD A . 44T SM2 FHiL 2 4 FAL 3L 1 #4F .
SRR B GB/T 35276,

7.6.41 BAHFEZHRE

JE A ULONG DEVAPI SKF_Digest (HANDLE hHash,BYTE x* pbData, ULONG ulDatalen,
BYTE % pbHashData, ULONG % pulHashLen)
42
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DiReHiAR  xF e — a2 I B AT AL A . T SKF_Digest Z i, i i ] SKF_DigestInit 4]
o fl 5T e e 1B A . SKF_Digest % 1 % % 8 SKF_DigestUpdate 2 J5 1598 1
SKF_DigestFinal,

S8 hHash CINT %505 2 % X R AIhi
pbData LIN 48 i in 2 8l iy 22 vh X
ulDatal.en LIN B 54 i K B
pbHashData [OUT] %51t 7% 28 K dls 2% vh X 38 41, 4 1k 2 80 NULL B, B pul-
HashLen i& [7] % fith 4% 2 25 S 1 K B2
pulHashLen LINL,OUT ] iy A BF 275 45 SR AR 92 i X R i ) I 2 7 45 R AR
SR KEE .

iR [l SAR_OK. I .
HoAth AERED

7.6.42 SHEHIEZBIRE

JE A ULONG DEVAPI SKF_DigestUpdate (HANDLE hHash, BYTE #* pbData, ULONG ul-
Datal.en)

Tigediiik Xk 2 Ao s B T A A g it . 98] SKF_DigestUpdate ZHij , ML ] SKF_Diges-
tInit ¥ 45 1k BB 05 22 55 ¥4 s 8 ] SKF_DigestUpdate 22 5, W 8 ] SKF_DigestFinal
WA A AR

ZH hHash CIN 2505 2 i X Qa0
pbData CINC 48 1) 7 2 B0Hs 1 22 X
ulDatalen LIN] H BB,

iR [I{E SAR_OK. .
HoAt - PR

7.6.43 HRZFRIEE

J 7 ULONG DEVAPI SKF_DigestFinal (HANDLE hHash,BYTE * pHashData, ULONG x
pulHashlLen)

REMR BRI E BB I T AR R e B 4 R R A B E R S P X

28 hHash CIND 2t 44 X G2 ) A

pHashData LOUT] i& 0] ) 2 55 7% 25 4% H 2% v X $5 &1, @ SR i 2 %0 NULL B, i1 pul-
HashLen i& [ Z4 = 45 WA K JE
pulHashLen  [IN,OUT] fij AW} 375 245 45 2% o X 09 K B, B i s 3 7 2 i % 128 445 2

B
A EEE SAR_OK . .
HoAth FERT

¥ . SKF_DigestFinal 1 7£ 8 J§ SKF_DigestUpdate Z Ji5 i J .
7.6.44 HEXFBZEMBENK

JR Y ULONG DEVAPI SKF_Maclnit (HANDLE hKey, BLOCKCIPHERPARAM % pMacParam,
HANDLE * phMac)
TIRediiak AR AT B A I T S R A B T B B S R Y T 2 Ok [ R B A
28 hKey CINC T 53000 25 0 5 1) %8 BH g A
43
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pMacParam CINT 8 BIETH 5 A G S B AR W06 1) i W06 1) i B SR T iR 4%

phMac LOUT] 74 B % 5465 X5 4 a) 4 .
3% 8] i SAR_OK. .
HoAl RS,

e THE KRR 2 U Bk 9 CBC B R I 25 2R 1 d s — B D B 2R . I 0 M0 O R R
R 2 BRI AR 1 T RS A R I T

7.6.45 BAHEHEBLEINBIZE

JE A ULONG DEVAPI SKF_Mac(HANDLE hMac, BYTE % pbData, ULONG ulDatal.en,
BYTE x pbMacData, ULONG x* pulMaclLen)
Ttk SKF_Mac 1158 80— 75 20 5040 101 2 4 0 14

BH hMac CINC VA B 5 i g A
pbData CINT 48 m R 3t S 5 iy 22 i X

ulDatalen LIND Rt s K .

pbMacData LOUT] #5858 Mac 538, iR ik 248 NULL A}, i pulMacLen
R 3B S Mac 45 R A K.,

pulMacLen [IN,OUT] %y AW /R pbMacData 25 ol X B9 K &, iy H B £ 78 Mac 45

MK,
% B SAR_OK: 'R
HiAth . GRS,

7. WA SKF_Mac Z 8, i 8 ] SKF_Maclnit #7446 75 5 2% 5531 3 8 4E . SKF_Mac % F £ K SKF_Ma-
cUpdate Z J& 98 ] SKF_MacFinal,

7.6.46 ZAHBHBLANBIZHE

JF A ULONG DEVAPI SKF_MacUpdate(HANDLE hMac,BYTE * pbData, ULONG ulDatal.en)
DhReHAR  THR 2 A e A Y T R R
R hMac CIN 5 A5 A A
pbData LIN $51) Rp it Bl p 22 v X
plDatal.en CIN it S8 K
iR B {H SAR_OK: .
oty - HERAD

i A SKF_MacUpdate Z Hij , i i i SKF_Maclnit #7 4546 715 B 4% 908 B ¥ 0E s 78 A SKF_MacUpdate Z )5 . h
P SKF_MacFinal 5 58 24~ 43 4150056 (1 14 8 48 0 i 1T B 3 e

7.6.47 #RHEHBEFWEEZE

J R ULONG DEVAPI SKF_MacFinal (HANDLE hMac,BYTE % pbMacData, ULONG * pul-
MacDatal.en)

TIResiR SR 2 o0 AU n I B A A SRR

X hMac CINC 79 5 5 e ) A
pbMacData COUT] 45 i 2 % 5085 1) 22 o X, M itk 2408 NULL B, i pulMac-

Datalen 1 [0 {4 5L %6 51 % 3% 9] 9 4< 52
pulMacDatalen — [OUT] 3 F B 375 11 548 51 55 2 i IX A9 di KR BE 3% (9] 9 5 26 501 1 119
KE,
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iR Bl {E SAR_OK.; B,
HoA RS,
i¥: SKF_MacFinal i £ SKF_MacUpdate 22 J5 ¥ .

7.6.48 XAZTHLMKAM

JE Y ULONG DEVAPI SKF_CloseHandle(HANDLE hHandle)
DIRERE AR JCP 2 ih % 4 B A 4 LT B S RS X 42 (ECC %5 4H Bl 7 S5 A0 A
28 hHandle LIN ZEC P I X 2 A4 .
REME  SAR_OK. i
HoAth - RS

8 BREMREEXK

8.1 ‘E&HMEMAMEK

VLA B 23 P B B
a) BB B T T B A AR BT A I B B BRAE B A DGR B A B B A B 4R A A
A5 L A ER AT

by BB B C R TN A B s E AR Y BE . 7EBLEY B, AT HEAT BT A B A
8.2 MMRE®E
8.2.1 1BRH K

FLBR 73S0 2 AR+ 1 ASCBR A B B3 A BR

Q) B BRI B A AR AR A B A AR

by JHPALER P PIN i 86 ik 5 5 s AR A P AR T AR UV 1 B 7 19 B

o EREGALRR A BB PIN 8 56 ik i 5 L B AR A B SRR A B BBCER RV T L R AR
I

8.2.2 REHR

AR B 8 JH AT LA 20K

a) B AR TR AT IR B R i w5 AR B 5

b) B A A A T AR

o) SO B A R AE A 1 I E 5

d) SO A BRAE B A SO I E

e) AN LG T B AR 5

D Fm PIN ® A B 51 PIN A% 2 B A f R X vk 45, 76 B A B2 I 3 € . 24 40 1E PIN A5 %
YRS B e R H U - PIN 3 RIBE 5

g)  HI PIN B8 f fifp Bl 5 22 A% B 63 A IR 5

h) P PIN A5 A48 B 28 AT A BR L A5 31 61 PIN A 48 30 2048 2 AR .

8.2.3 Z&FINIE

e A PRI A R B3k 7 22 i 0 B B 8 i s 4 A IE
B AL 23 21 3 60 0k i s AR S 1 AT . AER AR AT
15
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a)  BAIEJT A SKF_GenRandom pREU 25 4R B 8 245 B AL AL RND, 3 H 0x00 ¥ HIE 78 &
B o B B A U B DO

b)  HEAIE T % DO fin % 453 2 in #4558 D1, 8 SKF_DevAuthO .4 D1 & 3% E 14 5

o) EAAUE] D1 J5 . 5E D1 & A IER . 1 05 i 8 A A L 75 A A TIE R K

8.2.4 PINBZRLER

a) PIN MK ERDLTF 6 PNFEAT;
b)  PIN RAE R & FIAHE O 2 6] B9 4% far ok R oo N R IR i it B 1 PIN B il 2%
c)  PIN WIEBE &N T AT Nigh S,

8.3 EPREEXK

WP R LR 4 0K

a) BN B BEALEON o B REALEL . AT A BEALE AR ) 2R
b) B A Y 2 T A BE AL

©) PR N A AR R R B A 3 RO R Bk K

A B N TR A R ORI L) By L i ) A A I
e) LA N B PN AL AR ZOR AT 5

D BRA SN B A BE L] SO X AR % 51 5

g) B RPIIAE DA A

hy AR N B FABT AN BE LR AT IE 30 B 4

D MR A I B A R N T A

8.4 WEMMEHENRK
Ve MR s BUAR I8 LB R | 58 AR AR T Y g
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M R A
(FSE M
iR RS E X AN i5 AR

BRI E SCRIBEI] L3k ALL,
x A BHIRKBEXFUA

FA R i SAH 1t
SAR_OK 0x00000000 ALY)
SAR_FAIL 0x0A000001 K
SAR_UNKNOWNERR 0x0A000002 R
SAR_NOTSUPPORTYETERR 0x0A000003 S ZERi0) S
SAR_FILEERR 0x0A000004 SCA AR A iR
SAR_INVALIDHANDLEERR 0x0A000005 TEA I T A
SAR_INVALIDPARAMERR 0x0A00BBBB TR S HL
SAR_READFILEERR 0x0A000007 B4R
SAR_WRITEFILEERR 0x0A000008 ER QLA
SAR_NAMELENERR 0x0A000009 F2 S NE 3
SAR_KEYUSAGEERR 0x0A00000A WA T i i
SAR_MODULUSLENERR 0x0A00000B LAY K BE B 1R
SAR_NOTINITIALIZEERR 0x0A00000C FHI L
SAR_OBJERR 0x0A00000D X} G5l R
SAR_MEMORYERR 0x0A00000E W R iR
SAR_TIMEOUTERR 0x0A00000F EEing
SAR_INDATALENERR 0x0A000010 B AN B K R
SAR_INDATAERR 0x0A000011 i A i
SAR_GENRANDERR 0x0A000012 He T T AL 1R
SAR_HASHOBJERR 0x0A000013 HASH x4 4
SAR_HASHERR 0x0A000014 HASH iz & 4517
SAR_GENRSAKEYERR 0x0A000015 FEE RSA 554 4t
SAR_RSAMODULUSLENERR 0x0A000016 RSA 25 M5 KA 1
SAR_CSPIMPRTPUBKEYERR 0x0A000017 CSP IR %5 5 AN S48 %
SAR_RSAENCERR 0x0A000018 RSA Jin 2 45 1%
SAR_RSADECERR 0x0A000019 RSA fiff 2% 5 1=
SAR_HASHNOTEQUALERR 0x0A00001A HASH {5 7~ H %
SAR_KEYNOTFOUNTERR 0x0A00001B R K
SAR_CERTNOTFOUNTERR 0x0A00001C TEAS A & B
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x® A1 (ZD)

FR o A i
SAR_NOTEXPORTERR 0x0A00001D DO & S
SAR_DECRYPTPADERR 0x0A00001E 8 B AHORD T 1
SAR_MACLENERR 0x0A00001F MAC K S 415
SAR_BUFFER_TOO_SMALL 0x0A000020 XA
SAR_KEYINFOTYPEERR 0x0A000021 B E R
SAR_NOT_EVENTERR 0x0A000022 TCE 1R
SAR_DEVICE_REMOVED 0x0A000023 W BB
SAR_PIN_INCORRECT 0x0A000024 PIN A IE
SAR_PIN_LOCKED 0x0A000025 PIN % 8%
SAR_PIN_INVALID 0x0A000026 PIN 44
SAR_PIN_LEN_RANGE 0x0A000027 PIN K J# 45 i%
SAR_USER_ALREADY_LOGGED_IN 0x0A000028 JAP g5+
SAR_USER_PIN_NOT_INITIALIZED 0x0A000029 BAEVGAHE P 04
SAR_USER_TYPE_INVALID 0x0A00002A PIN 28 AU £ 13R
SAR_APPLICATION_NAME_INVALID 0x0A00002B IV I 44 FR B AL
SAR_APPLICATION_EXISTS 0x0A00002C N H B S AR HE
SAR_USER_NOT_LOGGED_IN 0x0A00002D JHP A B
SAR_APPLICATION_NOT_EXISTS 0x0A00002E N A AE
SAR_FILE_ALREADY_EXIST 0x0A00002F B ST
SAR_NO_ROOM 0x0A000030 2 [N 2
SAR_FILE_NOT_EXIST 0x0A000031 SCEANTEAE
SAR_REACH_MAX_CONTAINER_COUNT 0x0A000032 T35 B e K T LA SR A
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