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H 2 mEE R Gl
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AR SR EE ) GB/T 32905-—2016 %5 i 1Y % A % 22 500, Hofi A2 KB/ T 2% B9 9H B HE AR H i i
RN 256 AR EE(E I8N Hoss ()

AR S b, r AT F 16 R R B 2230 Sk A A 1 AR

AR B s rp L B SR GB/T 1988 i

A2 F, FHEIREEEMBER

MR F R v = 2°+ ax+ b

~B1.F,-192

E4 p .BDB6FAFE 3ESBIDIE 0DASCOD4 6F4C318C EFE4AFE3 B6BS551F

Z ¥ a :BBSESESF BC115E13 9FE6A814 FE48AAA6 FOADA1AA 5DF91985
Z¥b:1854BEBD C31B21B7 AEFC80AB 0ECDI10D5 B1B3308E 6DBF11C1
HEEG=(x,, ;) -HHBicHkn.

MFR 2, :4AD5F704  8DE709AD 51236DE6 SEADABAS  2C836DC6  EA106640
MR v, :02BB3A02 D4AAADAC AE24817A 4CA3A1B0  14B52704 32DB27D2
B » : BDB6FAFE 3ESBIDIE 0DASCOD4 0FC96219 5DFAE76F 56564677
FEI#E n9 % B M :encryption  standard

HE M 16 JEHI£7R :656E63 72797074 696F6E20 7374616E 64617264

B d,:58892B80 7074F53F BF67288A 1DFAA1AC 313455FE  60355AFD
NP, =y, y) N

M FR 2, - 7T9F0A954  7AC6D100  531508B3 0D30A565 36BCFC81 49F4AF4A
AFR v, AE38F2DS  890838DF  9C19935A 65A8BCC8  994BC792  4672F912

T &5 AL SR 1A G

FEAEREHLEC b :384F3035 3073AEEC E7A16543 30A96204 D37982A3 EI15B2CB5
HEMEIML N C, =[k]G=(2,, y):

MR, :23FC680B  124294DF  DF34DBE7  6E0C38D8  83DE4D41  FAOD4ACFS
MFR v, :T0CF14F2  ODAFOC4D  777F738D  16B16824 D31EEFB9 DE31EEIF
FEMG C3EF R RS R SR 7 B g PCllx |y, . Hh PC B —F45 HPC=04 A}iEHN C |,
THREMR & S Py = (x,,5,):

kR o, :5TETB636  23FAE5F0  8CDA468E  872A20AF A03DED41 BF140377
HAFR v, :0E040DC8  3AF31A67 991F2B01 EBFIEFDS 881F0A04 93000603
HE M YRS BE klen =152

I8 t=KDF (z, |y, sklen) :046B04 A9ADF53B  389B9E2A  AFB4A7DI0  F4D08978
5 C,=M®r :610567 DBD4854F 51F4F00A DCCOICFE 90B1FBIC

8 Cy=Hash (x, M|l y,):

z, IMlly,:

57TE7B636 23FAESF0 8CDA468E 872A20AF A03DED41 BF140377 656E6372 79707469
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6F6E2073 74616E64 6172640E 040DC83A F31A6799 1F2BO1EB F9EFD888 1F0A0493

000603

C,:6AFB3BCE BD76F82B 252CE5SEB 25B57996 86902BSC F2FD8753 6E55EF76 03B09E7C

HH® X M=C, C,s1IC, -

04 23FC680B 124294DF DF34DBE7 6E0C38D8 83DE4D41 FAODACF5 70CF14F2 0DAFO0CAD
777F738D 16B16824 D31EEFBY DESIEEIF 6AFB3BCE BD76F82B 252CESEB  25B57996
86902B8C F2FD8753 6E55EF76 03BO9E7C 610567DB  D4854F51 F4F00ADC CO1CFE90
BIFB1C

(- LR

AR S (d s JC = (2, y,):

MFR 2, :5TETB636  23FAESF0  8CDA46SE  872A20AF A03DED41  BF140377

HFR v, :0E040DCS  3AF31A67 991F2B01 EBFIEFDS 881F0A04 93000603

M5 t=KDF (x,|ly, »klen) :046B04 A9ADF53B 389BIE2A AFB47D90 F4D08978

HE M'=C,Dr  :656E63 72797074 696F6E20 7374616E 64617264

5 w=Hash (x, IM'[ly, ):

6AFB3BCE BD76F82B 252CESEB  25B57996 86902B8C F2FD8753 6E55EF76 03B09E7C

WSc M': 656E63 72797074 696F6E20 7374616E 64617264, HI 4 ;encryption  standard

=Bl 2.F,-256

ZEHB p:8542D69E  4C044F18 E8B92435 BF6FF7DE 45728391 5C45517D 722EDBSB  08F1DFC3

F¥a:.787968B4 FA32C3FD 2417842E 73BBFEFF 2F3C848B 6831D7E0 EC65228B 3937E498

FZB b .63E4C6D3  B23B0C84 9CF84241 484BFE48 F61D59A5 BI6BAOGE 6EI2DIDA  27C5249A

HERG=(x,, y;) . HBiLHn.

MR x, :421DEBD6  1B62EAB6  746434EB  C3CC315E  32220B3B  ADDSOBDC  4C4E6C14  7FEDD43D

HAFF v, :0680512B  CBB42C07 D47349D2 153B70C4 ESD7FDFC  BFA36EAL  A85841B9 E46E09A2

By n: 8542D69E 4C044F18 E8B92435 BF6FF7DD 29772063 0485628D S5AE74EE7 C32E79B7

FEINa 6994 B M sencryption  standard

W M Y16 HEHI IR 656 E63 72797074 696F6E20 7374616E 64617264

4] dy:1649AB77  A00637BD 5E2EFE28 3FBF3535 34AA7F7C  B89463F2 08DDBC29 20BBODAO

WHPy=(x,,y,):

MR x,:435B39CC  ASF3B508 CI1488AFC 67BE491A OF7BAO7E 581A0E48 49A5CF70 628A7E0A

MFR v, :75DDBA78  FIS5FEECB  4C7895E2 CICDF5FE  01DEBB2C DBADF453 99CCF77B  BA076A42

T 45 A0 SR 1A G

FEHBENLEL £ 4C62EEFD  6ECFC2B9  5B92FD6C  3D957514 SAFA1742 5546D490 18E5388D 49DD7BAF

EMEAMLE S Ci=[k]1G=(x,,y,):

MFR 2, :245C26FB 68BIDDDD  B12C4B6B  F9F2B6D5 FE60A383 BODISDIC 4144ABF1  7F6252E7

HFR v, :76CB9264 C2ATESSE  52B19903 FDC47378 F605E368 11F5C074 23A24B84 400F01B8

FEMG C B R RS R R SR 7 B e PCllx |y, . Hh PC BB —F45 HPC=04 AiEHN C

TR LR IPy=(2,,y,):

MAER x,:64D20D27 D0632957 F8028CIE  024F6B02 EDF23102 A566C932 AESBD613 ASES65FE

AR v, :58D225EC  AT84AE30 0A81A2D4 8281A828 EICEDFI1 (4219099 84026537 5077BF78

HE M YRS BE klen =152

iM% t=KDF (x,|ly, sklen) :006E30 DAE231B0 71DFADSA A379E902 64491603

8 C,=M®r  :650053 A89B41C4 18BOC3AA DO00D8SEC 00286467

5 Cs=Hash (x, M |ly,):

z, IMlly,:

64D20D27 D0632957 F8028C1E 024F6B02 EDF23102 A566C932 AESBD613 ASES65FE

656E6372 797074696 F6E2073 74616E64 61726458 D225ECA7 84AE300A 81A2D482
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81A828E1 CEDF11C4 21909984 02653750 77BF78

C;:9C3D7360 C30156FA B7C80A02 76712DA9 D8094A63 4B766D3A  285E0748

0653426D

HHELC=C C,lICs -

04 245C26FB 68B1IDDDD BI12C4B6B F9F2B6D5 FE60A383 B0DISDIC 4144ABF1  7F6252E7
76CB9264 C2A7ESSE 52B19903 FDC47378 F605E368 11F5C074 23A24B84 400F01B8
9C3D7360 C30156FA B7C80A02 76712DA9 D8094A63 4B766D3A  285E0748 0653426D
650053A8 9B41C418 BOC3AADO 0D886C00 286467

fifp 45 A R TP A O AH

TSR S [d 1C, = (2,0

MFR 2, :64D20D27 D0632957 F8028C1E 024F6B02 EDF23102 A566C932 AESBD613  ASES65FE

PR &, :58D225EC  A784AE30 0A81A2D4 8281A828 EICEDFI1 (4219099 84026537 5077BF78

M5 t=KDF (x,|ly, sklen) :006E30 DAE231B0 71DFADSA A379E902 64491603

HH M'=C.,Dr:656E63 72797074 696F6E20 7374616E 64617264

8 w=Hash (z, [IM' | y,):

9C3D7360 C30156FA B7C80A02 76712DA9 D8094A63 4B766D3A  285E0748 0653426D

B3C M. 656E63 72797074 696F6E20 7374616E 64617264, R4 ;encryption  standard

A3 F FHEE & EBmMER

MR ML F Ry oy =x' +ax?+b

Rl 3. Fom-193

RS AE W Z WAy 2+

¥ a0

Z¥ .00 2FE22037 B624DBEB C4C618E1 3FD998B1 AISE1EE0 D05C46FB
HEG=(a,,y,) . HiEH n,

MR x, :D78D4TES  5C936440 71BCIC21 2CF994E4 D21293AA D8060A84
MFR v, :615B9E9S  A31B7B2F DDEEECB7 6B5D8755 86293725 FID2FCOC

By 72 : 80000000 00000000 00000000 43E9885C 46BF45D8 CSEBF3A1

T hn% 74 B M :encryption  standard

HE M 16 JEHI IR :656E63 72797074 696F6E20 7374616E 64617264

B d,:6C205C15 89087376 C2FESFEE EI153D4AC 875D643E  BSCAF6C5

W PL=(x, .y,

kR x,:00 E788F191 (5591636 FA992CE6 7CDCSD3B  16E4F4D4  6AF267B8
AR y,:00 BD6E7ESE  4113D790 20ED5A10 287C14B7 A6767C4D  814ADBFD
T £ A0 SR 1A G

PR BENLEL £ 6E51C537 3D5B4705 DCIB94FA  9BCF30A7 37EDSD69 1E76DIFO
TR AT &S C =k ]G=(x, .y ):

AAR 2,00 95A8B866 7ACF097F 65CE96EB FE53422F CF15876D 16446B8A
MR v, ;01 7TA1IEC7C9 BABODE07 0522311E  75CD31C3  C4D74150 ES84E0A95
I C i H AR RER 1 R U  F  BR IE X PCllx, |y, » 2 PC H B —F45 HPC=04.451E 0 C, .
'ﬁgfpﬁ[ﬁ]l'l"'l?f)ﬁ[kjpls:(fg ’yz):

HAFR x,:01 C6271B31 F6BE396A 4166C061 6CF4A8AC DASBEF4D CBF2DDA42
HFR y,:01 47AF35DF  A1BFE2F1 61521BCF  59BABS35 64868D92 95881735
THE M B RS BE klen =152

8 t=KDF (x, |y, sklen) :BC5FOD  50F2B2BC  F2DC3027 O0BAA5249 3BSAG7A4
8 C, =M@ :DI316E 228BC2CS 9BB35E07 78DE3327 5FEB15CO
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i Cy=Hash (a2 [M|y,):

z: [Mlly.:

01C6271B  31F6BE39 6A4166C0 616CF4A8 ACDASBEF 4DCBF2DD 42656E63 72797074 696F6E20

7374616E 64617264 0147AF35 DFAIBFE2 F161521B CF59BABS 3564868D 92958817 35

C;:FOA41F6F 48AC723C ECFC4B76 7299A5E2 5C064167 9FBD2D4D 20E9FFD5 B9FODABS

i3 C=C,lICyIIC, -

04 0095A8BS 667ACF09 7F65CE96 EBFE53422FCF  15876D16  446B  8A017AIE  C7CY9BABO
DE070522 311E75CD  31C3C4D7  4150E84E  0A95F0A4  1F6F48AC  723CECFC  4B767299
A5E25C06  41679FBD  2D4D20E9  FFD5BYF0  DABSD931  6E228BC2  C89BB35E  0778DE33
275FEB15 (0

[P LR

TR L R (d, JC = (z,,3,):

MR x,:01 C6271B31 F6BE396A 4166C061 6CF4ASAC DASBEF4D CBF2DDA42

BFR y,:01 47AF35DF  A1BFE2F1 61521BCF  59BABS35 64868D92 95881735

8 t=KDF (2, |y, sklen) :BC5FOD  50F2B2BC  F2DC3027 O0BAA5249 3BSAG67A4

HE M'=C,Dr  :656E63 72797074 696F6E20 7374616E 64617264

ﬂ'%u:Hu.\‘h(IzHM,HyQ:

FOA41F6F 48AC723C ECFC4B76 7299A5E2 5C064167 9FBD2D4D 20E9FFD5 B9FODABS

B SC M':656E63 72797074 696F6E20 7374616E 64617264, 4 ;encryption standard

Rl 4.Fpm —257

A 2 W yE 1

ZH8 a0

ZH .00 E78BCD09 746C2023 78ATE72B 12BCE002 66B9627E CBOB5A25 367ADIAD 4CC6242B

R G=(xss y;) - HHILH .

MFR 2, :00 CDBYICATF 1E6B0441 F658343F 4B10297C OEF9B649 1082400A 62E7A748 5735FADD

MFR v, :01 3DE74DA6  5951C4D7  6DC89220 D5F7777A  611B1C38 BAE260B1  75951DC8  060C2B3E

B »n :7FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF  BCY972CF7 E6B6F900 945B3C6A 0CF6161D

FE B a9 B M :encryption  standard

W M Y16 HEHIFIR 656 E63 72797074 696F6E20 7374616E 64617264

R d,:56A270D1  7377AA9A  367CFAS82 E46FA526 7713A9B9 1101D077 7BO7FCE0 18C757EB

WNHP,=(x, »y):

AFR £, :00 A67941E6 DESA6180 5F7BCFF0  985BB3BE D986F1C2 97E4D88S 0D82B821 C624EE57

BFR y,:01 93ED5A67 07B59087 81B86084 1085F52E EFA7TFE32 9A5C8118 43533A87 4D027271

IR LR S

PR BENLEL k. 6D3B4971 53E3E925 24E5C122 682DBDCS  705062E2 0B917A5F 8FCDBSEE 4C66663D

HEMEIML N C=[k]G=C(2,,y,):

AFR x, .01 9D236DDB 305009AD  52C51BB9  32709BD5  34D476FB  B7BODF95 42A8A4DS  90A3F2E1

AR v, :00 B23B938D  COA94DID F8F42CF4 5D2D6601 BF638C3D  7DE75A29 F02AFB7E  45E91771

TR Co 3 R R4 i 2R T 20, s 3 B R B Ry PCll 2 1y, , Horp PC S8 —52 95 HPC =04, 13188 C1 .

TFEME &ALk Py = (2, ,y,):

HFR x,:00 83E628CF 701EE314 1E8873FE 55936 ADF  24963F5D (C9C64805 66C80F8A 1D8CC51B

MR y,:01 524C647F 0C0412DE  FD468BDA  3AEOE5A8 OFCC8F5C 990FEE11 60292923 2DCDIF36

THE M B R BE klen =152

T8 t=KDF (2, |y, sklen) :983BCF 106 AB2DC C92FSAEA C6C60BF2  98BB0117

5 C,=M®P:r FD55AC 6213C2A8 AO040E4CA B5B26A9C FCDA7373

i‘l‘ﬁcngash(IzHMHyz):

z, IMlly,:
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0083E628 CF701EE3 141E8873 FE55936A DF24963F 5DC9C648 0566C80F 8AIDSCC5 1B656E63

72797074 696F6E20 7374616E 64617264 01524C64 7F0C0412 DEFD468B DA3AEOE5 A80FCCSF

5C990FEE 11602929 232DCDYF 36

C,:73A48625 D3758FA3 7B3EABS0 E9CFCABA 665E3199 EAISAIFA  8189D96F 579125E4

B C=C,1C5 1 Cy s

04 019D236D  DB305009  AD52C51B  B932709B  D534D476  FBB7BODF  9542A8A4  D8YOA3F2
E100B23B  938DCOA9  4DIDF8F4 2CF45D2D  6601BF63 8C3D7DE7  5A29F02A  FB7E45E9
177173A4  8625D375 8FA37B3E  ABSOE9CF  CABAG65E  3199EA15  A1FA8189  D96F5791
25E4FD55  AC6213C2  A8A040E4 CABS5SB26A 9CFCDA73 73

fifk 2% 25 L TR b A DG AH

AWML Ld]C = (2,5,

He bR x,:00 83E628CF 701EE314 1E8873FE 55936 ADF  24963F5D (C9C64805 66C80F8A 1DSCC51B

e bRy, 01 524C647F 0C0412DE  FD468BDA 3AEOE5A8 OFCCS8F5C 990FEE1L 60292923 2DCDYF36

W45 t=KDF(x, |y, klen) :983BCF 106AB2DC C92FSAEA C6C60BF2 98BB0117

i M =C,Pr  :656E63 72797074 696F6E20 7374616E 64617264

& uw= Hash (x, || M' || y,):73A48625 D3758FA3 7B3EABSO E9CFCABA 665E3199 EAI5AIFA

8189D96F 579125F4
Bi3C M. 656E63 72797074 696F6E20 7374616E 64617264, Bl 4 :encryption  standard
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B % X W
[1] GB/T 1988—1998 f5BH AR {5858 -t %S F55 5%
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