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FERREHAR
XML # & ZiEESAENE

1 SEE

AFRUERLE TRV FI R R XML B0 25 44 (0 Ak SR IN | 28 4% T 1 (BRI i) 482 44 3 5 FIAIE S5 5 15
A o 3 A A AL PR XML 0748 44 09 0 HITRE P RS BUIR 55 .

2 MetsIAxH

B SRS T A SO 0 T AN AT A . P TE HO R S S AU B A RROAS 36 T AR S
o JLRATE H IR 51 RIS i AS CRL 3 A7 48 2080 1 A SC

GB/T 1988 fFEHA (7 B3 LA g5 17 5

GB/T 13000 fFEHA M2 /gt 7455 (UCS)

GB/T 16264.8—2005 fF5RHA JFMARGHE HF 5 8 W A HIFE Pk 45 HEZE

GB/T 18793—2002 fFEHA w ¥ REEF (XML)1.0

GB/T 205182018 f5EZeHAR AWM Bk

GB/T 35276—2017 {5 EL4HAR SM2 %A AL

RFC 2045 T Z A1k B MM e 55 1 34 L6 M I 2 A& 4% =X (Multipurpose Internet
Mail Extensions(MIME) Part One: Format of Internet Message Bodies)

RFC 3279 HEER X.509 2B KAl B0 i 501 RAR IR A I 5 RIE 15 U5 51 2 56 B [ Algorithms
and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile]

RFC 3986 45— A IHAT (URD ;i fHiE [ Uniform Resource Identifier (URD) : Generic Syn-
tax]

REFC 4514 BB E 50U (LDAP) . B 5| 44 89 745 #f F /R [ Lightweight Directory Access Pro-
tocol (LDAP): String Representation of Distinguished Names ]

RFC 5480  #ifi[&] ih £k %5 % F & N4 15 B (Elliptic Curve Cryptography Subject Public Key Infor-

mation)

3 ARiF . EXMGEREIE

3.1 RIFMENX

GB/T 18793—2002 FL7E 1Y LA K T FAREFI & SCid H] T4 34
3.1.1

SBEEHZ  detached signature

%4 T Signature JUER LIAMA 2 L 2 24 FIEHE X 207 T AR XML SCR A i XML 25 24 SCRY 1
HAIE A
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3.1.2
$HNZHZ enveloping signature
% 4 F Signature JGE P ) Object JTGE Z |, DA Signature N JCE , ¥ B UE SC RS 41 & 7F Signature
i XML 2844 ARy 28U A
3.1.3
$EZEZ enveloped signature
BT EAD XML NEZ ELREH Signature £ 750 R 48 A B 56 SR A i) XML 2 44 SCRY 2
ZE A
3.1.4
%%  Signature
25 44 AF FHFLBF X o 28 4 H0A0s 1) i 3 (A0 i i S B I 45 21
iE . XML &40 =FhiRTr 0. 0 e 8RB NERME KEX.
3.1.5
ZHNATERF  signature application
ST Signature JC 3R SR G5 0 B Ho7 S5 A 0 R Y .
3.1.6
T transform
L — A B0 DD G R A A A A e RS I AL B
S~ XML #LitE Ak XPath FIl XSLT 484655 .

3.2 HSFEERIE

T ANAF S R W 1 T AR SO

7B — 4TS B0 kel 1k

AT RS 1 RE IR

* Bl — S B0 L1 IREEZ IR

CA : JiF B INIEFLAY (Certificate Authority)

CRL . IF B #4551 % (Certificate Revocation List)

HTTP . #8 CA Z i (Hypertext Transfer Protocol)

MIME: 3£ F £ & 5 B W #4437 @ (Multipurpose Internet Mail Extensions)
OID: Xt 2 FRIRAF (Object Identifier)

PKI. /4R w5 (Public Key Infrastructure)

URI: 45 — ¥ I AR 45 (Universal Resource Identifier)

XML: /[y & B #5315 5 (Extensible Markup Language)

XPath: XML 4% (XML Path)

XSL.: ATy B+t F1E 5 (Extensible Stylesheet Language)
XSLT:XSL 48 #ft (Extensible Stylesheet Language Transformations)

4 XML % #Z#ik

4.1 #E

e

AREIA T XML 8722 B4 55 5 A T AL BN 26 6 FAE A TR R M 7 E A 4 4
2
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B XML # X R W, GB/T 187932002,
XML % 4 a5 i (7] 4% 75 2CAE F AR B0 X 5 L Ak 3R 20 R U2 S o B4l v 5 0k
JE SR CE AL — DT R FE AR B 09 J0 R BEAT A% AL BT B ok % Y A 7 ik
T2 21 Signature JTTE KRR, HEHUNT .
< Signature ID? >
< SignedInfo™>
< CanonicalizationMethod/ >
< SignatureMethod/>
(<Reference URI? >
(<Transforms>)?
<DigestMethod >
<DigestValue>
</Reference>) +
</SignedInfo™>
< SignatureValue>
(<Keylnfo>)?
(<ZObject ID? >) *
< /Signature>
2 AR URL SRR X R . 16 XML SCR N ER . 48 4 0 ik XML R Bebn IRAT R A 3 14 %2
PTG A MBI SR NS LT WAl S TEE LS AT, o B % A AE T MR N £ B IR 5508 R
AT R oo RIE 20 A ) — 4> XML SCRS 9 7 3 50808 %0f 52 DR O il 48 44 BRAS 2 B N 48 44 A 2
BEES . —A XML S &4 50 R (LB R ID FE PR A4 ) 7] 5 H A T R W] i 77 78, b mT A
FohTT R 455 10— w44 I 0 e A i e XML Bl (i e — 1k
AHRUE LI B T SR R SR N 4 R 50 SR ML St
%2 S S T R A

TARBEAL B Ak P
T4 . XML %

SN SN

4.2 EXHREIRH

AR UE B SR B BT 45 44 ORI R AL E L B St C Oy XML B 2 B AUE Lo

TER A BRAE S S BORERR 5% B AR 5% C A ST A7 i 20 0wl 5 18] B A2 & 1) 40 AR 72 A7 e TP
HER 127.0.0.1 AR 55 2% b & A SCHE I % 42 - http: //127.0.0.1/2001/XMLSchema. dtd. http://
127.0.0.1/2000/09/xmldsig-core-schema.xsd, http://127.0.0.1/2009/xmldsigl1-schema. xsd, http://
127.0.0.1/TR/xmldsig-corel/xmldsigl- schema.xsd, Jif ] ] AR 48 52 B 175 00 98 & A7 i & ] i B s
Crb C.3 & XY Iy ok B ix sig XL,

AARUESRE S R Mk (“127.0.0.17) ARy 1 W — AN 4F g 25 ] S Bs g o] BRI O 1

5 &L

5.1 &5/

5.1.1 Reference & i

X T BT L EHEN S, Reference TTE A AT .
a) MR N AR Ty 0 R X B X e i A T AR
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b) AR S R X S Y J R
o) AE#— Reference JCZ A5 — 4N 1] 16 (9 B X5 G2 AR AT B A A8 0 K . B AR R 5 vk
MR EE .,

5.1.2 Signature & ¥

Signature JCE A WA IR U -

a) DA SignatureMethod 5 & FJ 2 44 5.7 . CanonicalizationMethod 8 %€ 30 YE 46 38 B A0 5| FH A= Ak
i) Reference 5 N %5 . Al i3 SignedInfo JLZ .

b)  J1] SingedInfo #1455 i #0405 BEAT AL B, I ] SignedInfo & i % 44 53 ok 15 Signed-
Info E"Jggﬁo

) HEfEE SignedInfo, Object, KeyInfo £ SignatureValue [ Signature JGZ , Signature JG &

5.2 ®iA
5.2.1 #fid

B AL 4
a) gl H#IN . BE SignedInfo H1 44> Reference {15 (1 44 25 1H ;
by ZEA N 5 SignedInfo 15 21 1 2 44 647 % 24 BN

5.2.2 Reference i\

CIDERT VNGO L S
a) HRYE SignedInfo H CanonicalizationMethod 5 & i ML 75 1k J5 = S 4b B SignedInfo JLE ;
b) X T SignedInfo 1 1) %&F 4~ Reference:
1) RAGHEAT F4 3 A0 TR A B030E X 42 5
2)  A#iJH Reference 45 A2 1) %5 fith 2% 1 70 vk Xof 2 SR B4 % R 115t i {5
3) B E— A a0 2B (H A SignedInfo A DigestValue JG 2 WIE #E 47 LB, W1 R H A,
IR
i : Signedlnfo £ %8 &) 47 T MG L . 0 H F2 )P B £ CanonicalizationMethod R £ /= /L # 5%

5.2.3 Signature A
Signature #IA N L LA CanonicalizationMethod 5 58 B9 B8 £k J5 1 Fl SignatureMethod #5 5& i) %
# 77 AL H SignedInfo Ay 45 27 5 SignatureValue HY{E 275 VCRL .
Signature N2 ERATT -
a) M Keylnfo 3 # FMEB I RA5 % 9115 B
b) i A CanonicalizationMethod ¢ 3k753 SignatureMethod HFLIEALTE 2, R 5 A A5 H A &5 32 F1
A A5 3] 19 % 4115 B X SignedInfo JU R #F T8 A EHEIE,

6 HEREE

6.1 #Eig
6.1.1 WAEX

AL XML AR AE SORE SC, By (19 XML 30 SCREA T a1 9 XML iy 35 3 0 30
4
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RS AP WA R SR
LW
<? xml version="1.0" encoding="UTF-8"7? >
i E—4728 XML HE 8247 <<? xml &2 — 4K, £oR g XML SCHE IR A bR e 3.2 g SC 27 ) 3
RICE AR X A
<! DOCTYPE schema
PUBLIC "-//W3C//DTD XMLSchema 200102//EN" "http.//127.0.0.1/2001/XMLSchema.dtd"
[
<! ATTLIST schema
xmlns:ds CDATA # FIXED "http://127.0.0.1/2000/09/xmldsig # ">
<! ENTITY dsig ’http://127.0.0.1/2000/09/xmldsig # >
<1 ENTITY % p ">
<! ENTITY % s ">
1>

< schema xmlns="http://127.0.0.1/2001/XMILSchema"
xmlns:ds="http://127.0.0.1/2000/09/xmldsig # "
targetNamespace="http://127.0.0.1/2000/09/xmldsig & "
version="0.1" elementFormDefault="qualified" >
SRR B E L
<1 ENTITY % Object. ANY ">
<! ENTITY % Method. ANY 7>
<! ENTITY % <Transform>.ANY >
<! ENTITY % SignatureProperty. ANY ">
<! ENTITY % Keylnfo.ANY 7>
<1 ENTITY % KeyValue. ANY ">
<1 ENTITY % X509Data,ANY ">
P IbRICHE ] dsighl: 4 52500 . B e L
< ? xml version="1.0" encoding="utf-8"7? >
<schema xmlns="http.//127.0.0.1/2001/XMILSchema"
xmlns:ds="http://127.0.0.1/2000/09/xmldsig & "
xmlns:dsigll="http://127.0.0.1/2009/xmldsigll & "
targetNamespace="http://127.0.0.1/2009/xmldsigll £ "

version="0.1" elementFormDefault="qualified" >
6.1.2 ds:CryptoBinary f&] 8 35

JE X ds:CryptoBinary i 2881, 48 XML HAF: 21K BE A 8 BOR 7R 07 9 A4 . B D7 2 S5 4
BB b A v 7 7 A A X 7 B L FE A R R TE D O AR B0 8 MRS, KBRSk N BT GELE
8 A 0 HYALER) L AR5 X X A5 H AT base64 it . base64 i iF RFC 2045,

i : base64Binary 5 CryptoBinary 2 BUAR ], & S — 4~ 19 28 7 1 B2 3 45 A ) 1 fa ) 2T 48R

3 3

<simpleType name="CryptoBinary" >
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<restriction base="base64Binary" >
</restriction>>
</simpleType>

6.2 Signature JT=

Signature JLHK /& XML 24 R IT K . Signature JC R 1Y LN G T 11 15 B 2L
R e X
< element name="Signature" type="ds:SignatureType"/>
< complexType name="SignatureType" >
< sequence >
<element ref="ds:SignedInfo"/>
<element ref="ds: SignatureValue" />
<element ref="ds:KeyInfo" minOccurs="0"/>
<element ref="ds:Object" minOccurs="0" maxOccurs="unbounded" />
</sequence >
<attribute name="1d" type="ID" use="optional" />
</complexType>
SRR E L
<! ELEMENT Signature (SignedInfo, SignatureValue, KeyInfo?, Object x ) >
<! ATTLIST Signature
xmlns CDATA # FIXED ’http://127.0.0.1/2000/09/xmldsig "’
1d 1D # IMPLIED >

6.3 SignatureValue JT 2

SignatureValue JC % % T 807 % 24 09 HAKMH 30 5 (f ] base64 HEATHAS . 4 45 W 4> Signa-
tureMethod F¥E I, — N2 ML SE IR 55— AT e SE IR, P Al T A C E L3
. B KR SignatureValue B R & H H &,
R X
< element name="SignatureValue" type="ds:SignatureValueType" />
< complexType name="SignatureValueType" >
< simpleContent™>
< extension base="base64Binary" >
<attribute name="1d" type="ID" use="optional"/>

</extension>
<_/simpleContent™>
</complexType>
SRR E L
<! ELEMENT SignatureValue ( £ PCDATA) >
<! ATTLIST SignatureValue

Id 1D # IMPLIED>
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6.4 SignedInfo JL=
6.4.1 #fik

SignedInfo M Z5# A 3GMIEIL 5 1k & A LM — A& £ 451 H . SignedInfo JuE ol 1% — 4
AT ERY TD Ja M A A 2 44 BB X451 1.
SignedInfo AN 4% i 3 ) 4 4% 5W A 22 T 1 (91 G 4k B[] L0 286 35 45 )7 9105 55D o W AR N R R I 5
K I8 1 5 25 44 R A DG IR L U AT 7E Object JTR WY SignatureProperties JC R H1 4 5 2R (F E.
FEAE X
< element name="SignedInfo" type="ds:SignedInfoType" />
<complexType name="SignedInfoType" >
<sequence >
< element ref="ds:CanonicalizationMethod" />
<element ref="ds: SignatureMethod" />
<element ref="ds:Reference" maxOccurs="unbounded" />
</sequence >
<attribute name="1d" type="ID" use="optional" />
</complexType>
SRR A E L
<! ELEMENT SignedInfo (CanonicalizationMethod,
SignatureMethod, Reference+) >
<! ATTLIST SignedInfo
Id 1D # IMPLIED>

6.4.2 CanonicalizationMethod T 2%

CanonicalizationMethod J& SignedInfo Jo & H ] T 45 & MG AL 1 1Y 00 E O 3R L 4 W45 44 4k P 2 iy
HEAT HLYE AL Ak B 11 55125 . CanonicalizationMethod J€ 2 i F 535 bR U A S B SR v 4 A i . )
SR NE SCARR 0 B AL YE AL 1

AR T R BSR4 E A AL 575 & Canonical XML,

Xf SignedInfo JUR # &2 5 MIEACEIEA A . T m A0 BRIE T 405 XML 5 A9 5303

BT XML MG S B, S AR A — A XPath 5 fi e &, W mAE G I T4 7 SignedInfo JLER YL
4, 45 W1 4 15 19 SignedInfo, J5 1% . J& 1 . SignedInfo 44 545 [0 15 s FIE IS AR T K

B E X

< element name="CanonicalizationMethod" type="ds:CanonicalizationMethod Type" />

< complexType name="CanonicalizationMethod Type" mixed="true" >

<sequence>
<Cany namespace="4 # any" minOccurs="0" maxOccurs="unbounded" />
<! — (0,unbounded) elements from (1,1) namespace —>>
</sequence >
<attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
SCRZR AL E S
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<! ELEMENT CanonicalizationMethod ( # PCDATA % Method. ANY;) * >
<! ATTLIST CanonicalizationMethod
Algorithm CDATA # REQUIRED>

6.4.3 SignatureMethod JT

SignatureMethod 2 FI 48 A 57 4 4 A J0R1 IR T B vk 1 065 5 % » 7 015 4% B o} 1 0 06 3
BRI (AN i 2 e S AR O MAC B FE T AU 48D o 334> I8 2% felf T B30 0k b RUARF (R0 o AR AR 552 491 T
ZH [ D),

R X

<element name="SignatureMethod" type="ds:SignatureMethodType" />

< complexType name="SignatureMethod Type" mixed="true" >

< sequence>
< element name = " HMACOutputLength" type =" ds: HMACOutputLengthType"
minOccurs="0" />

<Zany namespace= "% # other" minOccurs="0" maxOccurs="unbounded" />

<! — (0,unbounded) elements from (1,1) external namespace ——>>
</sequence >
<attribute name="Algorithm" type="anyURI" use="required" />
</complexType>
ORGSR A E L

<! ELEMENT SignatureMethod ( # PCDATA|HMACOutputLength % Method. ANY;) x >
<! ATTLIST SignatureMethod
Algorithm CDATA # REQUIRED >

6.4.4 Reference ;T
6.4.4.1 #EiR

Reference JGE A I — K 5k & 220K F R 48 B 85 i 2% 0 501 % B8 E L 28 24 0 52 A R4 L 28 44 X
SRR AT 2% %8 A0 BT 0 — AR B 51 26 . AR U CURTD R4S #8038 1 0 o] X Py 25 1E 47 44 % b 3
Type J& E48 W] anfer 4b 25 | FH A0 %cd . T ERY ID J& ¥ L1 Reference 5| FHABAY A 25

P 3

< element name="Reference" type="ds:ReferenceType"/>

< complexType name="ReferenceType" >

<sequence>
<element ref="ds: Transforms" minOccurs="0"/>
<element ref="ds:DigestMethod" />
<element ref="ds:DigestValue"/>
</sequence >
<Zattribute name="1d" type="ID" use="optional" />
<attribute name="URI" type="anyURI" use="optional" />
<attribute name="Type" type="anyURI" use="optional" />
</complexType>
8
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ORGSR E S
<! ELEMENT Reference (Transforms?, DigestMethod, DigestValue) >
<! ATTLIST Reference

Id 1D # IMPLIED

URI CDATA #IMPLIED

Type CDATA #IMPLIED>

6.4.4.2 URIEM%

URI J& PEfE ] URT 51 HIRFRIR— %l %F &, URT #it XML B4 ] GB/T 13000 & ) 7454k
B URT 51 AR R EHIBR £ . %0, [, 15 RFC 3986 H 5 (¥ BT 4 4F GB/T 1988 45 Fl f B 7 55 ¢ &
FAF o A A A N E 2o T T Y O VR AT R

a)  BAEE I TFAHR IR —AEEZATF AL  GB/T 13000 4 fi% 5

by ARAT S — A T AR Y T A4 URT i 5% SCO7 56 317 305

o) A U A R S AR LG A

XML % 4 i i F A% e B BE A A URT 5% IR BE A2 A4l HTTP ARk it URT 5] ] B A% B LAY
ZHORREAE B AL B HTTP fRES .

— WA Z A URT ARt Bl T B B AR 89 URT ARl

IO FH R P 05 0 X R B AR YU n] AN 3R A URT J& 4

URT i Type J& P4 & #0244 % R 19285 B Rl URL Type J& M2 T 1 .

4 -

Type="http://127.0.0.1/2000/09/xmldsig & Object" , B{

Type="http://127.0.0.1/2000/09/xmldsig # Manifest"

Type J&PERL 1 B AR R AR HNE  Type J& P2 B89 A ZORIIE Type AIA S

6.4.4.3 Reference &b % 1 #Y

AR A T 55 AARUET 5 XPath FETE — 0 (H X TR LE 7 B2 78 70 #) F XML $54E
XML 25 44 A A 2 7R P 09 — 358 i oA Ak B 6y 107 A P DU 7 4t ) XPath RCH A6 R ORI 3% . R
FH XPath iy B 4 4y B 4 Ay B0 s SE R AIE L 117 AT XPath B30 9 0z A 4RI —Fb AT 2k ik 42 . i AT
Xf — AN ARG EAT ST 0 O D RE R 5 L O ELACSE BUAS AR HE T R IR 88 Xpath £k ATy, O T ] B
U o Ay i ] Xpath ARGE T ASTE &S5 #R T . XF T “XPath 57 i £ 4575 K AT S8 9 — 4 &
A G D ReAH R By N TR o AR R A XML SCRY R 5 Xpath b #8480 J7 Ak 20 .

fEAT URIL 8% — & %1 Transform A 78 e 45 B B 506 2 A & — A\ LA 3 2l & J& — 4> Xpath By
WRES.

AHRUE BT R i AR 4 R AR Hi A E U . 244 NIRRT I I E AT R A

a) AR B X GO N AL AR LT — R R — A RS A 4% N TR R T AT

A3 AT XML s o A0 385 AR R A5 55 I 1 S
by ACREAR R L — D S LG T — AR AL AL % 44 AR A T Y
XML A8 8 G e Ak U\ AL ZH i

TE i LA [F) i A B 728 48 vp AT AR S, P AT S A A ok B 5 IX BU AR 10 A8 4 L B Y\ AL
PR AL S T Z 9 A B . DigestMethod $5 i Y %5 A% 2% 1 B 125 08 36 S8 50408 X 2 k47 AL 2L, 45 3 1)
2% B AE DigestValue H1,
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% URL 8] AR AETR ORI 31 %67 URT 51 FTOZS 50— A B2 . URTBRIFK XML SCRY
35 1 7 SR 51 P s 7 R 2 SRS A B 55 4 o PRI S A

3 B BUAE— A2 X SR URT ST 6 2 0 B i 4 3ol WEUR B9 MIME 052 %, % F
XML S b4, th T 58— A B 52 A 25 44 B 07 48 URT (9 M B7 R 35 0 1 B b 30 . 41 52 1 B A 3 R
UL AT {7 P A T A2 0. ABR I R URT JB AL 8 1 B bR iU T4 3 i b B0 1o 7 4
FEB I 5 XPath 25 ek 3 47 3401

W p B A HBRZE URT A A . XML % 4 18 7 B 3 4% %8 URT M4 Xpointer; 2 17 I L i 5
S 435 PO 457V T 1 LTS AL A U6 4 JE UK IR SR X pointer $AE S0 3% ol T B PR 7T il O 9 4
P B 2 R DR AT LA Xpointer 3 H5 #5136 0 L 9 45 6 6 4 FAR 51T Xpointer f93%
HE UL T A

6.4.4.4 [E3x#4 URI3A

i AT [ SCRS 5 | P 77 A — A~ 3 A5 BTG AL XML {1 /9 Xpath 585 & Rl 2. i@ — 1= URI
R e —A Xpath 5 545 2 E505IA URLEMER XML SR EANTEERT A, FBLURL#
# 5 )5 W A AT BT A Xpointer 1532, AP Xpointer Y B i, i F AR 72 o f F 40 & URI J& 1) XML
SCEY AR SOR I IR A6 Xpointer AEFESCRY . 27 Xpointer 203 1Y 45 F & — 5 s 48 & I, N AR 1
TR R A

a) BRI

b) 245 (] - % U b A G 5 B BCE A e WA Y XPath 4 A

o HFWEBHAARY SR e SRS B ;

O WIrAITCE A EBSN EME RMERT S COR ER. PLEETE LT A M EMEM

JE AR TT R 1 45 A5 [ A @ M 6

e) N URI A Z— 528 1) XPointer, A8 4 MR Ir A M E BT & .

AT N FUAT B D B . XPointer 2 T B Y S0 B8 H— 4 XML XX B8 40
Bl B 548 T ARG AL Y XML 48— 95 S HE T RS XL T . DAY A& ®
FAEMAIE NN ERA L,

IR o H kA FE 2 URL B 4% 6 51 F1 T ¥ %) XPointers, 4{&38 — 3 SE S, T2 A TR
AR 9 U R AT AL B, Ak B3R 49 i i 23 8 ] Xpath 2838 2 CBR A4S 19 508 BOA TERE D L Lt
R T AEAR Y S BB O B AT B B A AT Ry B R BRAE SE R 1) XPointer ) URI, #7275 18
AR IRAT TD 88 70 2 A o O B8 1 B N X A 119 4> XPointer: URI="# xpointer(idC’'ID"))" ; #7
TEAE 35 PR AL A SR ) B AR B 1 BRI F A X BE ) 42 XPointer: URI="# xpointer(/)’, XPointer fJ &
TS AR SRR Xpath B P IR O 208 MR AU W B L T BT A T R PR
Y A BT A AT A T R A A D

6.4.4.5 Transforms Jt 3%

Al 1Y Transforms JCEE —NF F 1 Transform JC R 3 2, 1% $8 70 K i R 25 44 3 WiAT 4R 454
FIPEAT A A B0 B HE X 4L BE A Transform 9 %y &R Z4E B N — A Transform M %5 A, 5 — 1
Transform K4 A AT Reference LR URL JB MEFT 152 A0 45 3 . & J5 — > Transform #9445 & Di-
gestMethod BiE M4 A . ] Transform J5, %44 & Ak BEAY © 284 22 I 40 19 SCRS L T s Transform 4k
RS SR

A~ Transform JTE B — MR B MR 5 XA LR E W N A S50 BN A S 80005 5k

10
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o A 46 S AT A B B 1 1 44 5, Transform P28 243k B ) 50908 oF 28 1 55 12 4b B Transform £
UN:OFR =
1t Reference 4b BEAE Y 8 2242 31, — 28 Transform fii fj XPath 5 i 45 g A o il HAth — 26 55 22
. BN s A Transform 75K W Transform 728 E B M R 4 0 s A, %
Transform (1% A SRSB4 A B R 204 8] 00 52 B 0 i AR5 22 i 17— 26784 . Transform A GBS
2 A MIME 2880 S f7 82 08 J2 AT NET IR 19 Transform B 5 50408 Wi 3] A4 B0 19 AH DG A B L 1 A
Transform 83 250198 2 X R8I 19 47 1E - 3l 18 2 8000 T 248 3 26 5048 #7 AR $2 it 245 Transform
B BV AR 2 i RS P R A Ok
Transform | FALIEEARNILE T base64 15, XML #1784k , XPath 13t & 1 XSLT,
P AE X
< element name="Transforms" type="ds: TransformsType"/>
< complexType name="TransformsType" >
<sequence>
<element ref="ds: Transform" maxOccurs="unbounded" />
</sequence>>
</complexType>

<element name="Transform" type="ds: TransformType" />
<complexType name="TransformType" mixed="true" >
<Zchoice minOccurs="0" maxOccurs="unbounded" >
< any namespace="4% # other" processContents="lax"/>
<! - (1,1) elements from (0,unbounded) namespaces >
< element name="XPath" type="string"/>
</choice>
<attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
SRR AL E S
<! ELEMENT Transforms (< Transform>-+)>
<! ELEMENT < Transform™> (#PCDATA|XPath %< Transform™>.ANY;) x >
<! ATTLIST <<Transform>
Algorithm CDATA # REQUIRED >
<! ELEMENT XPath (£ PCDATA) >

6.4.4.6 DigestMethod JT &

DigestMethod s 7 25 44 X G 11 % 5 % B2 Sk I A0 BE T 3R fuf7 FH 3 FH 45 440 R 1 3R B 2 A R A A 5
WA ZHR % D),

W URT @7 i 285 5 AR 40 21 ) 45 SR — 4 XPath 45 5 8 &, 45 0 #% Reference 4b P45 Y
ORI E 9 7 1 HEAT A8 48 5 A SR URT A Ay 1A 46 A BR85S 7 30 Ui U AS e S A7 78 48 o B B X 433 1 Y °F
U AT R 2 R Bk A B

LW

< element name="DigestMethod" type="ds:DigestMethodType" />

11
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< complexType name="DigestMethodType" mixed="true" >
<sequence>>
<Cany namespace="# # other" processContents ="lax" minOccurs="0" maxOccurs="un-
bounded" />
</sequence>
<attribute name="Algorithm" type="anyURI" use="required" />
</complexType>
SRR E L
<! ELEMENT DigestMethod ( # PCDATA % Method. ANY;) % >
<! ATTLIST DigestMethod
Algorithm CDATA #REQUIRED >

6.4.4.7 DigestValue T &

DigestValue TG T 425 4 5 )5 10 45 5 - 24 B (N ] base64 HE17 40t .
PR 3
<Zelement name="DigestValue" type="ds:DigestValueType"/>
< simpleType name="DigestValueType" >
<restriction base="base64Binary" />
</simpleType>
SCRY AR GE S
<! ELEMENT DigestValue (# PCDATA) >
<! — base64 encoded digest value —>

6.5 Keylnfo jt=
6.5.1 #Eik

KeylInfo J& H U 3 B TN % 24 BT 75 B S A B AT e 0 R . KeyInfo AT 4G (5 B A %8 . 45
IEB A AT A EHEE . APRMEE SC T — L i/ B8 RY, I HI A2 el 9 i X 26 2R A0, ] A XML
# a3 (A E A R PIAR U S 18 SORMUE BT, (BB H105 2 00 nl {5 [R) e (o 4, 8 i) B0 52 1 Bk
JEEO ANTE AR UE T V8 90 il 22 A 1T Nz H b A P R A 3L

RS RE M F AR e 1Y T SR AR IO E 4 44 1Y %5 B I AT 2% KeylInfo JCE , Keylnfo iy 24>
75 B AT 48 () [R] — 8840, v AR P 0 SE 3 KeyValue, {H A —E 528 RetrievalMethod, v F b 7] 3@ 33 5|
AR 2 FA3 B IC R R SCRE T B O FE R AR E AL .

Keylnfo #)FI6 & (] i X509Data) py#s =X/ SCRY S Y 5 SCRLIE o V7 H: P 28 8 HG Al i 44 25 () 1 T &R
P ABALAE Z WY R IT R AN IR 2 A AR & WY o R (g T R M2 REE ) 1 Ry Keylnfo )+
TR,

THBIH T disg: 447 A5 A B 2 AR R AT I Keylnfo 2871, uf #£ RetrievalMethod JEER # Type
J& A T E AR R — A I FE 1) KeyInfo 4544 .

—http://127.0.0.1/2000/09/xmldsig # RSAKeyValue

—http://127.0.0.1/2000/09/xmldsig # X509Data

RIS T AR dsigll: 44548 (Al A3 FC AR IR AT I HoAth KeylInfo Z88Y,

http://127.0.0.1/2009/xmldsigl1 # SM2KeyValue

12
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http://127.0.0.1/2009/xmldsigl]l # DEREncodedKeyValue
B 7 BT A XML 2548 5 SCRY 3k S8 R AR AR UE G ST — > 28 B 3R 7R ik i 0 B0 e 5 (OLUFR
X509 WEF) . Ak E XL GB/T 16264.8-—2005 5 7 &,
http://127.0.0.1/2000/09/xmldsig # rawX509Certificate
P E X
< element name="KeylInfo" type="ds:KeyInfoType"/>
< complexType name="KeyInfoType" mixed="true" >
<choice maxOccurs="unbounded" >
<element ref="ds:KeyName" />
<element ref="ds:KeyValue"/>
<element ref="ds:RetrievalMethod" />
<element ref="ds:X509Data" />
<! — <<element ref="dsigll:DEREncodedKeyValue"/> -->
<! —- DEREncodedKeyValue (XMLDsig 1.1) will use the any element —>
<1 — <{element ref="dsigll:KeylnfoReference" /> ->
<! — KeylInfoReference (XMLDsig 1.1) will use the any element -->

<Cany processContents="lax" namespace="4 # other"/>

<! — (1,1) elements from (0,unbounded) namespaces -->
</choice>
<attribute name="1d" type="ID" use="optional" />
</complexType>
SCRZRALE

<1 ELEMENT KeylInfo (#PCDATA|KeyName|KeyValue|RetrievalMethod | X509Data % Key-
Info.ANY;) * >
<! ATTLIST Keylnfo
Id ID #IMPLIED >

6.5.2 KeyName T

KeyName JOZR N AL & — 547 8 G A9 28 iR AN BEZ MG 1) 45 44 3 n] e S 1R CE 12 13 5 b
AT, KeyName N 55 25 44 B985 510 A9 AH SCAR AT ot n] A0 45 068 b -5 I B8ORS 199 [] 122 A 38 2 9 X #)

2N

BB
LW
<element name="KeyName" type="string" />
SO R A E L
<! ELEMENT KeyName ( # PCDATA) >

6.5.3 KeyValue ;L=
6.5.3.1 ik

KeyValue Nt & ME— A 0 INE A A H] . KeyValue ST R Al W HTE SN E LA FHE . BT
PCDATA siANE 4 525 [ i U R R BUOR KR . ERT S A P4y 1T SM2 24 JF % 91 19 45 # A XU
Fe ]

13
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i X
< element name="KeyValue" type="ds:KeyValueType"/>
< complexType name="KeyValueType" mixed="true" >
<choice>
< element ref="dsigll:SM2KeyValue"/>
<element ref="ds: RSAKeyValue" />
<Cany namespace= "1 # other" processContents="lax"/>
</choice>
</complexType>
SCRY R R E S
<! ELEMENT KeyValue (#PCDATA| RSAKeyValue % KeyValue., ANY;) * >

6.5.3.2 RSAKeyValue JTE

PR iRAT -

Type="http://127.0.0.1/2000/09/xmldsig # RSAKeyValue"

(7] A7 RetrievalMethod 5{# Reference J6 & H F 2k £ /Rn 25 H)

RSA 2 5AE A 7 A5l A5 R0 45 %

SEA)

< RSAKeyValue>
< Modulus>xA7SEU+e0yQH5rm9kbCDN903aPlo7 HbP7tX6 WOoc
LZAtNfyxSZDU16ksL6WjubafOqgNEpcwR3RdAFsT7bCqnXPBe5E
Lh5u4VEy19MzxkXRgrMvavzyBpVRgBUwUIV5{foK5hhmbktQhy
Ndy/6 LpQRhDUDsTvK+g9Ucj47es9AQJ3U=
</Modulus>
< Exponent>>AQAB</Exponent>

< /RSAKeyValue™>

R R BE ) BN B XML o ds: CryptoBinary 2R B 5E SC. JH XML FR 745 e

R X

< element name="RSAKeyValue" type="ds:RSAKeyValueType"/>

<complexType name="RSAKeyValueType" >

<sequence >
<element name="Modulus" type="ds:CryptoBinary" />
<element name="Exponent" type="ds:CryptoBinary" />
</sequence>

</complexType>

PEEES VS

<! ELEMENT RSAKeyValue (Modulus, Exponent) >

<! ELEMENT Modulus (#PCDATA) >

<! ELEMENT Exponent (#PCDATA) >

6.5.3.3 SM2KeyValue JTL =

PRIRAT
14
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Type="http://127.0.0.1/2009/xmldsigl1 # SM2KeyValue"
(Al FH7E RetrievalMethod 8{# Reference JC&E Ak £ FEED
SM2KeyValue JG & E XA http://127.0.0.1/2009/xmldsigl] & 44 F a3 [A] 1,
SM2 A #3850 PublicKey #3543 41 5% .
S
< SM2KeyValue xmlns="http://127.0.0.1/2009/xmldsigll # ">
< NamedCurve URI="urn:o0id:1.2.156.10197.1.301" />
< PublicKey™> BDanuW;jsEPOKi2ursklRv+ pBeXNnGFkrS2Veu/ FrudFKF TiscMJ 1 TCa0K231.k0O
+L7HIGz+SWFZZ;DAnHPD7n+ YQ < /PublicKey>
</SM2KeyValue>
WS 5| 4 dsigll:NamedCurve JTCR 4l . fiv 44 th £k URI J@ 48 &2 . il 1 OID &
FEFE I % # dsigl1: NamedCurve JTEZ il OID 2y 1.2.156.10197.1.301 [ 256 i 2% 0406 5 i 2% .
PublicKey JUR AL &% 5 « Ml v ARFE _3EHI ¥ Base64 Zifid . FHAHITE F LT .
a) B TFERITR « My Fed o /N R SRR B 2k R (o ) B 40 S N AL T AT
PR e 4 25 R AT I i B 0x04, OID 2 1.2.156.10197.1.301 B A4 = 435 Fly J3 it 19 B R
256 LLAY;
b)  Base64 Xf 2B a) rp i 5 45 B 77 A 1\ AL 4 ER 2R AT G B
LW S
<! -- targetNamespace="http://127.0.0.1/2009/xmldsigll £ " —->
< element name="SM2KeyValue" type="dsigll: SM2KeyValueType" />
< complexType name=" SM2KeyValueType" >
<Usequence>
< element name="NamedCurve" type="dsigll:NamedCurveType" />
< element name="PublicKey" type="dsigll:ECPointType" />
</sequence >
<attribute name="1d" type="ID" use="optional" />
</complexType>

< complexType name="NamedCurveType" >
<Zattribute name="URI" type="anyURI" use="required" />
</complexType>

< simpleType name="ECPointType" >

<restriction base="ds;CryptoBinary" />
</simpleType>
SCREZE R E S
<! ELEMENT SM2KeyValue (NamedCurve, PublicKey) >
<! ELEMENT NamedCurve ( # PCDATA) >
<! ELEMENT PublicKey ( #PCDATA) >

15
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6.5.4 RetrievalMethod T2

KeyInfo H1 (] RetrievalMethod J6 5 H] T4 26 A7 i 75 73 — AL B 1 KeyInfo {5 B A5 . 0, —
ANSCRY P 8 TLAS 25 44 18— 3R sk % AP0 19 X509 §iF 45 85 5k 36 9F 25 44 . 4% 4 1 KeyInfo #50]
— RetrievalMethod JGZ K 51 FIUE 434 . 1M T A0 45 AR 1 X509 Certificate JGH Ay 58 B UE 54 .

% T %4 DigestMethod 5 DigestValue 7 JG % , RetrievalMethod fifi i 5 Reference #J URI g £
Reference 4b ¥R 7Y [F] A ) 175 1 AU AT 51 FHIAT . HLW AL 7% URI,

Type J& 278 BA R A EUE B /] AR AT . Abr g T BAT M XML 4544 1) Keylnfo 28
B i AT — A~ RetrievalMethod ) Reference Y455 & — 4~ XML JC &R 8 # /& LU JC = 0 AR (9 S0
KeylInfo Y] rawX509Certificate 28R CR AU £ XML £5#4) 3% [8]— A4~ gkl X509 UE45 .

PR S

< element name="RetrievalMethod" type="ds:RetrievalMethodType"/>

< complexType name="RetrievalMethod Type" >

< sequence>
<element ref="ds: Transforms" minOccurs="0"/>
< /sequence>
<attribute name="URI" type="anyURI"/>
<attribute name="Type" type="anyURI" use="optional" />

</complexType>

SCRY A GE L

<! ELEMENT RetrievalMethod (Transforms?) >

<! ATTLIST RetrievalMethod

URI CDATA #REQUIRED
Type CDATA £ IMPLIED >

6.5.5 X509Data jT=

PR AT
Type="http://127.0.0.1/2000/09/xmldsig # X509Data"
(f£ RetrievalMethod 5% #% Reference 762 H FH ok 2 75 25 781
KeylInfo H1) X509Data 7t R 4 — a8l 2% AR RS . 80 X509 3E 45 GEBARIRAFEUE IR %) .
X509Data BN A -
a)  BPNFA—ATFICR B PR ITER Y 1R BCE SCHE [F] AN UE A i, AT — R {5 22 R A
HATFHITER;
by BRI HEMT .
® X509IssuerSerial JTTE , W& —NF 4 RFC 4514 1 X509issuer [ 5 4 /17 3 5 %, B
44 08 A U S A G ) 44 G B R
e X509SubjectName JGZ , WAL & —4 X509 iiF 45 F 44 . v % 4F REC 4514,
e X509SKIJu &, WAL & X509 UE 4 F IR B PFATRIRAFY R base64 fi] 4w 55,
e X509Certificate JLER » WAL % — > base64 Zifith 1) X509 IEH5.
e XG509CRL JTH& . WA & —> base64 Fii by (143 154 5 51 & (CRL) .
e dsigll: X509Digest JC K, W & — > base64 Zi % 1Y IE 45 A% % fH. % oc R N &
16
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Algorithm 18 P iR (0 6T 2 551K 9 URTL 20 08 AR S 345 69 0606 /A2 5 86
o PERHECKN T FIR TR AN FAE AT R .
X509IssuerSerial , X509SKI, X509SubjectName I dsigll:X509Digest JC & i 45 [ UE 45 2% & 4 &

BRI PIRYIE S . BT A 48 1) — A R¢ 2 B9 IE 45 /9 70 3R W AE X509Data I &, 10 HL 51 B4 18] 3% 4
X509Data JGZ

[A]l— A~ % 5 1 A A 6] GFE 4 55 BE B9 X5091ssuerSerial, X509SKI, X509SubjectName Fil dsigll:
X509Digest JG % .7 41 2| — 4> KeylInfo JTCRH . HZ 1] BL7E L > X509Data JTLER .

AR X509Data J6 &R HY A IE A5 I BE 515 2 i DA 5 4wl A A A B L O O e A B A —
ML XA IN B H AR ZORIE B EEA T

S AR T
<Keylnfo>
<X509Data> <! -- two pointers to certificate-A —->
<X509IssuerSerial >

< X509IssuerName™>CN=Zongbin WANG, OU=R&D, O=INFOSEC,
.= Haidian District, ST=DBeijing, C=CN</X509IssuerName >
<X509SerialNumber>12345678</X509Serial Number>
</X5091ssuerSerial >
<X509SKI1>31d97bd7</X509SKI>
</X509Data>
<X509Data>> <! -- single pointer to certificate-B >
<X509SubjectName>>Subject of Certificate B<(/X509SubjectName>>
</X509Data>
<X509Data>> <! -- certificate chain >
<! —Signer cert, issuer CN=arbolCA,OU=R&D,0=INFOSEC,C=CN, serial 4>
< X509Certificate>MIICXTCCA..<</X509Certificate™>
<! — Intermediate cert subject CN=arbolCA,OU=R&.D,0=INFOSEC,C=CN
issuer CN=tootiseCA,OU=R&.D,0=INFOSEC,C=CN >
< X509Certificate>MIICPzCCA...<</X509Certificate >
<1 — Root cert subject CN=tootiseCA,OU=R&D,0=INFOSEC,C=CN >
<X509Certificate>MIICSTCCA...<</X509Certificate>
</X509Data™>
</Keylnfo>
i X T PRKCS# 7 gt ik 18 2 % CRL & HHEMWME . £ — 1 <<X509Data™> I R o At I — 411k - Fl
CRL, 1fif H7E—4~ KeylInfo Je % #1 #] i Bl £ 4~ X509Data JGE ., 4 % — < X509Data™>J0 K H i B £ i 43
A, He — AN IE R & SR A i A 4 .
DN 71 i 45 £ (<<X509]ssuerSerial > , < X509SubjectName > af < KeyName ) i # I T & J7 1%
Gt .
o JUTFFH MMEELER GB/T 13000 F4F 5
o PR EIIN 1\ B S AR R R R 2 7S e
ST R T
o SUFFAT I GB/T 1088 £ 5 4F (GB/T 13000 # 16 /4 A9 \ x00 —\ x10) . B 76 ¢ 11 19
GB/T 1300047 16 #E il Bz w1\ " 575 5
17
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o LT MIG M AE RS FT\ 207N

XML SCRY 5 b AL & A8 TS & 1 OB AR I 7 A2 1% XML SORY A 49 B3 38 7 P il /) 52 4+
ST AR S5 GB/T 13000 544 6 3 £ 5T

] A dsigll:X509Digest JLR 5, o] Fi- A X509IssuerSerial JLZ .

6.5.6 DEREncodedKeyValue JT &

PRILAT :
Type="http://127.0.0.1/2009/xmldsigl1 # DEREncodedKeyValue"
(A ¥ RetrievalMethod 5% Reference Jo 2 H i A, SR L0 $8 /8 X 4 A9 28 HD
X.509 UEF 1 FARAPIE BT B AP AE . g i Bk 1L GB/T 20518—2018 H 5.2.3.7, 4
)5 FFEAT base64 faj 5 4 i
X T AKRAE SR 18 BB R T AR VE SCAR AR T BT /S 2R R AR AR B R 56
OID { »
—SM2. i, GB/T 35276—2017 H 7.1;
—RSA. i, RFC 3279;
—EC. Il RFC 5480,
H € XA g3 B n] 0L T A 7
PR E 3
<! — targetNamespace="http://127.0.0.1/2009/xmldsigll £ " —>
< element name="DEREncodedKeyValue" type="dsigll: DEREncodedKeyValueType" />
< complexType name="DEREncodedKeyValueType" >
< simpleContent>
< extension base="base64Binary" >
<attribute name="1d" type="ID" use="optional"/>
</extension>>
<_/simpleContent™>
</complexType>

6.5.7 KeyInfoReference jT %

Keylnfo #1f) KeyInfoReference Jt 5 F§ 7% 18 Keylnfo JTTR WAL E T . B0, ST 9 244
] BEAE A F] —MIEBEERIER % . 8D E 41 Keylnfo 7] ffi ] —> KeyInfoReference JL &R K 51 H]
XANIE P BE L A 2B 84 & 24> X509Certificate JTLR M FH .

KeyInfoReference f4{#i i 5 Reference ) URI J& #4 fil Reference &b A R AH [7] 115 5 . (HI& A TIC
R HEZORAT URT & 4.

KeyInfoReference BUE Y 45 5 [ 8 — 4~ KeyInfo JG &, 8 # — 1 DL Keylnfo H# JC £ 1y XML
PP

FEAGE X

<1 -- targetNamespace="http://127.0.0.1/2009/xmldsigll £ " —->

< element name="KeyInfoReference" type="dsigl]l:KeylnfoReferenceType" />

<complexType name="KeylnfoReferenceType" >

<attribute name="URI" type="anyURI" use="required"/>
18
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<attribute name="1d" type="ID" use="optional" />
</complexType>

6.6 Object JTE

B R

Type=http://127.0.0.1/2000/09/xmldsig # Object (0] F¥E Reference TR FE/REH )

Object J& AT & AL R a1y AT e ST R AT B — IR B £ K. Object JCER I AL 45 Al & i) MIME 28
B 1D 01 20 05 Ja P

Object (¥ 25 J& 5 7T H URI J7 sARIE Object fT 4 i B an— A~ — k) i) .

MimeType A 3 J& 238 Object f4ud i1 09 F4F Bf (6 BAR R 8 81 UL RFC 2045, it
SRR 5 BV R ASBR HEAS R XS MimeType {5 B JEAT 301k, W FH R 7 10 AL 5 v 288 50 2 1 11 265 44 1
NGRS AR fe . BN, TR XS 2 AL 4 base64 Zif 1) PNG. B4 Encoding A 4§ 5 24 base64 Jf H Mim-
eType #7 % Jy“image/png”.

SignedInfo B{ Manifest jifi i3 Reference ¥ 5| ] Object # Id, Object JLEW A THNE L . 94X 4
(R G2 5 R 25 44 JC R I — 8B4 . XS Object JC R H A AR B A AL 55 T 4 R sl AR 25 .

LW

<Zelement name="0bject" type="ds: ObjectType" />

< complexType name="ObjectType" mixed="true" >

<Csequence minOccurs="0" maxOccurs="unbounded" >

<Cany namespace= "4 # any" processContents="lax"/>
</sequence >
<attribute name="1d" type="ID" use="optional" />
<attribute name="MimeType" type="string" use="optional"/>
<attribute name="Encoding" type="anyURI" use="optional" />

</complexType>

PEEES S

<1 ELEMENT Object ( # PCDATA |Signature| SignatureProperties | Manifest % Object. ANY ;)
x >

<1 ATTLIST Object

Id 1D # IMPLIED
MimeType CDATA  #IMPLIED
Encoding CDATA # IMPLIED >

7 MImMEERIEE

7.1 ik

T A Manifest £ SignatureProperties JGZ , I3 WA a0 o] b 3 XML A48 4 FiE Be, X b
] AR b G A A Fu 1 AT AT 1 5 5 Signature YRR H BLAE Object Hr, A E N AT 3E N 45
FH & 56 ] AR 48 52 B 1 38 FH

JG
B

7.2 Manifest JTT =

PRIAT
19
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Type=http://127.0.0.1/2000/09/xmldsig # Manifest (A] fi{F Reference JLZE P FE/REHD
Manifest JG % #fft— ik Reference 413, 5 SignedInfo H1#31| & A [, Manifest 81 3¢ i i Fi 2 e
LR RE S E A R WA i i 2 SRR R AZ T 5 | 308 %o G 38 07 B E B R X AN BT 7 [R)
1B L3 WO SR AT 2 fit it . #5 AA SignedInfo H45 ) Manifest, Ji 114 24 8 A 17 4 2K B iE Manifest
ARG Z G . Y R ] E FE e E AT IE Manifest A28 228 . %5 A—> Manifest tfr 5| f 5 —
A~ Manifest, U5 BOAS BE 55 11E 3 Ff 99 J2 4% 25 1) A4 22 1 .
A 3
< element name="Manifest" type="ds:ManifestType"/>
< complexType name="ManifestType" >
<sequence>
<element ref="ds:Reference" maxOccurs="unbounded" />
</sequence >
<attribute name="1d" type="ID" use="optional" />
</complexType>
SRR A E L
<! ELEMENT Manifest (Reference+) >
<! ATTLIST Manifest
Id ID #IMPLIED >

7.3 SignatureProperties JT &

PR R4 -

Type=http://127.0.0.1/2000/09/xmldsig # SignatureProperties (A] i ¥£ Reference JL&E Pk FE
AN

SignatureProperty JLER H WA I 45 44 A2 i B9 A Aol B0 45 JE (e i 1)/ 1 300 9880, A= 0 4 44 Il
FH 0 25 B B R 1 7 51 5

A 3

< element name="SignatureProperties" type="ds:SignaturePropertiesType" />

< complexType name="SignaturePropertiesType" >

<sequence>
<element ref="ds: SignatureProperty" maxOccurs="unbounded" />
</sequence>
<attribute name="1Id" type="ID" use="optional" />
</complexType>

<element name="SignatureProperty" type="ds: SignaturePropertyType" />
< complexType name="SignaturePropertyType" mixed="true" >
< choice maxOccurs="unbounded" >
< any namespace="4# # other" processContents="lax"/>
<! - (1,1) elements from (1,unbounded) namespaces >
</choice>

<attribute name="Target" type="anyURI" use="required" />
20
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<attribute name="1d" type="ID" use="optional" />
</complexType>
SR X
<! ELEMENT SignatureProperties (SignatureProperty+) >
<! ATTLIST SignatureProperties
Id ID #IMPLIED >
<! ELEMENT SignatureProperty ( # PCDATA % SignatureProperty, ANY;) x >
<! ATTLIST SignatureProperty
Target CDATA # REQUIRED
1 1D # IMPLIED >

7.4 Signature TE R LIEIES

ABRUEIE L 5 AL FWCA T XML b3 $5 4,

iE . W2k CanonicalizationMethod ¥ A7 25 45 b JFE 7 T AE SignedInfo Hr AL FHE 4 I8 A B AW S W AT % 24 031
Jiif CanonicalizationMethod #43 & AL #1484 . A0SR — A AL FLIE 4 2 45 44 A0 2 N 25 10 — 38 43, B0 2 0 Ak #iL4 4
B AT o] SR R 2% 5 B 44 R I

7.5 Signature JTE PR IERFE

AR ERIE R S AL B A ] XML i R

iE: 4R CanonicalizationMethod A~ % f51 SignedInfo Hv i) v e al 5 oM 51 A B9 XML, A8 4 & AT #8 23 8 47 4 4 4t
B, R SRR EE T B AT AR A R R Y SR A 2 T B A O TR R AN SRS 4R 2 TR R I A AL /A e
2 AnHAEA ) XML) X FAR ] XML B4 (9 XML %44 #8023 32 B BB Ak 1152 i

8 IESEFIE

1 FH N B 7E A 0 25 4 90 80 S N B R 75 45 A 6.1.6.2.6.3.6.4.6.5 K& 6.6 [ E Rk, 2 FH T Kt
f 25 4404 B, 38 B B IE 2 A 7.2.7.3 B ESR B ANIC K I AR RS B IE R A

21
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A

A 1.1

&) 2 S i

1Btk

Mt X A
(B BT )
XML # = % & L3

TR G XML B R E HTMLA N3 70 828 4 1 Bl 1

[s01]

#vv>

[s02]
[s03]
[ s04a]
[s04b]
[s05]
[s06 ]
[s07]
[s08]
[ s09a ]
[s09b ]
[s10a]
[s10b]
[s11]
[s12]
[s13a]
[s13b]

ureValue™>

PublicKey>

22

[s14]

[s15a]
[s15b]
[s15¢]
[s15d]
[s15¢]

[s15f]
[s15g]
[s16]
[s17]

< Signature Id =" MyFirstSignature" xmlns="http://127.0.0.1/2000/09/xmldsig

< SignedInfo™>
< CanonicalizationMethod Algorithm=" http://127.0.0.1/2006/12/xmlcl4n11"/>
< SignatureMethod
Algorithm="http.://127.0.0.1/2001/04/xmldsig-more # sm2-sm3" />
< Reference URI="http://127.0.0.1/TR/2000/REC-xhtml1—20000126/" >
< Transforms>
<Transform Algorithm=" http.://127.0.0.1/2006/12/xmlc14n11"/>
</Transforms>
< DigestMethod
Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm3" />
< DigestValue>> BZT3Gm27GR]s+4{dlf2] +vINWZ5ybl48cg04PtalJUhE=
</DigestValue>
</Reference>
< /SignedInfo>
<SignatureValue>> x114qrUK7I8fU94 Xfmh88DUal.eaSAeWpy6c/
jbzohF6qszDkvmHyOFDufomhi30asLEkP2DCdfeeM5IM{IpnOw = = </Signat-

< Keylnfo™>
< KeyValue>
< SM2KeyValue xmlns="http://127.0.0.1/2009/xmldsigl1 & ">
<NamedCurve URI="urn:o0id:1.2.156.10197.1.301" />
< PublicKey>>BMKRxUw7;8 ThPCi8FG4n4 k4 xm6 XhsgcMOK5LIO86 L.
HVqUOI + R3pLeNAVhg00yiXZispILbmKulmCIIrEin8{H68 = </

</SM2KeyValue >
</KeyValue>
</KeylInfo>
<_/Signature>

Hrr,[s02-12] SignedInfo TTEE MW, Ehr L EMEEHFITEH 0015 B . SingedInfo AN £
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FEWTA 0% AL P 72 . 7F SingedInfo /Y Signature #IAF17E SingedInfo H 1Y 4451 FH 22 B HHIA .
HH B, T8 SignatureValue fiff B 83 ¥ 7E SignatureValue JG % A4t F SignedInfo i [l #h B, b #%
AR ELWEE T

[s03] 4t SignedInfo JGZ Y E45 24 BRAE Y — 8 43 HEAT A 8 A0 PR Z 7 Sl i ALY AL 3006 X & AT
FAEAL . ZETE R XA DL RS B S5 68 i A 8 491 1 RS = IR Ak B =X

[s04 ] f#i i SignatureMethod % ¥ 8 LG AL /) SignedInfo $ e} SignatureValue, & J& — 85 i 2
2 R AN — S OB T 8 B A SR 38 T RE AN HAR B3 vE (I RSA-SHAL WA R E ML & B H LA T
HEAT 244 ASRARAR Fh 2 48 05006 A2 2 B 8 I B 1 Bk o O 1 4R I BRI L R A S A X
SO VR 58 R R T8 24 1 BV AR SRAT S 28 T — R % 24 B AR SR HERE T — 2 R
AU H A,

[s05-11] #4> Reference J0 3 0 45 %5 i 2% 23 530 3 R Am L 199 5080 XoF R fE A7 A B 1 A B 45 2R
] i 4 77 A % Ak F R 4 78 A 3 5 R R X 0 R (T HOX B AT 2 4 - DT DR A X
L 24 BE G AT 5 RO RS 4 AR R 0 4 A R

[s14-16 ] KeylInfo 575 HRBINZE L A8 . il i v] Be I AL 45 Uk 43, %% 4 4 PR A% 1 AC i B8
EAE R . Keylnfo &l i) A PN AL 25— & 44 % ol BEAS B B8 A 515 5 e B0 45 SR b 3 i 4%
T8 MG BT RETEN M B S RB a8 1 2 A T U RO ok . 1 T Keylnfo 7E Singed-
Info MAMER . 4N 2R % 24 # AL AP E BB A Z 45 B 8 Reference AR ) K br iR B I Key-
Info MMAZE£ .

A.1.2 FE %L Reference AR

[s05] <CReference URI="http://127.0.0.1/TR/2000/REC-xhtml1-20000126/" >

[s06 ] < Transforms™>

[s07] < Transform Algorithm="http://127.0.0.1/2006/12/xml-c14n11"/>

[s08] </Transforms>

[s09] <DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldisg-more £ sm3" />

[s10] <DigestValue >BZT3Gm27GR]s + 4{dlf2] + vNWZ5ybl48cg04PtalJUhE = </Di-
gestValue™>

[s11] <C/Reference>>

Hrp,[s05] Reference Al [ URL @ PEARIRFFE S R BAEN G, TE— DT EHA T . 2 QA
—™ Reference Z W1z @M.

[505-s08 JiH b 15 78 ffe — R 4 3R 1 |y 2 44 25 S A3k U] R TR X0 A7 2% 8 b 3k 50525 22 BUale 15 L
N IR BRI B iE & ] ] 3 A — by i R ARG R e (B . R R IR D02 » 39 0iE 3 A 7T BE N — AN [m] 9 o7
RARAFNES LA AS HUAA A T A 2 URIT 48 & 1 38 )5 .

[s06-s08 ] A5 4 J& — > R L& (1) A J7 19 40 B0 BR A 3%, 76 X0 9% U5 PN 28 4647 2 38 Ak 1 22 i 2 FH ok e 25 3R
XFEATHEAT AL B, AR 4 AT RE AL FE AT RO ERAE KRS AL L 2 0 | ) CROL A TR 46 AN IR 4D . XSLT, Xpath,
XML Schema $3 i # XInclude, Xpath 28 i 15 25 44 & 3RAT 200 P58 SOR Horp — 30 20 19 SCRs . R,
TR G HE B 7E A/ SORY AT AT RIS I AN 23 55 00 25 44 18 R0 o AN o dn R 25 44 10 9% IR A0 45 2 44 A8 B Lk
PR X Rl AR e 4 2 24 NE B S 09t B HEBR 1 . A0 SRR e Ju RO AR AE L BRI 0 AR e B R R AT
TR IR, R MVEE LR T N A B ORI AT 3 1) B3 A F g A B8, L P 48 58 H 2 A8 it J2 7o
VFY .

[s09-s10 ] X504 oA T2 # $#4E )5 , f#i F§ DigestMethod 55 3 3k 7= 4= DigestValue, X} DigestValue
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1025 4 R AR B IR 1Y N A 25 8 A I B AR B —

A.2 Object #1 SignatureProperty ¥ & SC 3

AKE SRR T XML By 25 44 4k 23 A0 A G CRROHE 58 88 1P AT B AR & A B2 38 LAt 1 SRy Rz
Wi g I XML, RDF 85 HAb i8R . 244 0 AR 7 B 1 508 I 28 44 1 N2 32 WO T AR e B AS 0 B
FUIRLETE . ARAAT 56 T 45 44 A2 LAY N 28 #B Al i T+ SignatureProperty JE R W b B9 Target J& £ 42
Signature JC & $ 6] J& 14 W ] 2 (1) Signature JER |,

18 B AT A — B 18] — S HF SignatureProperty JTER AR M ST

[ ] <Signature Id="MySecondSignature" ...>

[p01] <SignedInfo>

[ ]

[p02] < Reference URI="http://127.0.0.1/ TR/xml-stylesheet/" >

[ ]

[ p03] < Reference URI="# AMadeUpTimeStamp"

[ p04 ] Type="http://127.0.0.1/2000/09/xmldsig # SignatureProperties" >

[ p05 ] < Transforms™>

[ p06 | < Transform Algorithm="http.//127.0.0.1/2006/12/xml-c14n11"/>

[ p07 ] </Transforms>

[ p08 ] < DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldisg-more £ sm3" />

[ p09 ] <DigestValue > BZT3Gm27GR]s + 4fdlf2] + vNWZ5ybl48cg04PtalJUhE = </Di-
gestValue™>

[plo] </Reference™>

[pll] <C/SignedInfo>

[pl2] ...

[pl3] <<Object>

[pl4] <SignatureProperties >

[pl5] <SignatureProperty Id="AMadeUpTimeStamp" Target =" # MySecondSignature" >

[pl6] <timestamp xmlns="http://www.ietf.org/rfcXXXX.txt" >

[pl7] <date>19990914<C/date>

[pl8] <time>>14:34:34:34</time>

[pl9] </timestamp>

[p20] </SignatureProperty >

[p21] <_/SignatureProperties >

[p22] <</Object>

[p23] <</Signature>>

Hrr,[po4] Al #E Reference H1f%) Type J& AL T i URT A5 A %8 U8 09 A 5C 15 B 7T 48 B & Ob-
ject,SignatureProperty i /& Manifest JUZ , W FH R P 7] R I8 X — 5, ok Xf — 28 Reference J6 2 JF A7 4E 5k
MR IR AL AL B . 45 1] — 4> Object TR HHY—A> XML 4 7o R 19 51 I %65 B B 45 [ B L IE Y TR
R ITTRNEAE XML 72 3k i sl g i J5 9 8 ) o 51 1T AR B Object Fl Reference 28#Y ; 41

RIE AR Object, ZEEE AL Type J&— Ml BV A9 i 1 . 25 44 A 5 208 &R BUEE ff 40 B o A
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KA B WY IE B

[p13] Object Z—AAI LAY JLE » H T 1E Signature J6 2K 8 HAL M T 51 A LI X G 0] 2 4% %)
Object AT %% .

[pld-s21] 254 J@ e, 51l 41 5 4% ) i) , m] 36 3038 5 78 Reference HL I8 B &AM X ENTE4T2 4 .

A.3  Object 1 Manifest 3 & 3£ {5

2 Bt 57 Manifest 028 06 8 7~ Q0] 6 J2 BFE AN A — 28755k . R TS24 75 3R L & Manifes J& 40
i3 2 BT

a)

b)

S L RAEAR G SIS AR KA A T3 0% 44 o o TR TP AT AR 80 o B8 8 0t X 22 1> B8 %
G T LA . XA B 0] 3l 3 7E SingedInfo B 61 & £ Reference JTZE R SEH, AN
I BEAS Z B H AR UE T HE AT %5 A0 PR A0 55040 19 28 4 BRI, — 26 3 FH AV AN T B 3 b oy i
PEBETT R B80Ty, B B 5 % SingedInfo W 5 1> Reference #8248 48 51 F 0 A 3 72 1Y &b
B xS F AT RE A B O B ATOR B S A DR SB B an, — A AT BB — L =
Reference JGZ 1 Signature & 19 SingedInfo JL &R, W1H H A — 4 Reference #4E 2%
T B STETIAE B P R . SR, IR AT RE AR AE P DA A Reference JE R 2 1E
A ROR AL B, B AR AR A A W] B 2R M BRL SR BBOAS [6] (9 % 38 O 1 S8 X — 45, SingedInfo %2
ZZ 45— Z A Reference JLR WY Manifest JTLHR . #AJ5 . Manifest B35 A IASEAL T 07
MRS T .

F PEIXAE— AN X R B SO AT TR 2 B A RAE (AR D . — DRCRA K&
)i R 5 8 R A — A 40 B 1 2 44 52 b o T 3] K 4t Y SingedInfo JG & A1 (fff AR £ Refer-
ence) ; AP 7 P ARIR 2 i HAR TUAR . — A @ &L 7 5 2 € — > Manifest JTTER A £ 4
Reference, R J5 1F £ Signature JGE 15| X4~ Manifest,

TR E T3 T —4 Reference, B2 % T — 1 Object JTLEK H' Y Manifest,

L 1.
[m01] < Reference URI="# MyFirstManifest"

[mO02] Type="http://127.0.0.1/2000/09/xmldsig # Manifest" >

[mO3] < Transforms>

[m04] < Transform Algorithm="http://127.0.0.1/2006/12/xml-c14n11" />

[ m05 | </Transforms>

[ mO6 ] < DigestMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm3" />

[mO07 ] <DigestValue > 8/LEOKIIJEE/{fFSEfF TptZrLmUhOOSAJUhH3BIPbx0 = < /Di-
gestValue™>

[m08] <C/Reference>

L J..

[m09] <<Object>

[m10] <Manifest Id="MyFirstManifest" >
[mll] < Reference>

[ml12]

[ml13] </Reference™>

[ml4] < Reference™>

25



GB/T 25061—2020

[ml5]

[ml6] <_/Reference>>
[ml17] <C/Manifest>
[m187] <</Object>

A4 ZERTZH

A4l HEEZ

BAGER
< ? xml version="1.0" encoding="UTF-8" standalone="no"? >
< Signature xmlns="http://127.0.0.1/2000/09/xmldsig # ">
<_SignedInfo™>
< CanonicalizationMethod
Algorithm="http://127.0.0.1/2006/12/xml-c14n1l # WithComments" />
< SignatureMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm2-sm3" />
< Reference URI="http://127.0.0.1/TR/xml-stylesheet" >
<DigestMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm3" />
< DigestValue>BZT3Gm27GR]s+4{dlf2] +vNWZ5ybl48cg04PtalJUhE=</Digest Value™>
<_/Reference>
</SignedInfo™>
< SignatureValue>
x114qrUK7I8fU94Xfmh88DUal.eaSAeWpy6c/jbzohF6qszDkvmHyO0FDufomhi30asLEkP2DCdfee
M5IM{IpnOw = = </SignatureValue>
<Keylnfo™>
< KeyValue>
< ECKeyValue xmlns="http://127.0.0.1/2009/xmldsigll & ">
< NamedCurve URI="urn:oid:1.2.840.10045.3.1.7" />
< PublicKey™>
BMKRxUw7i8 ThPCi8FG4ndkd xm6XhsgeMOK5LIO86 LHVqUOI+ R3pLeNAVhg00yiXZispl Lb-
mKulmCIIrEin8fH68 =< /PublicKey >
</ECKeyValue>
</KeyValue>
</Keylnfo>
</Signature>

A42 HHIEZ

ETACE
<? xml version="1.0" encoding="UTF-8" standalone="no"? >
<Signature xmlns="http.//127.0.0.1/2000/09/xmldsig £ ">
< SignedInfo™>
< CanonicalizationMethod
26
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Algorithm="http.://127.0.0.1/2006/12/xml-c14n1l # WithComments" />
< SignatureMethod Algorithm = " http://127. 0. 0. 1/2001/04/xmldsig-more # sm2-

sm3"/>
< Reference URI="# object" >
< DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm3" />
<DigestValue™> yGO0h7Glg/ngilBSNE + UsSQmtz9TnZUghr08BOK]JGr3E = </Di-
gestValue™>
</Reference>
< /SignedInfo™>
< SignatureValue>

zhHGxS4xCV1D6R20M7GmDM2Kh8m + sWntGuDu33gVENr2nC2YUqgBDPi7b9t707 x41jq6sA6
Re9yf9fDuPYEPs]g= =</SignatureValue>
<Keylnfo™>
< KeyValue>
< ECKeyValue xmlns="http://127.0.0.1/2009/xmldsigl1 # ">
< NamedCurve URI="urn:o0id:1.2.840.10045.3.1.7" />
< PublicKey>
BNPobUqvBfYbo9zNDZvYrZiXGME2ACNDQncolfooRNzrPMIZISCko
AZ3jgwdeVpMIAIc6 AWSMEMK +1/g0gZ/woU=<_/PublicKey>
< /ECKeyValue>
</KeyValue>
</Keylnfo>
< Object Id="object">some text</Object>
<_/Signature>

A43 HEZHE

2 4 H
< Envelope xmlns="urn:envelope" >
</Envelope>
L XA
<? xml version="1.0" encoding="UTF-8"7? >
< Envelope xmlns="urn:envelope" >
< Signature xmlns="http.//127.0.0.1/2000/09/xmldsig # ">
<_SignedInfo™>
< CanonicalizationMethod
Algorithm="http://127.0.0.1/2006/12/xml-c14nl1 # WithComments" />
< SignatureMethod Algorithm =" http.://127.0.0.1/2001/04/xmldsig-more # sm2-
sm3" />
< Reference URI="">
< Transforms™>

< Transform

27
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Algorithm="http://127.0.0.1/2000/09/xmldsig # enveloped-signature" />
</Transforms>
< DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more £ sm3" />
<DigestValue > hLA10BfAKncPgRR7cCD8wlm/s9Fr/Wm85EKzOdy4dlg = </
DigestValue>
</Reference™>
</SignedInfo>
< SignatureValue>
DHZ7uQSzGLkJ2DSZxtGbXMT10yoCUq9wryTTMZn 9FFwEcEDO003y6zowm4O71Hr91m
As45kSiMt8WurE0gqEsCQ= =</SignatureValue>
< KeylInfo>
<KeyValue>
< ECKeyValue xmlns="http://127.0.0.1/2009/xmldsigll # ">
<NamedCurve URI="urn:o0id:1.2.840.10045.3.1.7" />
< PublicKey™>
BGrl10WMS5ieRvilRhHK/WLbUKgd + rQ3PHtHjlnm]/I1HpobsZZuT6qaGMYs/IF4j9HilRLx
6ttP9xGENbq/6L5LYc=</PublicKey>
</ECKeyValue>
</KeyValue>
</Keylnfo>
<_/Signature>>
</Envelope>

28
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Mt X B
(e 1 M 3R
XML #{F & & XHERENX

! —- DTD for XML Schemas: Part 1: Structures

Public Identifier; "-//W3C//DTD XMLSCHEMA 200102//EN"
Official Location: http://127.0.0.1/2001/XMLSchema.dtd —>

— $1d: XMLSchema.dtd,v 1.31 2001/10/24 15:50:16 ht Exp $ —>

-—- Note this DTD is NOT normative, or even definitive, —>

- prose copy in the structures REC is the definitive version —>

-- (which shouldn't differ from this one except for this —->

-- comment and entity expansions, but just in case) —>

— With the exception of cases with multiple namespace
prefixes for the XML Schema namespace, any XML document which is
not valid per this DTD given redefinitions in its internal subset of the
'p’ and ’s’ parameter entities below appropriate to its namespace
declaration of the XML Schema namespace is almost certainly not

a valid schema. —>

| - The simpleType element and its constituent parts

are defined in XML Schema: Part 2; Datatypes —->

! ENTITY % xs-datatypes PUBLIC ’datatypes’ 'datatypes.dtd’ >

! ENTITY % p ’xs: > <! -- can be overriden in the internal subset of a

schema document to establish a different

namespace prefix -->

! ENTITY % s ":xs’>> <! — if %p is defined (e.g. as foo:) then you must

also define %s as the suffix for the appropriate

namespace declaration (e.g. :foo) —>

I ENTITY % nds 'xmlns%s; >

- Define all the element names, with optional prefix —>
ENTITY % schema "%p;schema" >

ENTITY % complexType "%p;complexType" >
ENTITY % complexContent "% p;complexContent" >
ENTITY % simpleContent " %p;simpleContent" >
ENTITY % extension "% p;extension" >

ENTITY % element "%p;element" >

ENTITY % unique " %p;unique" >

ENTITY % key "%p;key">

<1 —d>
<1 —d>
<1 —d>
<1 —d>
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<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1

<!
<!
<!
<!

<!

<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1
<1

ENTITY % keyref " %p;keyref" >

ENTITY % selector " %p;selector" >
ENTITY % field "% p;field" >

ENTITY % group "%p;group" >

ENTITY % all "%p;all">

ENTITY % choice "% p;choice" >

ENTITY % sequence "% p;sequence" >
ENTITY % any "%ps;any">

ENTITY % anyAttribute " %p;anyAttribute" >
ENTITY % attribute " %p;attribute" >
ENTITY % attributeGroup " %p;attributeGroup" >
ENTITY % include "%p;include" >

ENTITY % import " %p;import" >

ENTITY % redefine " %p;redefine" >
ENTITY % notation "% p;notation" >

-- annotation elements —>

ENTITY % annotation " %p;annotation” >
ENTITY % appinfo " %p;appinfo" >

ENTITY % documentation "% p;documentation" >

—- Customisation entities for the ATTLIST of each element type.
Define one of these if your schema takes advantage of the

anyAttribute="4# # other’ in the schema for schemas —->

ENTITY % schemaAttrs ">
ENTITY % complexTypeAttrs ==
ENTITY % complexContentAttrs ~~>>
ENTITY % simpleContentAttrs >
ENTITY % extensionAttrs >
ENTITY % elementAttrs ==
ENTITY % groupAttrs =’ >
ENTITY % allAttrs 7>

ENTITY % choiceAttrs ">
ENTITY % sequenceAttrs ~'>
ENTITY % anyAttrs >

ENTITY % anyAttributeAttrs >
ENTITY % attributeAttrs ">
ENTITY % attributeGroupAttrs >
ENTITY % uniqueAttrs ==
ENTITY % keyAttrs = >
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<1 ENTITY % keyrefAttrs ">

<1 ENTITY % selectorAttrs >

<! ENTITY % fieldAttrs ">

<1 ENTITY % includeAttrs >

<! ENTITY % importAttrs ">

<! ENTITY % redefineAttrs ">

<! ENTITY % notationAttrs ">

<1 ENTITY % annotationAttrs ~~>
<1 ENTITY % appinfoAttrs >

<! ENTITY % documentationAttrs =’ >

<! ENTITY % complexDerivationSet "CDATA" >

<! — #all or space-separated list drawn from derivationChoice >
<! ENTITY % blockSet "CDATA" >
<! — #all or space-separated list drawn from

derivationChoice + ’substitution’ —>

<1 ENTITY % mgs ' %all; | %choice; | %sequence; >
<1 ENTITY % cs '%choice; | Ysequence; >
<1 ENTITY % formValues ’'(qualified| unqualified) >

<1 ENTITY % attrDecls "(( %attribute; | %attributeGroup;) % ,( % anyAttribute;)?) >

<1 ENTITY % particleAndAttrs *((%mgs; | Ygroup;)?, YattrDecls;) >

<! - This is used in part2 —>
<! ENTITY % restrictionl "((%mgs; | %group;)?)’>>

% xs-datatypes;

<! -- the duplication below is to produce an unambiguous content model
which allows annotation everywhere ——>>

<! ELEMENT %schema; ((%include; | %import; | %redefine; | YSannotation;) *
((Y%simpleType; | Y% complexType;
| %element; | Yattribute;
| Y%attributeGroup; | %group;
| %notation; ),
(%annotation;) % ) % )>

<! ATTLIST %schema;

targetNamespace % URIref; # IMPLIED
31
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version CDATA = IMPLIED
% nds; % URIref; # FIXED ’http://127.0.0.1/2001/XMILSchema’
xmlns CDATA # IMPLIED
finalDefault % complexDerivationSet ; ;
blockDefault % blockSet; ”
id 1D # IMPLIED
elementFormDefault % formValues; ‘unqualified’
attributeFormDefault % formValues; ‘unqualified’
xml;lang CDATA # IMPLIED
9% schemaAttrs; >
<! — Note the xmlns declaration is NOT in the Schema for Schemas,
because at the Infoset level where schemas operate,
xmlns(;prefix) is NOT an attribute! —>
<! -—- The declaration of xmlns is a convenience for schema authors —>>
<! — The id attribute here and below is for use in external references
from non-schemas using simple fragment identifiers.
It is NOT used for schema-to-schema reference, internal or
external, —>
<! - a type is a named content type specification which allows attribute
declarations-->
<! - >
<1 ELEMENT %complexType; ((%annotation;)?,

(% simpleContent; | % complexContent; |
Y particleAndAttrs;)) >

! ATTLIST %complexType;

name % NCName; = IMPLIED
id 1D # IMPLIED
abstract % boolean; # IMPLIED
final % complexDerivationSet ; # IMPLIED
block % complexDerivationSet ; # IMPLIED

mixed (true|false) false

% complexTypeAttrs; >

<! — particleAndAttrs is shorthand for a root type —>

<! -- mixed is disallowed if simpleContent, overriden if complexContent

32
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<! — If anyAttribute appears in one or more referenced attributeGroups

and/or explicitly, the intersection of the permissions is used —->

<! ELEMENT %complexContent; ((%annotation;)?, (%restriction; | % extension;))>
<1 ATTLIST %complexContent;

mixed (truelfalse) #IMPLIED

id 1D # IMPLIED

% complexContentAttrs; >

<! -- restriction should use the branch defined above, not the simple

one from part2; extension should use the full model —>

<! ELEMENT %simpleContent; ((%annotation;)?. (%restriction; | %extension;)) >
<1 ATTLIST %simpleContent;

id 1D # IMPLIED

% simpleContentAttrs; >

<! -- restriction should use the simple branch from part2, not the

one defined above; extension should have no particle —>>

<! ELEMENT %extension; ((%annotation;)?, (% particleAndAttrs;)) >
<! ATTLIST %extension;

base % QName; £ REQUIRED

id 1D # IMPLIED

% extensionAttrs; >

<! -- an element is declared by either:
a name and a type (either nested or referenced via the type attribute)

or a ref to an existing element declaration —>

<1 ELEMENT %element; ((%annotation;)?, (%complexType;| %simpleType;)?,
(%unique; | Y%key; | Ykeyref;) % ) >
<! - simpleType or complexType only if no type|ref attribute -->

<! -- ref not allowed at top level -->

<! ATTLIST %element;
name % NCName; £ IMPLIED
id 1D # IMPLIED
ref % QName; £ IMPLIED
type % QName; # IMPLIED
minQOccurs % nonNegativelnteger; # IMPLIED
maxQccurs CDATA # IMPLIED
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nillable % boolean; # IMPLIED
substitutionGroup % QName; # IMPLIED
abstract % boolean; £ IMPLIED
final % complexDerivationSet ; # IMPLIED
block % blockSet; # IMPLIED
default CDATA # IMPLIED
fixed CDATA # IMPLIED
form Y% formValues; # IMPLIED
%elementAttrs; >
<! - type and refl are mutually exclusive.

name and ref are mutually exclusive, one is required —>
<1 — In the absence of type AND ref, type defaults to type of
substitutionGroup, if any, else the ur-type, i.e. unconstrained —->

<1 - default and fixed are mutually exclusive >

<! ELEMENT %group; ((%annotation;)?,(%mgs;)?)>
<1 ATTLIST %group;

name % NCName; # IMPLIED
ref % QName; # IMPLIED
minQOccurs % nonNegativelnteger; £ IMPLIED
maxQOccurs CDATA £ IMPLIED
id 1D # IMPLIED

% groupAttrs; >

<! ELEMENT %all; ((%annotation;)?, (%element;) % ) >
<1 ATTLIST %all;

minQOccurs @) # IMPLIED
maxQOccurs (1) # IMPLIED
id 1D # IMPLIED
YallAttrs; >

<! ELEMENT %choice; ((%annotation;)?, (%element;| Y%group;| %cs; | Yany;) x ) >
<1 ATTLIST %choice;

minQOccurs % nonNegativelnteger; £ IMPLIED

maxQOccurs CDATA # IMPLIED

id 1D # IMPLIED

% choiceAttrs; >

<1 ELEMENT %sequence; ((%annotation;)?, (%element;| %group;| %es; | Yany;) * ) >
<! ATTLIST %sequence;
minQOccurs % nonNegativelnteger; # IMPLIED
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maxQOccurs CDATA # IMPLIED
id 1D # IMPLIED
% sequenceAttrs; >

<! -- an anonymous grouping in a model, or

a top-level named group definition, or a reference to same —>

<! — Note that if order is ’all’, group is not allowed inside.
If order is ’all’ THIS group must be alone (or referenced alone) at
the top level of a content model >
<! — If order is ’all’, minOccurs==maxOccurs= =1 on element/any inside —->

<! — Should allow minOccurs=0 inside order="all’ . .. —->

<! ELEMENT %any; (Y annotation;)? >
<1 ATTLIST %any;

namespace CDATA ‘& #any’
processContents (skip|lax|strict) ‘strict’
minQOccurs %nonNegativelnteger; e
maxQOccurs CDATA T

id 1D # IMPLIED

Y%anyAttrs; >

<! — namespace is interpreted as follows:
# Zany - - any non-conflicting WFXML at all
¥ # other - - any non-conflicting WEXML from namespace other

than targetNamespace

# # local - - any unqualified non-conflicting WFXMIL /attribute
one or - - any non-conflicting WEXML from

more URI the listed namespaces

references

# # targetNamespace # # local may appear in the above list,

with the obvious meaning —>

<1 ELEMENT %anyAttribute; (% annotation;)? >
<! ATTLIST Y%anyAttribute;

namespace CDATA ‘# Hany’
processContents (skip|lax|strict) ‘strict’
id 1D # IMPLIED
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Y% anyAttributeAttrs; >

<! — namespace is interpreted as for ‘any above —>

<! -~ simpleType only if no type|ref attribute —>

<1 - ref not allowed at top level, name iff at top level —>

<1 ELEMENT %attribute; ((%annotation;)?, (%simpleType;)?)>
<1 ATTLIST %attribute;

name % NCName; = IMPLIED

id 1D # IMPLIED

ref % QName; # IMPLIED

type % QName; = IMPLIED

use (prohibited | optional | required) # IMPLIED
default CDATA # IMPLIED

fixed CDATA # IMPLIED

form % formValues; # IMPLIED

% attribute Attrs; >

<! - type and ref are mutually exclusive.

name and ref are mutually exclusive, one is required —->>

<1 - default for use is optional when nested, none otherwise —->
<1 — default and fixed are mutually exclusive —>

<! — type attr and simpleType content are mutually exclusive —>
<! — an attributeGroup is a named collection of attribute decls, or a

reference thereto —>>
<! ELEMENT %attributeGroup; ((%annotation;)?,
(Yattribute; | YattributeGroup;) * ,
(%anyAttribute;)?) >
<1 ATTLIST %attributeGroup;

name % NCName; # IMPLIED
id 1D £ IMPLIED
ref % QName; # IMPLIED

Y%attributeGroupAttrs; >
<1 - ref iff no content, no name. ref iff not top level —>
<! — better reference mechanisms —>

<! ELEMENT %unique; ((%annotation;)?, %selector;, (%field;)+)>
<1 ATTLIST %unique;

name % NCName; £ REQUIRED
id 1D # IMPLIED

% uniqueAttrs; >
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ELEMENT %key; ((%annotation;)?, %selector;, (%field;)+)>
ATTLIST %key;

name % NCNamej; # REQUIRED
id 1D # IMPLIED

Y keyAttrs; >

ELEMENT %keyref; ((Y%annotation;)?, %selector;, (%field;)—+)>
ATTLIST %keyref;

name % NCName; = REQUIRED
refer Y% QName; # REQUIRED
id 1D # IMPLIED

Y% keyref Attrs; >

ELEMENT %selector; (( % annotation;)?) >
ATTLIST Y%selector;
xpath % XPathExpr; # REQUIRED
id 1D # IMPLIED
Y selectorAttrs; >
ELEMENT % field; ((%annotation;)?)>
ATTLIST %field;
xpath % XPathExpr; #REQUIRED
id 1D # IMPLIED
Y% fieldAttrs; >

— Schema combination mechanisms —>

ELEMENT %include; (%annotation;)? >

ATTLIST %include;
schemal.ocation % URIref; # REQUIRED
id 1D # IMPLIED
%includeAttrs; >

ELEMENT %import; (%annotation;)? >
ATTLIST %import;

namespace % URIref; # IMPLIED
schemal.ocation % URIref; #IMPLIED
id 1D # IMPLIED

Y% importAttrs; >

! ELEMENT %redefine; (%annotation; | %simpleType; | %complexType; |

Y%attributeGroup; | %group;) * >

I ATTLIST %redefine;
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schemalocation % URIref; # REQUIRED
id 1D # IMPLIED
Y% redefineAttrs; >

<! ELEMENT %notation; (%annotation;)? >
<! ATTLIST %notation;

name %NCName; # REQUIRED
id 1D # IMPLIED
public CDATA # REQUIRED
system % URIref; £ IMPLIED

Y% notationAttrs; >

<! - Annotation is either application information or documentation -->>
<! - By having these here they are available for datatypes as well

as all the structures elements ——>

<! ELEMENT %annotation; (%appinfo; | % documentation;) % >
<! ATTLIST %annotation; YannotationAttrs; >

<! — User must define annotation elements in internal subset for this
to work —>

<! ELEMENT %appinfo; ANY> <! -- too restrictive —>>

<1 ATTLIST %appinfo;

source % URIref; # IMPLIED
id 1D £ IMPLIED
Y% appinfoAttrs; >

<! ELEMENT %documentation; ANY> <! - too restrictive —>>
<! ATTLIST %documentation;

source % URIref; # IMPLIED
id 1D £ IMPLIED
xml:lang CDATA £ IMPLIED

% documentationAttrs; >

<! NOTATION XMLSchemaStructures PUBLIC
‘structures’ "http://127.0.0.1/2001/XMLSchema.xsd” >
<! NOTATION XML PUBLIC
"REC-xml-1998-0210" "http://127.0.0.1/TR/1998 /REC-xmI-19980210" >
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Mt R C
(e )
XML HFZZZERENX

C.1 xmldisg-core-schema.xsd

<? xml version="1.0" encoding="UTF-8"7? >
<! DOCTYPE schema PUBLIC "-//W3C//DTD XMLSchema 200102//EN" "http://127.0.0.
1/2001/XMLSchema.dtd" [
<! ATTLIST schema
xmlns:ds CDATA # FIXED "http://127.0.0.1/2000/09/xmldsig # ">
<1 ENTITY dsig ‘http://127.0.0.1/2000/09/xmldsig # >
<! ENTITY % p >
<! ENTITY % s >
1>
<! — Schema for XML Signatures
http://127.0.0.1/2000/09/xmldsig #
$ Revision: 1.1 $ on $ Date: 2002/02/08 20:32:26 $ by $ Author: reagle $-—>
< schema xmlns="http://127.0.0.1/2001/XMLSchema"
xmlns:ds="http://127.0.0.1/2000/09/xmldsig £ "
targetNamespace="http://127.0.0.1/2000/09/xmldsig # " version="0.1"
elementFormDefault="qualified" >

<! -- Basic Types Defined for Signatures —>

<simpleType name="CryptoBinary" >
<restriction base="base64Binary" >
</restriction>>

</simpleType>

<! -- Start Signature —>

<element name="Signature" type="ds: SignatureType" />
< complexType name="SignatureType" >
< sequence>
<element ref="ds: SignedInfo" />
<Zelement ref="ds:SignatureValue" />
<element ref="ds:Keylnfo" minOccurs="0"/>
< element ref="ds:Object" minOccurs="0" maxOccurs="unbounded" />
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</sequence >
<attribute name="1d" type="ID" use="optional" />
</complexType>

< element name="SignatureValue" type="ds:SignatureValueType" />
<complexType name="SignatureValueType" >
< simpleContent>
< extension base="base64Binary" >
<attribute name="1d" type="ID" use="optional" />
</extension>
<_/simpleContent>
</complexType>

<! -- Start SignedInfo —>

< element name="SignedInfo" type="ds:SignedInfoType"/>
<complexType name="SignedInfoType" >
<sequence>
<element ref="ds:CanonicalizationMethod" />
<element ref="ds: SignatureMethod" />
<element ref="ds:Reference" maxOccurs="unbounded" />
</sequence>
<attribute name="1d" type="ID" use="optional" />
</complexType>

< element name="CanonicalizationMethod" type="ds:CanonicalizationMethodType" />

< complexType name="CanonicalizationMethodType" mixed="true" >

<sequence >
<Zany namespace="# # any" minOccurs="0" maxOccurs="unbounded" />
<! -~ (0,unbounded) elements from (1,1) namespace -->
</sequence >
<attribute name="Algorithm" type="anyURI" use="required" />
</complexType>

<Zelement name="SignatureMethod" type="ds:SignatureMethod Type" />
< complexType name="SignatureMethodType" mixed="true" >
< sequence >
<element name="HMACOutputLength" minOccurs="0" type="ds: HMACOutputLe-
ngthType" />
< any namespace= "4 # other" minOccurs="0" maxOccurs="unbounded" />

<1 — (0,unbounded) elements from (1,1) external namespace —->
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</sequence>
<attribute name="Algorithm" type="anyURI" use="required" />
</complexType>

<! - Start Reference -->

< element name="Reference" type="ds:ReferenceType" />
<complexType name="ReferenceType" >
<sequence>
<element ref="ds: Transforms" minOccurs="0"/>
<element ref="ds:DigestMethod" />
<element ref="ds:DigestValue"/>
</sequence>
<attribute name="1d" type="ID" use="optional" />
<Zattribute name="URI" type="anyURI" use="optional" />
<Zattribute name="Type" type="anyURI" use="optional" />
</complexType>

< element name="Transforms" type="ds: TransformsType"/>
< complexType name="TransformsType" >
<sequence>
<element ref="ds: Transform" maxQOccurs="unbounded" />
</sequence >
</complexType>

<element name="Transform" type="ds: TransformType" />
<complexType name="TransformType" mixed="true" >
<choice minOccurs="0" maxOccurs="unbounded" >
<Cany namespace= "4 # other" processContents="lax" />
<! - (1,1) elements from (0,unbounded) namespaces —->>
< element name="XPath" type="string"/>
</choice>
<attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>

<! — End Reference —->

< element name="DigestMethod" type="ds:DigestMethodType" />
< complexType name="DigestMethod Type" mixed="true" >
<sequence>

'

< any namespace="# # other" processContents="lax'

minOccurs="0"
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maxOccurs="un-
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bounded" />
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</sequence >
<attribute name="Algorithm" type="anyURI" use="required" />
</complexType>

< element name="DigestValue" type="ds:DigestValueType"/>
<simpleType name="DigestValueType" >

<restriction base="base64Binary" />
</simpleType>

<! - End SignedInfo ->

<! -- Start Keylnfo —>

<element name="Keylnfo" type="ds:KeylnfoType"/>>
< complexType name="KeyInfoType" mixed="true" >
<choice maxQOccurs="unbounded" >
<element ref="ds:KeyName" />
<element ref="ds:KeyValue"/>
<element ref="ds:RetrievalMethod" />
<element ref="ds:X509Data" />

<any processContents="lax" namespace="# # other"/>

<! - (1,1) elements from (0,unbounded) namespaces >
</choice>
<Zattribute name="1d" type="ID" use="optional" />
</complexType>

<element name="KeyName" type="string"/>

< element name="MgmtData" type="string"/>

< element name="KeyValue" type="ds:KeyValueType"/>>
< complexType name="KeyValueType" mixed="true" >
<choice>

<element ref="ds:RSAKeyValue" />

< any namespace="4# # other" processContents="lax"/>
</choice>
</complexType>

<element name="RetrievalMethod" type="ds:RetrievalMethodType" />
<complexType name="RetrievalMethod Type" >
< sequence >
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<element ref="ds: Transforms" minOccurs="0"/>
</sequence >
<attribute name="URI" type="anyURI"/>
<attribute name="Type" type="anyURI" use="optional" />
</complexType>

<! — Start X509Data —>

<element name="X509Data" type="ds:X509DataType" />
< complexType name="X509DataType" >
<Csequence maxQOccurs="unbounded" >
<choice>
< element name="X509IssuerSerial" type="ds:X509IssuerSerial Type" />
< element name="X509SKI" type="base64Binary" />
<element name="X509SubjectName" type="string" />
<Zelement name="X509Certificate" type="base64Binary" />
<element name="X509CRL" type="base64Binary" />
< any namespace="1# # other" processContents="lax"/>
<_/choice>
< /sequence>>
</complexType>

<complexType name="X509IssuerSerial Type" >
<sequence>
< element name="X509IssuerName" type="string" />
<element name="X509Serial Number" type="integer" />
</sequence >
</complexType>

<! —- End X509Data ——>

<! -- End Keylnfo ->

<! - Start Object (Manifest, SignatureProperty) ——>

<element name="0Object" type="ds:ObjectType"/>
< complexType name="0ObjectType" mixed="true" >
<sequence minOccurs="0" maxOccurs="unbounded" >
<Zany namespace="4% # any" processContents="lax" />
</sequence >
<Zattribute name="1d" type="ID" use="optional"/>
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<Zattribute name="MimeType" type="string" use="optional"/> <! — add a grep facet

<attribute name="Encoding" type="anyURI" use="optional"/>
</complexType>

< element name="Manifest" type="ds:ManifestType"/>
< complexType name="ManifestType" >

<sequence>
<element ref="ds:Reference" maxOccurs="unbounded" />
</sequence >
<Zattribute name="1d" type="ID" use="optional" />
</complexType>

< element name="SignatureProperties" type="ds:SignaturePropertiesType" />

<complexType name="SignatureProperties Type" >

< sequence>
< element ref="ds:SignatureProperty" maxOccurs="unbounded" />
</sequence>
<attribute name="1d" type="ID" use="optional" />
</complexType>

<element name="SignatureProperty" type="ds: SignaturePropertyType" />
< complexType name="SignaturePropertyType" mixed="true" >
<choice maxOccurs="unbounded" >
<Cany namespace="1%# # other" processContents="lax"/>
<! - (1,1) elements from (1,unbounded) namespaces —>
</choice>
<attribute name="Target" type="anyURI" use="required" />
<Zattribute name="1d" type="ID" use="optional"/>
</complexType>

<! — End Object (Manifest, SignatureProperty) —>

<! - Start Algorithm Parameters —>

<simpleType name="HMACOutputLengthType" >
<restriction base="integer" />

</simpleType>>

<! -- Start KeyValue Element-types —>
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<element name="RSAKeyValue" type="ds:RSAKeyValueType"/>
<complexType name="RSAKeyValueType" >
< sequence>
<element name="Modulus" type="ds:CryptoBinary"/>>
< element name="Exponent" type="ds:CryptoBinary"/>
</sequence >
</complexType>

<! — End KeyValue Element-types —>

<! -- End Signature —->

</schema™>

C.2 xmldsig11-schema.xsd

<? xml version="1.0" encoding="utf-8"7? >

<schema xmlns="http://127.0.0.1/2001/XMILSchema"
xmlns:ds="http://127.0.0.1/2000/09/xmldsig & "
xmlns:dsigll="http://127.0.0.1/2009/xmldsigl1 £ "
targetNamespace="http://127.0.0.1/2009/xmldsigll # "

version="0.1" elementFormDefault="qualified" >

<Jimport namespace=http://127.0.0.1/2000/09/xmldsig & />

<! —Begin SM2KeyValue —->
<element name="SM2KeyValue" type="dsigll:SM2KeyValueType"/>
<complexType name="SM2KeyValueType" >
<sequence>
< element name="NamedCurve" type="dsigll:NamedCurveType"/ >
<element name="PublicKey" type="dsigll:ECPointType" />
</sequence>
<attribute name="1d" type="ID" use="optional" />
</complexType>
<! —End SM2KeyValue —>

<element name="ECKeyValue" type="dsigll:ECKeyValueType" />
< complexType name="ECKeyValueType" >
<sequence>

< choice™>
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<element name="ECParameters" type="dsigl1:ECParametersType" />
<element name="NamedCurve" type="dsigll:NamedCurveType"/>

</choice>
< element name="PublicKey" type="dsigll:ECPointType" />
</sequence>>
<attribute name="1d" type="ID" use="optional" />
</complexType>

<complexType name="NamedCurveType" >
<Cattribute name="URI" type="anyURI" use="required" />
</complexType>

<simpleType name="ECPointType" >
<restriction base="ds;CryptoBinary" />
</simpleType>

< complexType name="ECParametersType" >
< sequence>
<element name="FieldID" type="dsigl1:FieldIDType"/>
< element name="Curve" type="dsigll:CurveType"/>
< element name="Base" type="dsigll:ECPointType"/>
< element name="0rder" type="ds:CryptoBinary" />
< element name="CoFactor" type="integer" minOccurs="0"/>
<element name="ValidationData"
type="dsigl1:ECValidationDataType" minOccurs="0"/>
</sequence >
</complexType>

<complexType name="FieldIDType" >
<choice>
<element ref="dsigll:Prime"/>
< any namespace="4# # other" processContents="lax"/>
</choice>
</complexType>

<complexType name="CurveType" >
<sequence>
<element name="A" type="ds:CryptoBinary" />
<element name="B" type="ds:CryptoBinary" />
< /sequence>>
</complexType>
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< complexType name="ECValidationDataType" >
< sequence >
< element name="seed" type="ds:CryptoBinary" />
</sequence>
<attribute name="hashAlgorithm" type="anyURI" use="required" />
</complexType>

<element name="Prime" type="dsigll:PrimeFieldParamsType"/>
< complexType name="PrimeFieldParamsType" >
< sequence>
<element name="P" type="ds:CryptoBinary" />
</sequence>
</complexType>

<element name="DEREncodedKeyValue" type="dsigll: DEREncodedKeyValueType" />
< complexType name="DEREncodedKeyValueType" >
< simpleContent™>
< extension base="base64Binary" >
<Zattribute name="1d" type="ID" use="optional" />
</extension>
</simpleContent™>
</complexType>

< element name="KeyInfoReference" type="dsigl]l:KeyInfoReferenceType" />
< complexType name="KeylnfoReferenceType" >

<Zattribute name="URI" type="anyURI" use="required" />

<attribute name="1d" type="ID" use="optional" />
</complexType>

<element name="X509Digest" type="dsigll:X509DigestType" />
<complexType name="X509Digest Type" >
< simpleContent >
< extension base="base64Binary" >
<attribute name="Algorithm" type="anyURI" use="required"/>
<_/extension>
</simpleContent™>
</complexType>

</schema™>
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C.3 xmldsigl-schema.xsd

<? xml version="1.0" encoding="utf-8"7 >

<Uschema xmlns="http://127.0.0.1/2001/XMLSchema"
targetNamespace="http://127.0.0.1/2000/09/xmldsig # "

version="0.1" elementFormDefault="qualified" >

<Zinclude
schemal.ocation="http://127.0.0.1/TR/2008/REC-xmldsig-core-20080610/xmldsig-core-
schema.xsd"/>

< import namespace="http://127.0.0.1/2009/xmldsigll # "

schemal.ocation="http://127.0.0.1/TR/xmldsig-corel /xmldsigl1-schema.xsd" />
</schema™>
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D.3.1 SHAI1
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http://127.0.0.1/2000/09/xmldsig # shal

SHA-1 FERA B ARS8 . SHA-T B — D074 F -

<DigestMethod Algorithm="http://127.0.0.1/2000/09/xmldsig # shal" />

SHA-1 Z8iE{H )2 160 AR . DigestValue JUE 19 P28 W 1ZE 40X A H AR B B AE 20 A LA 2
R \ALALZH R - SR 5 64T base64 Gt 140 . {7 B 2444 AL B . DigestValue JTTR I /8 S HIEA -
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SHA-1 {14 base64 gt R .

< DigestValue>>qZk+NkcGgWq6PiVxeFDCb]zQ2]0=</DigestValue>

. A SHA-D B0 39 5 [ 500 T AT 4 MR B 7

D.3.2 SM3

PRILAT

http://127.0.0.1/2001/04/xmldsig-more £ sm3

SM3 HyE WA S5, SM3 1 — N F -

< DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm3" />

SM3 Z4 i )2 256 LA . DigestValue JUER N 24 X A FU S &3 e 4 il 32 A /NAL A . AR )5 F
17 base64 Hifith ., 4, KA~ H B A B AL B S , DigestValue JGER M 7S #EHIME R -
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SM3 {H 1) base64 ZghidHy .
<DigestValue>3r6f+SJ1uKE4YEiJwY5aTW/bcOU4fldIKT3Lo5wMVzI=<_/DigestValue>

D.4 HBRER
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B A S N 2 . T R S A B R S A R s v R R A L E T BRI RS T — A
) b 5% 4 5

D.4.2 HMAC-SHAI1

PRIRAF

http://127.0.0.1/2000/09/xmldsig # hmac-shal

HMAC 538 A1 BT 9 B 9 2 80 MR XA S BOR T HLE I8 4 8080 vh 19 B A7 52 39 J2 i i
T2 — HMAC SignatureMethod JG 2 # ] 7 .

< SignatureMethod Algorithm="http://127.0.0.1/2000/09/xmldsig # hmac-shal" >

< HMACOutputLength>128</HMACOutputLength™>

<_/SignatureMethod >

HMAC 512 1) i H e 26 2 306 7 110 % Tt 2% 1 B0k v Y o 1 LA %80 ) 4 122 B 12 i o AT ) 79 3 0 =X
base64 ik i X A~ B . 4. HMAC-SHAT % i 2% % B 1k 1 SignatureValue 56 K 19 -+ 75 # il
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HMAC [ base64 % {E g -

< SignatureValue>kpRyejY4uxwT9I74FYv8nQ= =</SignatureValue>

D.4.3 HMAC-SM3

http://127.0.0.1/2001/04/xmldsig-more # hmac-sm3

HMAC 5 gof A 8B 1 K BEAE I 28 IR XA S HOR T E I8 4 808 v i B A Al 2 i i
T & — HMAC SignatureMethod JG% 14  1 :

< SignatureMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # hmac-sm3" >

< HMACOutputLength>256</HMACOutputLength™>

<_/SignatureMethod >

HMAC 5312 1) fi Hh e 28 2 106 7 10 ) 2% 1 0500 1) o 1 LA %80 i 24 122 B 12 A 0 A ) 1) 4 O =0
base64 % i K iy X AN (H . B W HMAC-SM3 % it 2% 2 5574 1) SignatureValue 76 % /) 1 75 iF
fEA -

CD921C4F D0679ABA E982D3E1 63A9F31A E17474F1 CAC069E0 7052E262 EBE18BC4

HMAC ) base64 g3 {8 R .

<SignatureValue>zZIcT9BnmrrpgtPhY6nzGuFOdPHKwGngceFLi Yuvhi8Q=<C/SignatureValue™>

R UE X
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<simpleType name="HMACOutputLengthType" >
< restriction base="integer"/>
</simpleType>
SRR E L
<! ELEMENT HMACOutputLength (# PCDATA)>

D5 EZE&%

D.5.1 #fi&

&2 DR WA B2 & 1 2 80, Keylnfo B 5 119 % 4 1 CanonicalizationMethod #i H 19 /\ 37 {3 41
Mo BB MAC BIL7EEE LA (HRES S TR RS AP HEY,

D.5.2 PKCS1(RSA)

PRILAT -

http://127.0.0.1/2000/09/xmldsig # rsa-shal

RSA LR 2 REC 2437 g LB RSASSA-PKCS1-v1_5 &% . RSA B KA B AMSE., —
4~ RSA SignatureMethod JGC & il T2 :

<SignatureMethod Algorithm="http://127.0.0.1/2000/09/xmldsig # rsa-shal" />

RSA Z # 1) SignatureValue N & 2% 1 RFC 2437 5 1 2k 9 )\ 7 & Y base64 4 f5 ., 40 RFC
2437 t EMSA-PKCSI-VI_5-ENCODE & BOHLRE ) » 25 47 pR HHC) i A AF 20 200 62 435 — /1T  19 4% 122 o 2K
(9 SRS AR AT X T — A2 28I ASNLL fif i & A1 OID B U A Z b 9. PKCS# 1 vIL5
FARTTEWE

CRYPT (PAD (ASN.1 (OID, DIGEST (data))))

TR IE S ASNLL B2 Ty IE .

01 | FF* | 00 | prefix | hash

Sob BT 017 “FET AN “00” S AR REHY 16 {1 69 5 7 45 hash” S HCHE I 47
SHAL 405 7 {1 prefix” J& ASN.1 9 BER 4 3 4 73 # SHAL 51 ok 48 93 46 o 4 . PRCS1 of
WL Y«

hex 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14

A5 P 3K A 28 {5 (50 P A o 10 5 ) 2 PR eR BB I RT B8 . B /S, 2 17 40 i R WO TG (45 9
T ) i RSA BB — A N4 .

74 base64 L2 SignatureValue JTER 11 SCASE s B (R 61l 40 -

< SignatureValue™>

IWijxQjUrcXBYoCei4QxjWoIKg8D3p9tlWoT4t0/gyTE96639In0FZFY2/rvP+ /bMJO1EArmKZs
R5VW3rwoPxw=

<_/SignatureValue>

D.5.3 SM2-SM3

FRIFAT -
http://127.0.0.1/2001/04/xmldsig-more £ sm2-sm3

SM2-SM3 % 4, 8 A B2 %0, — 4 SM2 SignatureMethod 76 % 4 1| T & :
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<SignatureMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm2-sm3" />
5 SM2 % 24 S0k BC B 10 A 5 i % 4 B ik 2 SMI3 B335, SM3 Bk 2 i GB/T 32905, SM2 %444
BRI GB/T 32918.2, SM2 &2 Bk %t X (oo )AL X+ A1 s 647 B2 5 B e 021 o 19 O
UL GB/T 35276—2017 i) 7.3 B4 5715 B #E 4T base64 S fith . RIFS B A AR v B 1Y % 24 11
Blhn e F s B+ 7S FEHRE S
r: CIA0106D 3CE59786 641A6E28 CF0B6657 B7110FAC 98509CBD 0B6C1589 45354088
s: 95E82609 9119F2A9 EC246D35 B0835B5C 912F414F F5C71D9D CC09874D 7F1CE4FE
B35 T HEAT base64 G 45 Ry -
< SignatureValue>>
MEYCIQDBoBBtPOWXhmQabijPC2ZXtxEPrJhQnLLOLbBW]JRTVAuAIhA]XoJgmRG
fKp7CRtNbCDW1yRLOFP9ccdnew]h0o1/HOT+
</SignatureValue>

D.6 MEHEX

D.6.1 #Ei&

UNSRAE /AL _EIRAT REIE AL WAL S5 R TP RS B WA P AR o AR % B o1 1L
AR R B BN (i 4 REC 7303 % L XML AR S P45 8 . B AL 5800k 0 7 IR 55 4% o 1%
B AR AR BSR4 40 AR IR R 6

AP ATk B ey UTE-8, R il i 335 =l B UTE-8 A1 UTF-16 11 4 filr A Zi i .
Xof A 2 A 2 AT e Y

RO AR UTF-8 St 4% 40 it UTF-8. N I A 33075 76 5 6 o 5% 1 BEAT SCA BR MEAL 1
PRAE . SNERAE S ML A B A IS I L Sk S 4

D.6.2 #IEH XML

Z W E R XML LG Ak B bR R4

http://127.0.0.1/TR/2001/REC-xml-¢14n-20010315

R XML B AL AR AT

http://127.0.0.1/TR/2001/REC-xml-c14n-20010315 # WithComments

—A~ XML #iE koo R e+ -

< CanonicalizationMethod Algorithm="http://127.0.0.1/TR/2001/REC-xml-c14n-20010315" />

HAE R XML AR fERLE /2 XML-C14N, X A5k e 9 41 /N o7 20 3 7E A i A .t T 48 Xpath 45
RAEAAE R XA A B 2 A7 AL B i XML AR 45 5 3 o 2 804k ok 220w s 1R R
HRE
D.6.3 XML #3E4 1.1

Z W ERER XML #E L 1.1 MIAR R4

http://127.0.0.1/2006/12/xml-cl4nl11

R XML Bk 1.1 B bR AT

http://127.0.0.1/2006/12/xml-c14n11 # WithComments

XML #FE 1.1 945 fERL I XML-CLANILL, XA e 4\ AL 2 i/ S iy A, AT 42 Xpath
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SERUVE AR A XA FE A B R NSO . XML BLEAE 1.1 AR5 5 i 47 2 500 ok 220 5

R
D.6.4 & XML #:sE4 1.0

Zms B Ik XML BLYEAE 1.0 fYFRIRAT .
http://127.0.0.1/2001/06/TR/xml-exc-cl4n #

WM XML #yEfh 1.1 55 R 4
http://127.0.0.1/2001/06/TR/xml-exc-cl14n # WithComments
Al XML EE 1.0 bR MERLE 2 XML-EXC-C14N,

D.7 THE%
D.7.1 #i&

AR LA A B S8 : Reference B3 H LARIT Y 4% 46 (1) i 1 790 (9 72345 L

R A L FH 20 5 77 A BR A 442 L FH R e T 3 SCRp AR 5 P 8 e G BT AT AR e R MR R SR DR A
B0 A R PR 47 R R A R e B AR A i ELAE AN BE AT 4 R I 2 1) 1oL A I o IO 32 2 3L o 3028
K SRR IX A BB AE

D.7.2 #M3EK
Al ¢ CanonicalizationMethod fiff Fi 44T fa] #1058 75 30 m AR Ay 48 $ R i .
D.7.3 Baseb64

PR AT -

http://127.0.0.1/2000/09/xmldsig # base64

Base64 fift i 28 4 i b 1 ML 2 REC 2045, Base64 [ Transform Jo R WA M4 53 2 05 A 217
ffAt 0 SR R Y T A 44 A B — AN JTZR ) G B PN 2 A DG I 1 A B L X Rl S e R AR A AR Y .

Base64 A8 5 2 — A )\ AL AL i A a0 R A J2 Xpath 7 g8 6 (BCE D REAH [R) (9 i A
BB 20K 38 3 — F G AL B A — A AL AL A P R E B A R T

1 XF XPath 2% p I T #3520 self: s text O ;

2) BRI SRS,

IR —4 XML Jt R it Reference () URT i R4 48 51 R AR TR L 10 HL B 19 N 254G base64 i
T 1) 45 Bl I A A28 48 B 3l L bR R 20T R L B Y5O0 R LA SATAR J5 AR T R AL 4R 4 1 T
R A R NG | SN T AP AN A VA R

D.7.4 Xpath iFiE

PR IRAT -
http://127.0.0.1/TR/1999/REC-xpath-19991116
Xpath £E X PO IR AERLTE & XPath, ZHAFM Y Xpath RIEXUFFAE LR, FHNELZ
— K Xpath BB H S8 T I0 X,
Xpath BT LR & Xpath 17 B S . LHEENE . R LB AY A H 25 URL 803% 8 4 1
XPointer #4532k 1) Xpath 55 GG I8 A TR 2 0 200 o 40 258 52 B 19 S At /A A6 41 3 R
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20 AR P 1o A8\ ASE A 2 3t 5 48 Ay 35 5 A T BRI S AR 9 XML i 1 i) Xpath 5 s 5 A o 44 4
U AT RS AN TR TR R 0 2 R B ) — A AR

a) WG4 XPath SKAH B F 30, H BB E W 0675 5% T A XML SCRY R HLTS f A8 5 3 & BT 3¢

g KANH 15

b) 15 Xpath %ikx0 (//. | //@ | //namespace:: ),

AR A BT R AL S L s /AL AL A T AR S TP R SORY Y BT A 4G R LR TR . B 4 1 i d
J& Xpath 45 &G . X T Xpath Z80rb i LAY Xpath 3R fiw AT SR G iy B> 45 SRR 08—
Ko G5 R B NATIRAE . QR AT R BB 41 Rt A 3 7 i 10 45 R b s i R A IR AR IR
LA R 2 AR BN

AR B H TR B LS # A R AR T A XML SCRY R A4k . ot R i
(14 77 9 A S B b T A 5 SR B AL T AT AT R AR VB B — R A 4 T R A R BT S,
XPath 33k 2 B AEE T 57 40 3 AR fb B W] g 23 5% e 7228 46 dy th R I BT AT 19 R

—ANEZEWEIEE A SR TR ST LW E R &2 H b 88 2 705 5 1 g FR 24 5
CA S HEBRAE SF (H R R AT S A Signature JTTER WG — D224 THE A HERR 1 25 XA A B9 55 =4
BN EWIRG — B4

XPath Transform ¥ A5 i 58 G 0B 45 G0 — A FHHE B 3C R s

a) —> context node, BB TH AL HES T — D480

b) —> context position, ¥ iHiL N 1,

¢) — > context size, ¥4 N 1.

d)  —A> library of functions, EfF 4 XPath 17 LA RS G BRI E—> 44 0 here 1R,

e —MNERMENES. XHEEAECTENMHETHAN T B, Hitk, 75115 Xpath ik

) s i A 38 014 7 o 4 AR R S 1L T HLAE Xpath RIXA ST S 28,

D Xpath ZEXWIER P — D2 F=MENES .

B F O AR E SR 7EX A Transform 1t LY Xpath FiB AR LXSLT ] e fii i R 26
RARRL X2 B 1Y size Ml position Shj& 1, NIk $8 % Transform H 25 ] &4~ &5 (78 XSLT o, %
3B U9 JH T apply-templates iy 4 U5 8] iy AR 1995 540D

D.7.5 HEZETH

PRIRAT
http://127.0.0.1/2000/09/xmldsig # enveloped-signature
BRAESZ TR ERANXHERZEL TR N EXNFE T ) <<Reference™ Ju K 47 4= 1%
G EIN T, X8 T XML 2 PEES AR AT XML A %0 76 2 #9547 Siganture DEECAYEE AN FE/FH . X
AR AE M TR AR R B R E I Xpath Z0OCEK M XPath AR ok Bk T #3210,
< XPath xmlns:dsig="2&.dsig; ">
count(ancestor-or-self ; : dsig: Signature |
here()/ancestor: :dsig: Signature[1]) >
count(ancestor-or-self ; : dsig: Signature) < /XPath>
XA A 4G ) Ty AR A SR A XPath A2 46 i) IR 26 2 A1 W] 19 . B2 HiE T E A3 XML 3¢
(ELUREDEE e g
i A E A A Xpath R 3K evaluator S @ 37 3 A4S 48 e, H 2 5 A A8 36 504 B L TG 0T 954 094 JOF b Xpath 75 46 3%
Xpath 3% 302 B0k i R R Y J5 2558 B @ 4 i o
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D.7.6 XSLT T

PRIAT

http://127.0.0.1/TR/1999/REC-xs1t-19991116

XSL A2 4 i b E LI /& XSLT . A 44 525 B BR o iy #2038 5 00 3 09 F T B0 08 JH 4 ) 45 2 i AR =X
Ferp, XLST Ab B P g 2 75 X B8 5 o 19 P i b B A b XSLT 75 WIS 4k s 2 A FE R BRI A 7 I
M RE ST ELZ AN . X T — D4 1 URI 3 F2 A 23R 50 AR 11 AR B S A 45 R ik 1 B E
B A] 5 AR e 1Y stylesheet FIG 2 H ) xsl:include 853 xsl:import &,

XA TG LA N AE A . QR SEBR A A2 Xpath 25 (i85 I8 4% 4 0 72 7
H 4% B Reference Kb BRI 19 7 540 & e A L\ A A 43

XA ) o N . 7E XSLT MG h W] T XSL R a4 <<Transform >0 R
0 A FRLIN A B S I XSLT Az i ) 2 ik F XML fi i 5 35 oK A0 B XML i HTML. i TR Y
XSLT S BUA — € B AR 58 4 — BO i th 7 51 A i s g iU 7E XSLT A2 485 fn b — > Transform S K
T ACH . o SR A R S B AE SCRE XSLT AR 46 i) i B AR e o i 10 45 44 45 SR 1 B A1

kg 82 HTML IR 4 5% Se hb 35 BR 1 245 RAE 2 58 F2 0.
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