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i

B

ARARUERE B GB/T 1.1-—2009 45 Hi it #0012 5

AEREA R GB/T 205182006 (f5 B &2 AR AP EMERE HFIERBA).5
GB/T 205182006 #f Lt = B4 AR A LN T

—TEME 3 E B R SR g m T % SM2 Fi SM3 5 B 1 AR R T MD5, SHA-1 & i

M4 5

— M T 5.3 UES R 51 2 1) FE A GG KL LA BB UE B AS 2 T R TR P 4
&7 T 5.2.4 th—2 OID [{H.

T R AS SCR Y B2 Y 25 T BRI S o A SO 1Y 2R A AR A AR R TR0 5 28 42 R 1Y B4

AFRAE B A G B bR AL R ZE A 25 (SAC/TC 2600 #&H I 1A 1,

A BRI BB o AR SRR A A IR A R KR R IE JCAE B AR B A R A L i R
UE A IAE O A BR 2 7)o A @A IE O A6 I 2 O IR R A BR 2 W) A6 S BT AR R A BR A T
TCB L {5 B 22 4 TREHOR ot SR T A5 57 M BBt A BR 2 \) L 2% a5 B A IR A A Il AR 1R
LAGREARGRA A EHZEE R L2 TREREARMRE B L.

ARARUE FEEE N XS A A% SC L BT R e RS A PRI
TR FLILE S .

A 1 T AR o oA 1) D5 IR AR R A LR

—GB/T 205182006,

i
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ERREFAR RAEMIRE
HFIEBHEK

1 SEE

ASBRUERLRE 1 87 U A5 R A3 HUE 51 35 10 S AR 24 % s T A 4
AR ERE AT BT UE R ANIE R G PR BT IR IR LR 932 8 DL R T RCFIE B i %2

2 FEHsIAXH

T AN SO XS T A S B R AT A0 o P T H O 51 SO A H Y RRAS & T A S
8 LA T H 51 ST S5oR BRAS (346 BT A 148 B 3 T4 SCHF

GB/T 16262.1-—2006 fFRHA MMPHEZICE—ASN.D 5 185 AL EME

GB/T 16264.8—2005 f5RHAR JFMAGHEE Hat 5 8% APHAE L HEL

GB/T 17969.1—2015 fFRFAR FHRGELE OSLZICHUE A HERAERRE 56 180 — R

GB/T 35275  SM2 % 553k 45 45 44 1H 2 TR R

GB/T 35276 SM2 % i3 IS

PKCS #7 #8187 (Cryptographic message syntax)

3 REBEMEX

TANAE o Gl T A S
3.1
NEAEMIZ#E public key infrastructure; PKI
SRS 1A P TR 00 5 il B 4 ARk 2 0 L n B L 5 R M RS T AR AR 55
3.2
N$AiEH  public key certificate
FH P 23 87 3% [W) HoARLAS B, 5 B 2 AR 2UE 5 (308 A5 DA TR BILAG) 4 FABH 2 17 285 458 A m) fh it
3.3
IEBHEEEFIER certificate revocation list; CRL
—NEARRIIR B E T BB E F AN TRONIE S . B 7% CRL Ab i LT —
SEARk ) CRL S5 T8 5 7k U CRLs,
3.4
WEFEFFIS certificate serial number
1 CA B A 1Y UE 5 30 L A Ry AN TE 43 20 e 1 — S B R . R BB N T CA Ji i & 1 4 — K IE
P/ ME— 1Y
3.5
iE HINIEHLH  certification authority; CA
P P AT 603 G 4 B E 5 60 BB BLR . U 45 I BLH 7T B P G
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3.6

IEPHEETIRS%AS CRL distribution point

—A~ CRL 1y H S Wisk HAth CRL 2 & 38 58 CRL 4y & & 43 & 1) CRL 0] DL H & & A4 CA i
R UE A A A A A AR T AT LR R 24 CA e It
3.7

¥FiEH digital certificate

A N AT A BB TS M IE R A5 = 7 Ik B UIEFLR (CAD SE AT 507 28 24 1) — ]
15 WA S

4 GEREIE

T4 4 g T S A SO

CA  JEPBINIENLH (Certification Authority)

CRL {EH #4513 (Certificate Revocation List)
DIT H 315 B M &4t (Directory Information Tree)
OID X 45 AF (Object 1D)

PKI N4H LA (Public key infrastructure)

5 #H=FiEFE5 CRL

5.1 #Ei&

BOFE B 2A LUT R R

— AT RE B AT R DA UEAILAG 2 T 9 T 0] LI S DGIE LA BT e A9 22 85

—BR TINIERUR - B HA LA BE 8 5 SR 45 - e 2 A ] i 9

HT T E A=A AT PR 3 1 o BT A AT LA o oK H A SR A R R A T AN T 2 LUR R R R AR AT

PUEAUAL 38 5 0 15 B 3 1 25 44 2 A U P e 4S5 AR A A8 T BB i T P 4 VA B S — AT
T 00 75 P P B S A P — PR AR TRAT o ME— MR LR P A A U0 A% S HEOR O E . T B 5 DA IE BIL
Py 2 Lo ME—PERR AT AT RURIE WX RARRAT GIEF o H 3 B2 3 A 5% T B0 T 44 B0 A 80t 9 i
Py AL A HARM UL QSR — AP e B9 AT 350 44 0 A ME—PEAR IR AT UALJF HAZIE45 02
#0 CALHME—PEARIRAT  UCA A UESUAG AR O - U P e 43 BA R 8 B X

CA<<<TA>>=CA{V,SN,AI,CA,UCA,A,UA,Ap, TA}

X BV OE A RRAS s SN ORIE R 5145 5 AT g IR 26 2 UE 45 A9 B R AT s UCA S CA Y AT I8 11 D
—PERR AT s UA MR A B AT i ME—PEAR T s Ap MR A B 81 TA SRRk 45 09 A 208 » th i
A HYILE R 19 2 22 18] 8 ) B BV AE 5 A A8 o TR A A AR S — A I ] DX A 3 A B I X )
CA PR UEZE$P 2 UE 43 PR S5 B R & A A eI i 15 B&UE . b TE TATEA/NT 24 h i1
JE A AZ Ak R ZR G LIS R E I ) S BE S ) o IE 5 b #9264 AT AR AT N E CA A8 CAp iIH P
FH R B kT 5 19 A 250

CRL J& CA XU 9 UE 45 1M %5 S 9 — > 91 3 SO - 3% SCHF Al T R A8 48 28 550 F P Ak 5 19 45 3%
P, CRL B X.509V2 5 i 49 UE 45 i 51 e ks 5K

5.2 HFIEHRN
5.2.1 gk

AFRUER ] GB/T 16262.1—2006 (1445 72 2 5 AL (DERD XK F11 3k 45 357 A 119 2% 71 45 2 £ 47 20 4
2
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L AR S O E B RCIR 45 M . ASNLT DER i 2 56 T AN 2 FO AR 10 « K JE A O 40 0 2R 54
5.2.2 BAIEHBEMHIELMN
B E B 1 AR LR T

Certificate :.:= SEQUENCE ¢{
tbsCertificate TBSCertificate,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING }

TBSCertificate .:= SEQUENCE ¢{

version [0] EXPLICIT Version DEFAUT vl,

serialNumber CertificateSerial Number,

signature AlgorithmIdentifier,
issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueIlD [1] IMPLICIT Uniqueldentifier OPTIONAL,
— R H B, version A IE v2 B v3
subjectUniquelD [ 2] IMPLICIT Uniqueldentifier OPTIONAL,
— N5 H B, version WA 2 v2 B FH v3
extensions [ 3] EXPLICIT Extensions OPTIONAL PR
—HE P, version AR v3
}

Version ::= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber .:= INTEGER
Validity :: = SEQUENCE {

notBefore Time,

notAfter Time }

Time ::= CHOICE {

utcTime UTCTime,

general Time GeneralizedTime }
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE {

algorithm AlgorithmIdentifier,

subjectPublicKey  BIT STRING }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extension :.:= SEQUENCE {

extnlD OBJECT IDENTIFIER,

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING )
ERAUE B 25 #9 H tbsCertificate, signatureAlgorithm F signatureValue =AM #y i, X &b
B SR
thsCertificate 33 & T FAR 4 FRANZE K E 24P EARMI A B UE A3 A9 A 200 DL A I AH S5 B .
3
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signature Algorithm I3 & UE 4548 A& AL 2 A i Uk 5 BT (8 1) 285 A5 3006 A AR R4 . — DB i An il
FEHY ASNLT 50T .
AlgorithmIdentifier ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL}
FUEAR AT R AR IR — A2 7% i iy OBJECT IDENTIFIER #8437 W 7 BRI R . o
Al BE SR N2 58 MK T AR R B . RN BIE AR IR AT IS thsCertificate H1 /1Y signature F31%
M2 24 FAE U [A] . Gk 4 B SM2, B S8k
signatureValue £ & T %} tbsCertificate BT F L 4 H, KA ASN.1 DER %% 1 tbs-
Certificate 1}y 87 % 44 B H A o T 45 44 145 5 0 4% B ASNLT Zi i i BIT STRING 288 3R A7 1E Ik 43
BAMEEN . MRS AP SM2,SM2 k% 2 B i #g U GB/T 35276,

5.2.3 TBSCertificate #{{E &
5.2.3.1 HRZ Version

AT IR T H e A S .
5.2.3.2 F 355 Serial number

Fe o5 e CA LS 3 IR F 9 — A IE B8, — 4> CA 28 & 19 B 5K IE -5 19 ¢ 51 5 B e — A9 GX
B T I 28 S 5 1 48 5 R 5 5 3t mT DAE — MR S — SKIE 15D - CA BLARIE Y 3155 R AR B 5. 1758115
AT DR R R A P R RE AL B K 20 A 8 LRI IO F SIS fE . CA BB AR AR T 20 4> 8
FRE 7 P 515

5.2.3.3 ZZ&%k Signature

AT AL F CA S A ZAE 5 I FH B0 4 09 5303 B AR JRAE - X A SRR AR R4 B 5 HIE 5 signatureAlgo-
rithm TS IEARIRAFAR A o AT 26 2 B0 P9 2 58 2 MO A R B HAR B0k Ll USR5 L 48 44
k.

5.2.3.4 m%#&E Issuer

ARTGAR YT UE A5 45 24 R A5 00 A S8R . B A — A 3R &S 1Y B 4% FR (DN-distinguished
name) . ZIYE LKy Name BB, H ASN.T BZ5HA0F .
Name ::= CHOICE { RDNSequence }
RDNSequence :: = SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ;: = SET OF AttributeTypeAndValue
AttributeTypeAndValue :: = SEQUENCE ({
type AttributeType,

value AttributeValue }

AttributeType :: = OBJECT IDENTIFIER

AttributeValue ;::= ANY DEFINED BY AttributeType

DirectoryString ::= CHOICE {
teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
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utf8String UTF8String (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)) }
Name $3R 1 HH — 26 & P 20 510 J2 IR S5 46 19 44 FR a1 58 48 AR B I B 58 = CN7 . Hirpr At-
tributeValue #4302 B 2 iy AttributeType %€ 1, 8 & & —> DirectoryString 2K %! ,
DirectoryString 25 # %8 X i PrintableString, TeletexString, BMPString, UTF8String il Uni-
versalString 25z —, UTFS8String 4 fih & & & M 4mhd ,

5.2.3.5 BRH Validity
5.2.3.5.1 #fi&

HEASA RO S — I ) B FE XA IR B CA AR BB e 97 ¢ THE RS 5 B . IR IR
Ji A HA WA I R Y SEQUENCE 28 BUECE < GE 15 A &0 1958 4 1 8] (notBefore) FIHIE 454 & i
2 |-} E] (notAfter) , NotBefore I notAfter % W B[] &R 0] LA VE i UTCTime 28 B 8% 3 General-
ized Time 25 B PE 1T 4 A5,

5.2.3.5.2 #mEGABER

AR AFFUER CA 16 2049 4F 2§ L3 2049 4F) RORZI ] 4% %5 UTCTime 268 L 7E 2050 4E 2
& s %l A Generalized Time Z8#Y ,

5.2.3.5.3 {5 mE UTCTime

AT 2 Sy 1 B R FH S 0 — S B ASNLT R, 7R 5% B HCE Al Inf (B 2 A8 ). UTCTime i it
WA R 7 45 B TERE A 21— 0 b s — b4 . UTCTime t5 ZOH T Zulu. SR AR ELIA A o 15 18]
oA ] 22

FEARUET , UTCTime {E 0 FH A% AR EUE A5 HE I ] (Zulw) 2o, IF BN AL & F B RD 19 S0 o %
CRPmf ) k% =5 YYMMDDHHMMSSZ) . & 48 % 4E B YY) o7 40T i B

MYY RTEET 504NN 19YY 24 YY ARF] 505N RN 20YY,

5.2.3.5.4 EHAFEZEE  GeneralizedTime

AT —ARE ASNLT R, L7 i 8] () Af 22 K5 5 B2 . Generalized Time 5 B BE AL & — A< b #l
MR BTG B i I ) 22 ] %) B[] 2%

ABRAE . Generalized Time {B N {5 FHAS BRER TG A5 v I ) 22755 o HL 4 55 A o B B0 i) 50 (E S &5 (R
AHEAS 8 YYYYMMDDHHMMSSZ) . GeneralizedTime {H 48 A GE£3 & /NEUFP (fractional seconds) ,

5.2.3.6 FE{ Subject

FARIGAG IR T AR B I A 8 2 PR B SEAA . FE AR AL B AT DA S T A A /Bl AT g
B A I (subjectAltName) . Q1R FEAJE — 4> CALIR 4 EARIN & — D HE2 1 5 2% & & W
) PN 25 AH T BC A9 51 44 FR (distinguished name) o Q15 32 (K 19 iy 44 5 B BR7E 32 0 AT 326 25 4 &4 FR 9™
Jemith (i 4 K5 — A Email sk URL 2858 I8 4 FAR S IRNIE — D251, H R AT 8%
e 24 FRA)" 8 3500 W BR P SOC R

2 FARIIE 25 I X AW A 5 — A X.500 B B 44 R (DND , — A4 CA DAIIE A B A 3244 SR 1 B
BRI ME— . — CA ] LAY [R]— A F2 04 52 K LUAH [R] 18 B 551 48 Bk 28 e Z2 A E

FARARY I E O GB/ T 16264.8—2005 944 52K AL,
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5.2.3.7 E&EN4A15E  Subject Public Key Info

ARG R AR P2 B FORH LAY 2 B O 1. 0 B B R 0 I 58 1 AR IRUAF AlgorithmIdentifier 45 #4) 3k
IR

MONEIE D SM2 B, AlgorithmIdentifier 254 %€ X W GB/T 35275; M4 /3 15 8 RSA B, Al-
gorithmIdentifier Z5#4 € X W, PKCS #7,

5.2.3.8 MAEZME—RIEFF issuerUniquelD

NI R A B R B A A PR I L R AR o A AN [R] ) S A 4 BN ST In-
ternet [ i3I 45 AN LA E—BRIRAT o REAR AR 1 04 6E A5 25 A HUA A A s A UK 3 E — AR LT Y
TIE A5 AELTE 7 I TG i v AR 8 fiff M i T BEA T4 LE

5.2.3.9 EEME—FRIZFF  subjectUniquelD

I R Ak P 4 R 14 TP ) R AR s o A RS AN [ Y SR AR 2 OF ELAS S A
SH IO SEEA A A oA £14 UE F5 28 e AT AN A BHT A T A E — B R A AR A5 FU A IO ot % R RE 6 i AT
ME— BT I RE AT RS L

5.2.3.10 4 JRITI extensions

I — A S 2 AIE YR 197 51 (SEQUENCE) , H Py 258 FIBUS 25 # 7E 5.2.4 T X
5.2.4 EBY REREBIEENY
5.2.4.1 EBYE

ABRUEE LR U R WU A 1 H— L B a8 1 [R) FH P s 2 B A S I 1) Jr 125 DA Sk 43 435 44 1) 48 3
T TR AV SCAPRUEY R IUFN % JHY e I, AR A3 P A 4 R TT RLAE SO R R ) Rl G
PER . — Y R E A =W AT A R YT RIS RL YOG R R (B . R OC B & (extension
criticality) % ff—ANUEAS A6 F 2 75 7T LA Z Mg B — 9 2 B0 . ik A5 109 10 R 48 A 2R AN RE U DG BE Y
PRI A 268 452 S22 AT GRS BE U SC B B R L U AT LA Z R T R IR {5 .

A JR 8 L SE R UER B I . BRI R A R TE SE PR L G R e WU CSR T OB Y R
A BB T B — L 3m v e gl A .

TP RIS — DX AR AT OID Fl—4> ASN.T Z544 . Yt if ;L — A9 it , OID /5
extnlD I B, H X A ASNLT S fith 45 14 5 /& 8bit F4F Ht extnValue BIfE .. — € MR 45 Hh 45 & 1Y
Pl Kol i B — . glan, — N EA RTS8 — DS UGEUE B AR R Y . Y Rh s -
A JR Y FFF Ok 2R %4 TR A S i ik L L4 (B FALSE, BRAE SCRE 19 . A7 B A9 1E SCHE T G gt
(RO RE QLR

G AARUER CA DSR2 B FR R AT A BRI 25 B0 AT FIE B SR S 9 i . 2R CA 28 K Ik
B iy EAARIUN 2 78 % CA R SCHF BT B e R e, HA R 9 2 T iy, CA I L3
FEABRUEE SCZ AN HAR A 97 i o IR A5 09 28 & 4 I TE A0 RSk S ™ e SO G HERY I W] B 23 45 .
BRAEME R AT

TEAGAS b5 HE 19 NN 28 /0 RE A PR R 9 97 i % BH P 125 IE A3 SR | T 1A 4 44 PR L BEAS BR H L 44 A
R SR s B R e 3 B T o 3 A s AS s ME A B BE SCHFINIEAILRY Cauthority) Fl 32 14 % BH AR TAAF
(subject key identifier) DL S 5K W& B o 47 Ji
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5.2.4.2 WwEYRE

5.2.4.2.1 £RiA

5.2.4.2 B XEFIUEB bR EIE B Y . B9 RS GB/T 16264.8—2005 1 5E X 1 —4~ OID
F . X OID &R id-ce Y H L HE X WF .
id-ce  OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 }

5.2.4.2.2 MEAMMZHIRIAF authorityKeyldentifier

AR KA B AR AT AR A T — 07 20 LUR G SR 8 4 FABIHIBL M A 4. Sk & TA
ZASBAIAF Sl TR AR B 2 A 40 8 B T R . U AT R TR AT O R A i AR
BIAR AT B T 00U & (9 24 PR R Y 515

MIRE CA 7= 25 89 B A UE 45 1 A2 45 authorityKeyldentifier § ) keyldentifier T , LUH T4 B9 & 3
CA PA* A% (sell-signed ) UEASTE 2 & O 2 B 7T LA W IAGEMLAG 28 BAAR AT . Be i, AR IAE
B 8 BIAR IR AT 2 58 S A TR 1Y

A TRE AT AR UE B P RN R A CRL 7 . AR IUAR PR SR B8 UE AR I 45 50 CRL B 48 44 1928 JF %
Bl EREHEAN A — CA T A [R) 5 B o 75 5 91 S8 A AR ) o AR T E SCAUNTR

id-ce-authorityKeyldentifier OBJECTIDENTIFIER ::= {id-ce 35}
AuthorityKeyldentifier :: = SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,

authorityCertIssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [ 2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS  {:-+,authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS  {:-,authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT})
Keyldentifier ::= OCTET STRING,
Keyldentifier T {1 {8 8 A T 52 0E 5 %5 44 19 A 805 th B8O 7 Al —(E Y T ik J . ST B
AR RAT Keyldentifier AT R FITF 3 P Rom 6% 07 125 26 1 -
a) keyldentifier ff BIT STRING subjectPublicKey {E ) 160-bit SHA1 Z% & {H 4H il (L AR 2 K
JE A R 5755 5
b) keyldentifier g 0100 il I J5 ¥R i) BIT STRING subjectPublicKey {5 ) SHA -1 2% {E T 51K
{37 B 60bit 21 A
% AT LLE 3 keyldentifier 7 Be v A 2% SR IR A7 R A 1R o W] DA 2o b %85 57 B 1E 43 9 R i (45
authorityCertIssur 5B HAYIE 35 9 & & LA J authorityCertSerial Number = E; i1 f31E 35 ¢ 41 5 3k #x
YU B AT DLSE o 25 B AR SR R 2 B 1 E T AR ORAR I . W SR P Al AR OB I8 4 L UE s CRL
AR A AR IE BT T — 2R o X T AR AL B9 63 57 e AAE 5 8 CRL A4 A3 % A AR LR I & L A1
WARR RS DR ME— 1 . AN EOR SR R A SE BB A A B authorityCertlIssuer 7 B Y fif A 44
i 22
HEANIENLA 16 € 808 A 3™ AR A3 5 915 AR A & 5 FVIE 5 5 91 5 A 45 5 il ME — bR L T —
PriEs .
BR B 25U Z A0, B A R 45 A & A i L 7 HW AL & keyldentifier 3, 20 SRAIE A5 A9 A5 & 4 19 IE
HA SubjectKeyldetifier ¥ J& , WA Y J&d keyldentifier 3 i 54 & F MUE 5 19 SubjectKeyldetifier §
7
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JE (A — B0, AN SR 1 I & A E B A SubjectKeyldetifier §7 & , W AT LA FH S A A 28 09 3 Fb 07 1
Z—R

ZE¥y th i keylIdentifier,authorityCertSerial Number &1 3% AH A Y & 5 2 AF 4 .
5.2.4.2.3 FEMEEHRIZF subjectKeyldentifier

ERE AR Y it — MU S A — DR E A HMIE T . WY AR IR T HOIER 2
TREEH . B REAE Xy [A) — F A T A A [ 85 B (o, S 85 B R R AR o I IUE AR

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ;.= {id-ce 14}

SubjectKeyldentifier: ; = Keyldentifier

XF T B AR AT B AR & B AR AT I B — A B PR AT S N E — 1 . TR I
SRR

AR CAGE A FEAY & 1 H CA 28 KUk A5 i R4 CA TEF5 i A3 5 9 1 W 25 26 iy S A HIE
F AuthorityKeyldentifier 4" J&H1 i) Keyldentifier i, CA fiE 5 £ 3= 14585 B b5 TRAF L2 B B0 A FiL it —
E 7k S i . 280 SR UE A5 1 AR AR A RN A B b St A R E T A 5 1 DS B R A
WHAPRRRT .

5.2.4.2.4 ZE$ARAE keyUsage

BE™ AR /R C IR 22 TF 380 T el A i - i T E LI F

id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
KeyUsage: : =BIT STRING{
digitalSignature 0,
nonRepudiation (D,
keyEncipherment 2y,
dataEncipherment (3,
keyAgreement 4,
keyCertSign (5,
cRLSign 6),
encipherOnly (7,
decipherOnly (8}

KeyUsage ZERI iy FIEA0F -

a) digitalSignature: Bk b) DL @) Fr bR iKY H ik Z S BUF 2% 4 5

b) nonRepudiation : 5 iF I & $2& At 5T KR 55 14 8025 44 31X Bl B 55 B 11 285 44 S RO 512 b 4 4
AT (AN AE I DG @) P AYIE el CRL 244 5

¢)  keyEncipherment. fill % % £ sl HoAth 22 4 5 2, Bl 40 FH T %5 B A% a5

d) dataEncipherment: it % F 7 5ol AHA G BT o o i 25 80 s HAth 22 245 B

e) keyAgreement: FHE/A T2 83U i % 41 5

B keyCertSign: Kk ik i) CA 24 ;

g) CRLSign: Kk CRL ) CA %4 ;

h)  encipherOnly: A 5 C 3% # ) keyAgreement {7 — & i F i, 23 TF %5 B 3 v %5 91 OUH T
ARG L5 C B 1 HoA 25 B T s o — R el A ) 23 SR S0 5

) DecipherOnly: M40 5 2 % B 1 keyAgreement {3 — 2 i I, 23 T % 4 U0 i 2% 470U T i
ARG L5 O 3 0 HAh 25 B s A — il & SR S0 .

keyCertSign HH] T CAIES . 412 KeyUsage #8 A keyCertSign FIEEA BRI J& 4775 T [F]— ik

8
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Bz A LY R E CA B4 IE R B & A TRUE, CA iR n] fifi ] keyUsag Hag XA HoAth 2 57 F v
AL 51 G s H A S S50 A 26 45 B o 55 58 B PE 1Y digitalSignature,

kb keyAgreement {37, W AN %E X encipherOnly v i) & X . # B & encipherOnly v/, H key-
Agreement {8 A 58 I 32K B AT R T s B 1R I T 8 B

il keyAgreement v, WA 5 X decipherOnly {37 )& X, # 8 £ decipherOnly {7, H key-
Agreement v 8 A 58 I 32K B AT R T 5 BN [R) IEPRAT 8 A B

B A B CA UEAS R A8 A Y Ji& o T ELI £ 5% keyertSign X — FIik . Moy & mT LLE O G HE Y Bl AR
KB HIE B &R H L.

WUER ML AR N B B 2% 5 I P A0 1 %5 B R 7 o 17 i

WM AR IC ARG RY IR A4 B s B S R BUN R B s 2 R & JF e T AR B A 2%
PR R SRR ERR /IR . B D E I RN BRI R ANE R TR E iR, EoRC0Y
() T BT I 3 B AN 2 T A 3X — & . Q2R T A2 42 07 e 48 W i 2% B U T T i 31 a2 A i
Tofr Y i

FER A Al T2 IO I 45 28 B A R AT DO 2B T o DD Vb DA — AL SRR I
HIEAEA s M BE T @) DL KR IZIE R A AU .

5.2.4.25 ¥ RERZE$HAAIE extKeyUsage

TG B C 5 Uk 1Y 2 TR 8 B a) LU T —Fh A& 30 2 Fh & e ATl A Dy oo 25 B0 R 37 R 0 b 48 B
R B A T A FE R AR . I SCANF

id-ce-extKeyUsage OBJECT IDENTIFIER .. {id-ce 37}

ExtKeyUsageSyntax :: =SEQUENCE SIZE (1..MAX) OF KeyPurposeld

KeyPurposeld: : = OBJECT IDENTIFIER

AN AR BT I =S S A O 6 R [ N N A D £ [P 3 7 A 55 5 ¢ 9 - 7 Ny T N A A o 5
GB/T 17969.1—20153F /3 lic,

H E 5 28 3 W e R S DG B A AR SC B Y

IR Y bR Ic oy B B 4 e B R TR R i — .

WER MY e pric AR SCHERY IR 4 4 WY I %% 4 9 000 ) a e — 26 3R R v I T & R 2 % 41 /1iE
T SEAR I IE B B/ UE T . IR — A I, AN RN TAUE LA B I % B Y s BRT BT 4 s i i
SR o AT LT A UE A5 473 SR T LA SR 48 B R A2 1 3 o DUEIE 45 O 1o i #5252

TR A5 A 5 SC B Y % BH FH A RN S B A 4 Jee % BH 0L, 08 4 o A U ik ST e Ak B 5 ELUE A3 1 2
AT S5MAI B0 k. REA 5P — 200 & I8 4 e A 58 1 AT Ao T3 .

ABRUEE CH 9 &

id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }

id-kp-serverAuth OBJECT IDENTIFIER ::= { id-kp 1 }

—TLS Web server %5

—-Key usage 0] LLi% & & digitalSignature, keyEncipherment 8 keyAgreement

id-kp-clientAuth OBJECT IDENTIFIER ;::= { id-kp 2 }

—-TLS Web server % 5

--Key usage 1] L% & & digitalSignature fll/5{ keyAgreement

id-kp-codeSigning OBJECT IDENTIFIER .= { id-kp 3 }
=] AT % 4

—-Key usage 0] LLi% & & digitalSignature

id-kp-emailProtection OBJECT IDENTIFIER ::= { id-kp 4 }
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—E-mail {£#"

--Key usage 7] Ll 1% & & digitalSignature, nonRepudiation F1/8f (keyEncipherment #¥ keyAgree-
ment)

--id-kp-timeStamping OBJECT IDENTIFIER ::= { id-kp 8 }

B XS R K Hash 5 [F] — i ] J5 $2 £ i ] 8] 26 &

—-Key usage 7] DLi&% B & digitalSignature, nonRepudiation
id-kp-OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }

—OCSP &% 4

-Key usage 1] LLi% & & digitalSignature, nonRepudiation

5.2.4.2.6 FTAEZEHMEHE privateKeyUsagePeriod

A TTHE B 5 O 96 E 04 28 T8 S AR M L ) AL B A A AR . & HREH TR A m . e
XAAF
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER: : = {id-ce 16}
PrivateKeyUsagePeriod: : = SEQUENCE/{
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL}
notBefore 5 Bt 4 B FAA % 91 AT BE ] T4 24 0 d5c 72 HO AT IS 8] . 40 2R B0 notBefere 7 BB 44
SR K FAAT 26 B A 2506 T AT B O 46 £ 15 8. . NotAfter FEBAE A %97l LUH T &4 R H
WURIETE] . AR notAfter B IR 4 ARAUA AN PIA S T T 25 R 5 B .
AT SIS AR R .
i1 BV R AT DS A A R R I E R A TR HA S . TS A E AN S &
24 10 Fh AT 5 BA A8 T30 — M L 30 00E 2 FF 85 9 1 I [
i 2. BT A N IR A R B A B B R N 20 0 R A A R R a0 ol T B R IR 4 TSR AIE I X A T
AT B ROEJT DA TE . TEA T3 5 B0 5 Wl 2 J5 . 2 44 B0 TE 5 A REMOIT CRL Jir 3 1 1 B asd

5.2.4.2.7 EBHREE certificatePolicies

ARIGHN T AU ) CA BT A AT B IE 5 SR 3 28 S 3 Tk 45 DL K 56 T 3 Sk 5 5 g Y 4F:
IR E R R B

IEFRIEY A S T —RIVRKGEEFH BN FEEA 4 OID M— DA RE & F. X4
A 3 1 PR E 2% 1A S 0 SR T L

FE PRSI 5 B A% H AR 1 45 K O AR 4 14 SR DL IE A5 /9 BT H 895 78 CA IE
H L BSR4 H AR T AL R IE A B8 UE B AR SR I AR A . LA R SR T SR A N AR G 0 A
EATTRE R 2 B SR B 51 3% R IE B A S OID 5328 SR JEAT O, ARG e J2 S Bl Ay U e A2
AR HAT IV R A% i R e (R A e PP BRE 1) o 753 U B HE 48 % 0EF5

N T B AR AR R BUR IS E B A H b R & —4> OID AR — 4> OID A ig, @il fili A
FE SRR E T .

id-ce-certificatePolicies OBJECT IDENTIFIER .:= { id-ce 32 }

certificatePolicies; ; =SEQUENCE SIZE (1..MAX) OF Policylnformation
PolicyInformation: : = SEQUENCE{

policyldentifier CertPolicyld,
10
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policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierInfo OPTIONAL}

CertPolicyld: : =OBJECT IDENTIFIER

PolicyQualifierInfo: : = SEQUENCE{
policyQualifierld  PolicyQualifierld,

qualifier ANY DEFINED BY policyQualifierld }
--policyQualifierlds for Internet policy qualifiers
id-qt OBJECT IDENTIFIER .= { id-pkix 2 }
id-qt-cps OBJECT IDENTIFIER ;.= { id-qt 1 }
id-qt-unotice OBJECT IDENTIFIER ::= { id-qt 2 }

PolicyQualifierld : ; =OBJECT IDENTIFIER (id-qt-cps|id-qt-unotice)
Qualifier ;: =CHOICE {

cPSuri CPSuri,

userNotice UserNotice }

CPSuri ::= [A5String

UserNotice :: =SEQUENCE {

noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }
NoticeReference :: = SEQUENCE {
organization DisplayText,

noticeNumbers SEQUENCE OF INTEGER }
DisplayText ::= CHOICE {

visibleString VisibleString (SIZE (1--200)),

bmpString BMPString (SIZE (1--200)),

utf8String UTF8String  (SIZE (1:--200)) }

ARG E ST P RR SR g FR A 1, DA TE 5 SR ] 5 AR 48 R i . FRETEZR AL CPS Pointer
Fil User Notice fRETE .

CPS Pointer JREER & — 1 CA & fi 1) CPS(Certification Practice Statement) , 1§ 78 F T =
& URI,

User notice A W Fl Al % 5 B : noticeRef Bl explicitText B . NoticeRef F B iy %4 — B4,
I3 3ok 0 BRI A — A~ & I SCAR A W] Explicit Text 5 B e UE 45 W B 42 A 45 SCA A ] %
FBUE—MRZEA 200 FARH . WR noticeRef Hl explicit Text g WU 7 [A] — 4> FRE i . H AR
A AT A% S B noticeRef 3855045 W 4 38 41 SCAS S W] 7 Ji8 7R 32 SCAS 45 W R i 7R explicitText #i

5.2.4.2.8 KREEMLES policyMappings

Ay ERHT CAIESR. B~ E A4 OID X, £ % 41§ — 4> issuerDomainPolicy Fl— 4>
subjectDomainPolicy, XFB AR FWH, X177 CA 1A H H issuerDomainPolicy 5 £ & CA A sub-
jectDomainPolicy J&2 283 . K4777 CA By P a] Lok 38 W 3208 — > issuerDomainPolicy, 5 g
S RKAT T CA R WREs a] CA A OGBS m 7T L5 At 7422 0Ac 31 09 SR M S5 20y o I LT -

id-ce-policyMappings OBJECT IDENTIFIER .:= { id-ce 33 }

11
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PolicyMappingsSyntax: : =SEQUENCE SIZE(1..MAX) OF SEQUENCE{

issuerDomainPolicy CertPolicyld,

subjectDomainPolicy CertPolicyld}

WA 2B W o 3 SOk B RRBE A anyPolicy .

ZY A B CA R/ SN SCRE . UEBA R H AT LUK Y R BB O G sl AR G R . A bR v

R OIS A ISR 5 P AN BB A A A R A AT ) CA TRE AR

OV BORBU 0 — AN R EBUR TR R AINE R R G W BOR ' KRBT E M RZ A EE RS
BYBUSR o« 25 PO AN B A A DX ) s Y I e SRS 96 B SBSOR 22 Tv) W A A Wi = gt A 56 1% FH 38 4 7 A BB o
B B 22 P s SRR DR 8 A8 A A 5 5

7 2. BURBC B RS R A PSR I SR 9% B 35 AT BT 85 R0 AR S K7 Sh FI B A AN . — R & e dF iy
Ik S [ B AT BN T BOR W ST i 2R AL BUR . 78 Bk Bl rb, 56 [, 0 & KR 2 74 5 [ B — Il 4
HEOE . N TR G K miT .

i 3 BUFBORB SEER R AR T B S WA R R A KRR

5.2.4.29 EHEEHREZF subjectAltName

AT B — A B AT e 4 4 (AT ] 2 &4 B8 b A — O S iRl T, CA ik
WIER A I3 198 e 17— .

FRTT B e 44 1R AV A BRI By i BE B 0 AR b P SR 8 AL 4 PR 19 H R A
Bl \DNS ZF5 TP bk F G — F IEFR R AT (URD . 38 A —Seali A e LRy, w] DA 36 2 44 FRIE X
MEAAFRIE 2 A0 . 253X HE 1 B 0y 1 BN 20— >3 A5 v s, 7 P = 0 30 5 4% R sl & % ik
FEAFRY . d T BT BON R 5 A PIIAE — Y FE A AT R 4 44 1Y B A AR 2 N CACIA
WE. HHUE SCAE

id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }

SubjectAltName ::= GeneralNames

GeneralNames: : =SEQUENCE SIZE(1..MAX) OF GeneralName

GeneralName: : = CHOICE({

otherName [0] OtherName,
rfc822Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,
directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,

iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER}

OTHERNAME ::=SEQUENCE {
type-id OBJECT IDENTIFIER,

value [0] EXPLICIT ANY DEFINED BY type-id }
EDIPartyName: : = SEQUENCE/{
nameAssigner [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }
GeneralName & #1 i n] 5 4 1 {2 F 51 & FP R 209 44 95

12
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a) otherName J&#% i OTHER-NAME {5 8 & &5 526 AT — Rl 2 2 95 5
b) rfc822Name +& Internet H, M4 H il
¢) dNSName J& Internet 144 ;
d)  x400Address & O/R Hudik;
e) directoryName +& H 5% 24 K ;
D ediPartyName J2& i {5 i o3 F 20808 28 46 U5 22 18] 1 € 19 JE 2K 44 FR s name Assigner B0 bR iR 1
53 Be partyName HE— 24 FRAE A HLAY 5
g) uniformResourceldentifier & F WWW [1J UniformRAesourceldentifier, RFC1738 A& X 1
URL 1 325 1 g £ K300 5
h) iPAddress &2 — 3l 8 F /R 1 Internet Protocol il ;
D registeredID J& X VE M % 4K 43 BE A AR TRAT
CA RR% ki A subjectAltNames 41 % %5 GeneralName W UE A5 . W15 45 o 9 o — 1k &
13 02— A PR FE A4 R AR 2 AR — A F, 7 IR 3t kD o DU 32 4 %) B8 031 44 ot 25 B (— 25 41D HL subject-
AltName ¥ BN AFFE . W R FBEAAHE — 2750, W subjectAltName # J& R b 5 3¢ 8 P 1
a2 B subject AltName 37 Ji€ U Fp 51 7 28 55 — 26 H
X GeneralName & 71 v fiff F 9 45 A 44 B8 200 DA — A 24 R E 28 4 - LAGRSIE I £ 1 #9444 B
R[] i 5 0 i 3 FIE 5 feff ] 3 0 8 SC AR R — 4> SEAA
Wy AT DUJE OB I SR S Y FRIE A3 28 R e P . AN BEOR SCHRR I R 19 55 B RE AL B I A 44 B
B MR ARIC N OGR4, 20 RE USRI AL BRAETE Y 44 FROB 2 — o 8 U I I TE A4S
TCRL . BRAEHT BRI LASE » fe 10 E 458 FH 3R 40 A 3R A 1 B8 R0 19 BN 8% S 4 19 24 B OB =X B9 A ] 44
PR A s UEAS I FEAARTAL 5 JC = SCHUBR IR AR H R4 BR L HEF K bR 10 Sy A B
7 1. TYPE-IDENTIFIER 28 5| i) {di FHfE GB/T 16262.2—2006 ARt A Fif s C FHHliA .
2. WIRFEAEULY R IFARIC R S0 A 5 1Y subject T ) LAY 5 23 44 BR (B4, 40 56 m] B0 44 19— A <07 R A L #E
AR BLR s R AR TR v A 4% B s — 28 B R 44 FROR AR IR

5.2.4.2.10 MEAEEHZFR issuerAltName

LT 35 — A~ B 2 A 44 B ORIl 22 o 2 B 20 9 A — A4 RUARIE 45 80 CRL 45 % 5 (A

I IE SCENR
id-ce-issuerAltName OBJECT IDENTIFIER ..= { id-ce 18 }
IssuerAltName ;.= GeneralNames

I TR AT AR O B (1 s Al DG B 19, i IE B 8 CRL MUK 4 £ . N EESR SCRe b e 11 52 B 7 FH i b 2
i A FRIE . AR R AR I A B 1Y L TS 4 2 /0 B RE R R AL B AE 19 44 FROE X — 5 L A
MG UE S TR R ST A B LS o Fe VR e A5 (8 28 98 AN BRI LA S RE VR 3 9 AN SCHF 1 44 BB XY
FEAT 24 B o 7 UE A5 8 CRL A A 3 BT & 1 — A W b SRR DILAS B H SR 4% Bk 4 72 0 B TR 1T
VIEI S i

UNRAEAE M R L IR ARIC S B L iE B s CRL 19 issuer T A DAL 2 25 44 FR () 4, 6 37 A % 51 44
[ —A> “07 D ARSI BT R AR 4% PR e 9 i v Y — S 4 Bk AR L

5.2.4.2.11 E{HEBEFREM subjectDirectoryAttributes

A IGAIE A5 3 A% 16 HOW R B9 AT AT H SR B PR . IUE LA
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9 }
SubjectDirectoryAttributes :: = SEQUENCE SIZE (1..MAX ) OF Attribute
AttributesSyntax: : =SEQUENCE SIZE (1..MAX) OF Attribute

13
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YR B AE SR
5.2.4.2.12 HEZAPR#] basicConstraints

AY SR RARUE A ) EAR R T E— CALil % CA Al REFEE IR A A 2K . g X
/T
id-ce-basicConstraints OBJECT IDENTIFIER ;:={ id-ce 19 }

BasicConstraintsSyntax: : = SEQUENCE(
CA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL}
CA FEARF I A HIUE T2 F Al H R I IEIE 1524 .
PathLenConstraint “FEAYAE CA & & A TRUE WA A B L. BH B IIEBZEINEEER L
1 CAIEHECH o 0 B WITE pE A2 b AT LA 1) 28 3 SE AR 28 e 45, A T LA & R 90 CA IEHS . Path-
LenConstraint 5B i BUR B R T ECSE T 0, 40 R AE AR B 42 A AT [ 3iE 45 2K 3 B pathLenConstraint
FBe DI TIE B8 A% 1 S/ R R A PR
CAIE b WAL HE A5 o 7 HL B SCHE A A5 DU R AR A CA Y SR AT DA% I 45 o [A) I 9IE 5
it 1T R G2 2 A2 AN R A0 1 D0 T 158 F XA A E S
MR MY AFAE  IEARIC KRB I 4
a)  WIR CA FERYHE N FALSE, ) % 8 FHTE AN RE A & keyCertSign X — ], HA IF B NA
e R B R TE 4525 44 5
b) R CA FB i N TRUE, Jf H pathLen Constraint ££75 , WIE 43 {5 F % &t b A6 A5 1 40 34
M TAIIE I 42 2 75 5 pathLenConstraint f{H—3 .,
OV R IR R AT AR SRR T O AR S BRI A I H R WOUE A3 0 AR GE A nT S E A B AR G & L PE B O L

I HE FH Ok 36 UE TIE 5 25 44
2 PRB—IEA R R A S B R CALIRUR A W RLEEY R b R & — 4% SEQUENCE fH 19 4~
JETT

5.2.4.2.13 #Z#rFR#%] nameConstraints

AR HHF CAIER, EBfsn T — 1A S A R E TIMEEER FEIEBH Mg =
RHFR . LTE LT .
id-ce-nameConstraints OBJECT IDENTIFIER. .= id-ce 30 }

NameConstraintsSyntax; : = SEQUENCE({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL}

GeneralSubtrees: : =SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree: : =SEQUENCE/{

base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL}

14
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BaseDistance: : = INTEGER(0..MAX)

W AETE permittedSubtrees #1 excludedSubtrees B, WAL TG M E — L & T,
FEA™ I A 1 R ) 4% R B AT 2 b T G A P AR AT Y A4 R R S S TR L — > | B SR/ B
TR M X, AR permittedSubtrees fE4E . B AR CA FIAIE R 42 o T % CA M & 1) fr 4 3E
H, HAIRSEHE TR b A 5 permittedSubtrees 7 B E F 446 4 FRAR R A9 1UE B A4 2 AT #3219 . 2R
excludedSubtrees /77, HH £ CA i A iEER 2 F G4k CA M & 1 A E 5, [F) excludedSubtrees
FLE F 448 FRAR A AT AT IE AR AT 22 1) . A1 R PermittedSutrees il excluded Subtrees #5877 7E I
H 2 %25 (8] E & G 56 3% HE R 75 B Cexclusion statement)

i3 GeneralName “F B SCHY v 24 46 2 T SR8 HAT R4 & SCRY 43 J2 4540 1 44 BB XM T ix 2
Bt . Directory Name 4 FRIE 20l I 3% Fl 225K 5 i i ik 2oy 24 4% a4 19 RS0 T DIT 74 . 720
AN ey < R S I A R = W (12 S 8 7S Ty S 7280 L il = 10 DR D e N e 8 2
T base 514 iy 45 4% 2 AR ] 38 31 R U] 1 OC B8 0T R IR AE R A BRI UE S . R LT AR 0 S A S B
f4, FF HAEAS 8 b AN BB U3 JH T base T fim 24 4% 20 I 4, AT IR BRBR G A RS . 2MIEH EIR A A
[f]— 2 FRIE i 2 4> & BRI (FE directory Name £ FRIE U1 B0 o A 45 90 45 32 4450 b i 44 Bk Qi 2Rk
“07) B2 % 5 2% FRIE 2 44 FR BR ] — Bob IS R 56 A X S AR

A LA A B a4 BRI AT R . A 00 A 10 48 AR X B A R SRS
WA B 4 FR IE A3 02 AT DA 32 00 . 25 % T i 44 4 2B ] 49— S5ovk sl ik 5 3 44 48 Bk, B 4
JE AR TR Ry AR DG S N T LA AR B

Minimum FEHLE T FR P — X0 BB, e i 208 A UE M9 2 E i e 4
AL G TR XN . 55 T07 GRIA B minimum {5 X B Tt HE & (base) s B 5B B9 5T 2. Bl 4, 4
R minimum B R W 4% AN B S AR Y AT RS TR T A

Maximun FEHE T FR X — X T Ft . 5 i 24 8 XAERUE PO 2 T T 24 ok
A B IR . e R 07X B T L33 (base) s B, FH AT . AN 7E A maximun 7 BES HOAS R T
T BR AR it 3 B P KO L A0 R maximun B 1R 4 i 44 TS A A R TR AR
M H T AN A T 55

A A BORE B AR 0 A BRI, 5 ) GE 5 P AN B B0 O UE B AR 1 S R B R A AL T & K CA
16 % 1 i 24 8

WER MY FEAFAE  IFARIC g B8 1 U UE 5 FH 7 28 98 1oy 4G 46 T Ak B ) DA B A S e 9 S rh 9 (2 5
— 3.

ASBRHE S A ART 2% B A% SRR AN /N e R B e /NVEUR O 0 B R BRI 25 Bk Y

5.2.4.2.14 KBEBR#E| policyConstraints

Femg BRI M T m) CA MUK UETrh . A J DL Rk oy BRI B8 A2 80 IA . & mT DL SR 2% 1k SR m
e S Bl BEOR B8 AR TP R B IE B AL S — ST SR I AR R £ . AR TE LT
id-ce-policyConstraints OBJECT IDENTIFIER ::={ id-ce 36 }

PolicyConstraints; ;: =SEQUENCE{
requireExplicitPolicy [0 ]SkipCertsOPTIONAL,
inhibitPolicyMapping [1]SkipCertsOPTIONAL}

SkipCerts: : =INTEGER(0..MAX)
iR requireExplicitPolicy “FBAFTE . H HAE B R W & — i f5 8 CA & &k Wuk+15, ir A 76 I #%
B e B A LB A UE Y RIS A RIS AR R AT . A I SR IS AR TR 2 B A I R

15
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HhE SCHAR AT B0 W 30 7 5 s I S5 5 HE S5 0 0 SR AR IR AT o 18 19 CA R 4055 I R £ B IA
HEMLA (AR requireExplicitpolicy fY{E 407 s AL # A2 H 5 S IENLR CACH AR 0" EHE /R ) .

4 2R inhibitPolicyMapping 7Bt A 7k » B & IR AR B A2 of BT 4 52 19 CA JT i BRI DGRBS A2 45 1
AR BT AR N SR VE SRS B A . 4R 9 CA 15 A& T R AE S A AIENLA (A 2R inhibitPolicy-
Mapping HIE 7 “0™) B2 I IEEE 42 )5 SN IENLIG CACH AR 0" E A5 2 1) .

SkipCerts J& 7 {EL 2 /1 15 5 — BIR il i A A3 2850 2 i 72 DA IR 3 A2 H s 22k aed A9k 15 A9 4> 2

e 8 ik 5 28 A B e R B R b S AR B . TR A K EAR I O R BEAY IR A P RT
AEAN RE 1L B 3 At BEDAIEALAY CA BEE R AL .

5.2.4.2.15 EBHEEFIERSS %S CRLDistributionPoints

CRL 73 & G4 ERDRAR IR A 3145 CRL 5 B A Y R AUENMIEB Y R . & w T IENL
HEAS A0 AR A BAUE A DL R @ PEUEAS b o AT 5 T CRL 43 & st sk 15 F P 1 A 1) s AR 5 Ik 13 /2
OGRS . IE P BEM AT F 4> & 3RS — A CRL, 80 & AT KL EHLFG H 55 100 4K 15 24 1l 58 %
i) CRL,

BIUE LAF

id-ce-CRLDistributionPoints OBJECT IDENTIFIER ..=/{ id-ce 31 }

cRLDistributionPoits; : = { CRLDistPointsSyntax}

CRLDistPointsSyntax: : = SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint: : = SEQUENCE({

distributionPoint [0] DistributionPointNameOPTIONAL,
reasons [1] ReasonFlagsOPTIONAL,
cRLIssuer [2] GeneralNamesOPTIONAL}

DistributionPointName: : = CHOICE{
fullName [0] GeneralNames,
nameRelative ToCRLIssuer [1] RelativeDistinguishedName}

ReasonFlags: : =BITSTRING{

unused 0,
keyCompromise (D,
CACompromise (2,
affiliationChanged (3,
superseded 4),
cessationOfOperation (5,
certificateHold (6))

distributionPoint = BRI W fEGE 515 CRL L& . WK F B, 0k s A PR CRL
WK 4 K
i A fullName 24X 2% FRafi b FHBROAET . 73 R AR LA Z R A RIE . [/l — 24k (20 A H
AR Z—) NAEE Tk CRL (4 & 47 1 distrubutionPoint “FE . ANERIUE Al FH R 4L hE
WA BB, E Al LA RS R SR L1 2 A IE A i —Fh . WO RE AL BERE — 4 Kk Y
A1 44 FRIE 20 5 e A o5 — {5 AR A5 200 B 0 s 15 8, BN 53 — > 43 & s st CAH SR, IE 5 B
16
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ARG R L UET .

R CRL 0k SR T — 1 EHi M E T CRL WUk & 1 H AP H 5% 4 W H e fi ] nameRel-
ativeToCRLIssuer ., A}, nameRelativeToCRLIssuer F L% 5 CRL Wik # H & A LIyl
B 44 o

Reasons 7 Btdg W i ot CRL Frd & RO DY . WPRBEA reasons P B AN Y CRL 73 A& i K A
A5 PR A5 CAn SR e E 45 © B s A % CRL, M A S R . A5 W 5 reasons {H 5 BIAH R () CRL
O3 R T B 1 BB LA T A

CRLIssuer 5 B bn PO & F1 25 & CRL YL . G SR 3A 05 B CRL i & 5 19 24 FR BRIk
BRB MBI

WA AT DUJE O B (9 sl Al DG B, B TE T R B, @O YT R IR E AR G L (H CA R
VSRS

WASZY e bric o O, CA T2 LR UE 43 & a5 A0 3 BT A 808 D IR AR keyCompromise F1/ 3 CA-
Compromise, £ % E W HEMN—DEE T IEFLHS keyCompromise (f 2% v 22 (& 3F 45 ) 8f, CACompromise (%}
CAUEF) Y48 2 19 70 K R R AR CRLIEF ] R G A HZIE 1 . 7520 FC 23 8 B A e et B
A CACRLIEAE R Y Y CRLDistributionPoint) & A5 (1 i A 1E 5 43 B CRL {5 B py Iy, CA
AN EAE CA TR AT — A58 81 CRL,

WA Y R bR IC AR SR A, SR B R G AR R S R 2 ), ] R AE TR S B i
ARG I UE T -

a) EREM CA MG — M58 CRL R # & Gl £ CRL i A & A a5 8 JE WOk 48 7m f il i

CRL 2582 1) 5

b) AR A b SR AN SRR A A 5 B

o) FHH A T B e U R A

1 AL R CRL 43 & & X0 — A IEF CRL 2R H LA AERY . X2 CRL 4R F ML CA M PIAE CA K

W F — D7 T
i 2. GEA A 512 CRL B0 L 2 18 RFC 5280,

5.2.4.2.16 [RHFrHRREE inhibitAnyPolicy

AY REAGE T — BRI B8 TR X T NS E CA TFHIR AR B4 o 14 Bir A 3R 5 19 3E
Mg HRIN A BAVERL ., 5 ER CA Z 242 & X DT RAYIES A 4K CAIIZR inhitanyPolicy
R 0) B AR NIEEAE CRAE 0 {H8 ) T 5 4k UENLA CA.

id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= {id-ce 54}

InhibitAnyPolicy ::=SkipCerts

SkipCerts :: =INTEGER(0..MAX)

A I h UE A AT K e P O IR R AR ORI, AU ARaC y GBI, A5 U SIE 45 7 R] BB AN BB OE
1 i B AGIE LG CA B E B9 M

5.2.4.2.17 HSIEEHEEFIFR freshestCRL

B H CRL 47 J& R AE ik 14 f i 1 . slO7E A 45 A UEALAS AT P e 5 vl . i AR 3R T
CRL. % CRL e U5k 45 17 A & Je B i 08 15 5 (- 5B iy dCRL) .
ZIUE SCANE
id-ce-CRLfreshestCRL OBJECT IDENTIFIER ::={id-ce 46}
freshestCRL: ; = {CRLDistPointsSyntax}
AR E A5 00 e 4 X9 T RE A OC B 1Y L AT R AR OCHERY . W R BB RY CRL ¥ & ¢
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B IR 2 UE 5 2R GE AN T A B e AT SO AR i B CRL AYIEAS . A0SR R AR IC A K
SR A 0T AR G2 RE I AS M 77 1 R T 2 1 5 B A feB 19 CRL.

5.2.4.2.18 N AHMH#RIZFL  identifyCode
AN FBRIES 65 T R4 N B e 565, HoE Lk

id-IdentifyCode OBJECT IDENTIFIER ..={1.2.156.10260.4.1.1}

IdentifyCode :: =SET {

residenterCardNumber [0 |PrintableString OPTIONAL,

militaryOfficerCardNumber [1] UTF8String OPTIONAL,

passportNumber [ 2 ]PrintableString OPTIONAL,
}

Wy RIARiC A JE R .
5.2.4.2.19 N A#HESREES insuranceNumber
M S RE S Y RO T £ D A SRS, He L.
ID-InsuranceNumber OBJECT IDENTIFIER ..=¢{ 1.2.156.10260.4.1.2 }

InsuranceNumber: : = PrintableString

WY R IR IC AR Y .
5.2.4.2.20 W TITEHFMS iCRegistrationNumber

Al RGNS T R U] T R Al TR NS HE T
ID-ICRegistrationNumber OBJECT IDENTIFIER .:=1{ 1.2.156.10260.4.1.3 }
ICRegistrationNumber: : = PrintableString

WA IR L o AR Y .
5.2.4.2.21 fAWARANHKE organizationCode

Ak H L HUA RS 5 ™ e 35 ] T3R8 Aol H LA AR, e S F -
ID-OrganizationCode OBJECT IDENTIFIER :.={ 1.2.156.10260.4.1.4 }
OrganizationCode: ; = PrintableString

Wy IR IC R AR S EE 1Y
5.2.4.2.22 1£AFH S taxationNumeber

AV LS S I H] TR A B S e AT
ID-TaxationNumeber OBJECT IDENTIFIER ..=1{ 1.2.156.10260.4.1.5}
TaxationNumeber: : = PrintableString

W AR o AR S .
5.2.43 LTHE4MY E privatelnternetExtensions id-pkix
5.2.4.3.1 £ik

5.2.4.3 58 LT A I T BRRE 2 B JE Bl 25 48 (PKD B 3797 8 F 198 5 0 LRI — > S5
18
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CA MTEL IS . HXT AR AT R
id-pkix OBJECT IDENTIFIER ..=
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) }
id-pe OBJECT IDENTIFIER ..= { id-pkix1 }
TAY L —A> TASString {E Y75, &AME 3 HIAE —4 URD . URT B 0 5E 5 20 07 B FIA%
KA SARTGE B

5.2.4.3.2 #H S 2 authorityInfoAccess

AR IR T AL 5% Y R AR A5 1 4 & el s 1n) CA 1915 B DA B IR 55 . AL FE 72 4k 3 ik iR 55 il
CA RG22y BTG P e CAGES B AR S .

id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }

AuthoritylnfoAccessSyntax ::=

SEQUENCE SIZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {

accessMethod OBJECT IDENTIFIER,
accesslocation GeneralName }

id-ad OBJECT IDENTIFIER ::.= { id-pkix 48 }

id-ad-calssuers OBJECT IDENTIFIER ..= { id-ad 2 }

id-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1 }

J¥ % AuthorityInforAccessSyntax H1 & A HHE IR A L & A %28 BWUE B CA M nfE &
AN E . 58T H accessMethod F B UM 5 15 B 10 B H accessLocation F B Ui 1,

G ZHLEI ] LI B accessMethod F B sl 1 acessLocaion 1B,

AFR e E LT accessMethod f#—A4> OID. 4N (5 S50 T R ATIER I CA & T R AT
JEMIIEF CA B}, f# A id-ad-calssuers OID,

M id-ad-calssuers LA accessInfoType H LAY, acessLocaion T B i Bl 2 22 19 5 iR IR 55 7% M 3k 18 &
ZAR AT . AcessLocaion B € X GeneralName, & 7] A JLFTE X 24 (5 & 0] DL i htep,
ftp 8% ldap K15 B}, acessLocaion i J&—1> uniformResourceldentifier 5%, 45 & 0] DAl L H 150
PP BRI acessLocaion B J&— directoryName 28 %Y, 24 {5 B 0] DL i #5004 3k 753 B, acessLo-
caion W i&—> rfc822Name A

5.2.4.3.3 F{k{5Ei518 subjectInformationAccess

AP SRR T UEAS F ARG U7 I AF BRI SS . An R F AR CAL NI FE UE 45 35 i Al 55 Fil CA 3R 0% 45
s FAIE P IR TR Y R 55 B ST DL R AR D 1) B AT AR RXRE BRI 1 Y 2 A
JIT AR R A 55 A IR SCRY A rh o Lo XA R N Bl SO AR G
id-pe-SubjectInformationAccess OBJECT IDENTIFIER ::={ id-pe 11 }
SubjectInfoAccessSyntax ;=
SEQUENCE SIZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accesslocation GeneralName }

T3NSR A FHLE TR AL L B SR B B2 RO AR A S O E T RO T Y O B A
JE L BE S C R LE TR B RS 91 R N A S L B SR D R A TR IE S e 1 2 B
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5.3 CRL &=
5.3.1 &k

AFRUER A GB/T 16262.1—2006 (1) 4 22 2 A% HE U (DER) X 1 IE 45 #8048 1) 26 1 9 119 45 1 {5 8 o
T 4TS, 4 U 5 B9 E B RS 9 2 808E 454 . ASN.1 DER 4ifid & 6 FH A0 Z Wbric K B RE W %
i &5,

5.3.2 CRL W#iELH

CRL B #a 4514 9 ASN.1 ik an

CertificateList :: = SEQUENCE (¢
thsCertList TBSCertList,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING
}
TBSCertList ;.= SEQUENCE ¢{
version Version OPTIONAL,
—WER L DA v2
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

— 0 B, version AR v2
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL
— N5 B, version 02 v2
}
ERE) CRL #4545 i tbsCertList, signatureAlgorithm fl signatureValue =~ #4 i, X L& 1,

& X AE
a)  thsCertList B & 1 4K 4 FRANA % 2 44 Bk HO9 L RS B9 GE 55 45 B f CRL /9 97 i
=
b)  signatureAlgorithm 40 & CA % %% CRL Bl FI SRR 1A . — D FEE AR AT 9 ASNL
185 F
AlgorithmIdentifier ::= SEQUENCE

{
algorithm OBJECT IDENTIFIER,
parametersANY DEFINED BY algorithm OPTIONAL
}
AR AT FR AR IR — A S Dk, o i OBJECT IDENTIFIER #4045 T AR5 .
20
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FOrp AT S Z 00 8 25 58 OB T AR IR I B . B S I AR IR AT L S thsCertList Hr ()
signature /R A2 2 BT . AR L4 B SM2, TS,

c) signatureValue 3 f0 & T XF thsCertList Mt f7 T L 45 B . R ASN.1 DER %% A9
thsCertList /F R 50725 24 W 1125 44 19 45 22 ) 4% B8 ASNL T 45 5 1% BIT STRING 2§ 2 Jf
A 7E CRL 2 A E B A, 0 R % 2 5 SM2, SM2 % i 5 1 2 2 Bl i X I
GB/T 35276,

5.3.3 TBSCertList #{3E 414
5.3.3.1 HKERZ version

ARA TG A T 1% CRL BRAS . R H T Extensions I, W) W F7 78 I, H HAH W & ver-
sion 201 F£R).

5.3.3.2 ZZE%k signature

T4 CA %k i% CRL BT 61 Y %505 5005 00 AR RAT . XA BE PR R AT 5 CertificateList
signatureAlgorithm I A9 5 bR PR AT AR TR] (8 ) 50 % 0 A B 3 1) o A AL v ) A SR 0k

5.3.3.3 Mik#E issuer

ATARI T 24 Fmi & CRL SR, B WA & — A 9E %5 /9 B 5 4 FR (DN-distinguished name)
ZI W E X Name 2581,
Issuer B9 4% A0 7] 5.2.3.4,

5.3.3.4 4% HH thisUpdate

AL AR T CRL iy & H ¥H . {8 f§ UTCTime or Generalized Time 4 t5 .

WG AARUER CRL A1 & # 7 2049 4 2 1/ (f34& 2049 4) 1 4 1% I 6] 45 i3 2 UTCTime 25 %), 7F
2050 2 J5 » i A Generalized Time 287,

UTCTime i 45 H N [A 5.2.3.5.3,

GeneralizedTime %A% HL0N] [F] 5.2.3.5.4,

5.3.3.5 TXRE#H HH nextUpdate

AIRRR T T — 1k CRL F 3 % A 9. R — 9k CRL T L7 e I 0 5 2 % o (FL R B 6 T B v ]
2% . i UTCTime or GeneralizedTime 4§64

WA PR ER) CRL M & & W AE % & 1) CRL fif2 %% nextUpdate Ji ,

PR AARERY CRL MK & 7€ 2049 4F 2Z BT (L5 2049 4F) B K 2 0 18] 4 5 % UTCTime 2884, 48
2050 4E Z J5 » i~ Generalized Time 287,

UTCTime Y g5 HLN [F] 5.2.3.5.2.

GeneralizedTime Hy 4 TSN 5.2.3.5.3.,

5.3.3.6 #WHEMIEHEFIER Revoked Certificates

(22 wNEE € G NDR IR DR T R € E LR AL E 1 G2 (/Y ES B
Un SR A WA AR TS B AE . 75 0L 51 H RO I 5 1 3 8105 L O E U 1 H

5.3.3.7 ¥ EIn crlExtensions

7 H Al 7E version 2 B, WR B, I H— 824 CRL BT 4.
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crlExtensions 7£ 5.3.4 ik,

5.3.4 CRL¥ BRMRHEHIEEW
5.3.4.1 MAEMMZRHRIZF authorityKeyldentifier

R B AR AT SR A T — R D7 3 LRSS CRL B4 RN A8 . Sk th T4
ZA A s d TR AR BRI B 242 40 B B T e . U T R T AR Y AR AR
PFEEE T UL & 4 FRRF 515

5.3.4.2 MAEEEHZFR issuerAltName
AT 5 — > B A B e 24 Bk Cn] i 22 b 24 B8 20 b AT — 4> AR CRL i & & .
5.3.4.3 EBHEIIRS criNumber

EF U9 25 R — AR S CRL ¥ e, RRFE 45 78 19 CRL Wi & % Al CRL 3 [l N — A~ FRL ] sk
HFA) . XY AT LA P Or i — R B9 CRL B B0 5 — 4 CRL., UE B 51 %5 0
SCRF Y — A B e 8 CRL I R CRL,

IR CRL A & & 12— S0 BN BR 1 A2 il 58 % CRL Ab, a8 A i i i CRL, 58 % CRL FlH &
CRL itz 6] — g5 7 5], W 5e 4 CRL kg & CRL AE [a] — B [8] 45 4 o A0 A5 1T A8 [ 9 0E 5 4
By ISR R U 1E B

2R CRL A& 5 75— A 45 58 T Y A8 AS (] i 8] A6 J8 4> CRLCP A58 % CRL, P i CRL, 8
H—A56% CRL fl— A4 CRL) X W4~ CRL ARE S FIAH R 0 UE B 51 3% 5 o Wl 2 U6, Q2R
A~ CRL Y thisUpdate S A ], UE 45 54 51 26 5 i AT

CRL S0l DAfd K & 5. CRL B UE & L B8 9% A0 3 20 745 Y IE 45 88 1) 3 5 . 39 A br ofE 1
CRL 5 A& 3 BAE IR F 20 F 5 e B g%k 5.

id-ce-cRLNumber OBJECT IDENTIFIER ::= { id-ce 20 }

CRLNumber ::= INTEGER (0..MAX)

5.3.4.4 HMEIFERHHEIIRIETR delta CRL Indicator

W REUE SR 51 R AR R e — A G CRL P, £ ] — 4> CRL J&hi i CRL, #%# CRL & ik
RATZ G WS B AN 2R I A R B S — o8 CRL WL, fF — 26 PR 5% WL A 1 it
CRL AT LI 25 /> J 2% 3t 42 00 4 Bk ]

B ROUE U 5 R AR R Y R AL & — N JHN BaseCRLNumber (8 —{f . JE B R 5HRIRT
IR CRL ff (08 8 CRL, BAGA AR ER CRL W% & Wik 2 % 3 CRL A & b 56 % CRL, Hi &
CRL 405 BT A 1S BT A IR S . B CRL 12 % 36k CRL 4 A 558 % CRL 245001 .

MG A BRUE M CRL A % & A i i CRL, e i CRL S A 5 — 4> G B 1) 3 o T 13 4805 9] e 4

AP R,
id-ce-deltaCRLIndicator OBJECT IDENTIFIER ..= { id-ce 27 }
BaseCRLNumber ::= CRLNumber

5.3.4.5 MAE4%H %A= issuing Distribution Point

WK Ay K SE— R CRL Y B, "R — 1€ CRL 194 & S e |, 8 £ B X 4~ CRL 2
ALE T F P UE A B L CA R e sl B — RS R R AR .
id-ce-issuingDistributionPoint OBJECT IDENTIFIER .= { id-ce 28 }
22
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IssuingDistributionPoint : ;= SEQUENCE {
distributionPoint [ 0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [ 3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,

onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }
5.3.4.6 EFTIEHHEEFIFR freshest CRL

BBE B R £ R I K B 52 % CRI 4 &8 CRL {5 B a0l 3B, A% A bR 19 CRL 91 &k % 1
PR IC AR OGS . IR FE S i CRL A 81,

ST UE 54U 51 R i I A% X R EFE 5 1) cRLDistributionPoints 47 J AR [] . {H &, 3% 5
UEFS RS 1) R Y J T rh 43 A st A 7 R 5 [ B Reasons Fl cRLIssuer $a 57 B 25

id-ce-freshestCRL OBJECT IDENTIFIER ..= { id-ce 46 }

FreshestCRL ::= CRLDistributionPoints

5.3.4.7 EBHEIIFKREE CRL Entry
5.3.4.7.1 JEEH reason Code

SRR AR Ry JE S BB i 2 B IR R ) LA
01 removeFromCRL (8) H A T4 CRL, HALRL AT LI AHTF/E & CRL,

id-ce-cRLLReasons OBJECT IDENTIFIER ..= { id-ce 21 }

--reasonCode ::= { CRLReason }

CRLReason ::= ENUMERATED ({
unspecified 0,
keyCompromise (D,
cACompromise (2),
affiliationChanged (3,
superseded 4),
cessationOfOperation (5,
certificateHold (6),

7 AMHH

removeFromCRL (8,
privilegeWithdrawn (9,
aACompromise (10) }

5.3.4.7.2 f#548tiE invalidity Date

R I TR] 2 A DG BE™  , 56 WY 20 B0 PR S A B Tt R B A 2R A5 A I ]

AL 1) Generalized Time [ {88 A& MR U BR AE I 1] o 7 4% R 5.2.3.5.3 MY 2R KR .
id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }

InvalidityDate ::= GeneralizedTime

5.3.4.7.3 IEEMAE certificate Issuer

WHRAFTE UE 100 & & B AL & — A s S CRL 4% H X A - POIE 15 (19 25 & 35 38R/ s & #5 %8%
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o 2 FRIAS B ) 4
id-ce-certificatelssuer OBJECT IDENTIFIER ..= { id-ce 29 }
Certificatelssuer ::= GeneralNames

Bf s C MUE TR 51 RN A
6 HERARBXZHE

T T A B0 E A5 I S i R 5 e A B 2 A R 1D Al i SM2 A SMS 8. 2 LI sk E. H
T I B L 9 5 TR A3 AT SR 22 Rl s A Bk L Ik B Bk SHA-256 . % 44 Bk RSA %5,

24
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Al AEBHE

HEF M R AL,

M xR A

(HLSE 1 M 3%
UE B B &1

x A1 EBEN

GB/T 20518—2018

A ) i i®
TBSCertificate HEASTIE A5 35
signatureAlgorithm 2 2 B
signatureValue 2 2 A 1
A2 BEFRIEHE
HEAGIE A LR A2,
F A2 ERIEHE
moo# W i} ir # s
version A5
serialNumber 755
signature 2 2 3k
issuer K H
validity HRH M
subject F ik
subjectPublicKeyInfo FEHEAHAGE L
issuerUniquelD R ME— BRI AT A o ANl
subjectUniquelD F AR HE—FRIRFF BN e N

extensions

¥

)tt

EASRHEN Y BRI E L. S %
A3

A3 RENY R

PRUERY YRR A3,

25
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x A3 REMNT RS

¥4 Fr i ® xX B OBE
authorityKeyldentifier LAY 2 BH b 1A e
subjectKeyldentifier AR BRI B[P
Loy Us - XE 5 #7530 o 6 5 I 5 AR 8 A
evbsage HPE i
IR B T vk B TR R R
extKeyUsage VR E & FIE AR A 56 8, A5 bR ac o Ak
P
privateKeyUsagePeriod FOA %% 41 1 A E[E S
certificatePolicies UE A3 5 1% eSS
WRAE B P 7 O R A A
policyMappings T I ol Bf 1) CA B 52 11 80 ] B A 11 56
U FR A  E 6
subjectAltName F A ] 3k B 4 42 AR Bl i
issuer AltName 0 AT 30 s e 4 R B i
subjectDirectoryAttributes EXNEE S I S
CAIEB AR 1T Jy 5 B . 2% 3y 52 MAIE
basicConstraints FEABR Al %ﬁ:lﬂjil;l;?é%; ! " !
PUE ST P DREE- WIVE of ra i L il
nameConstraints 44 T PR 4 NIEFE AR 5 5 8 v i (B A — 3
AR IE Ry S, 75 AR IE ) S
IRAE A P 7 S IE B A R A
policyConstraints M B ] WEMLAY CA B2 Y R0 B A 11 R 56
L WA R R IR G i
CRLDistributionPoints CRL 43 % 5 I S
WRAE A P 7 S IE o R R A
inhibitAnyPolicy R il JT A 5 s UEALR CA B8 1 B0 00 B A 15 5%
T AR IR Sy A G 5
freshestCRL BT ) CRL B
id-pkix FAA Y Internet § & 4 G
authoritylnfoAccess GIRAEEPSNvAL EPd
SubjectInformationAccess FARAE B ) EPL
IdentifyCardNumber NG Ik 5 1 |55
InuranceNumber N R Y5852 B
ICRegistrationNumber A L M5 EE S
OrganizationCode Ak 4 ML AR B E ¢
TaxationNumeber LA S EPL
26
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B.1 RAPIEHHEHEH

F PR B 45 R S DL B,

Mt X B
(HLSE 1 M 3%
E H B 45 14 S

GB/T 20518—2018

* B.1 HAPIERHEHEG
% 7 i &

version A5

serialNumber IEA 7915

signature BB BRI

issuer W 4 4 B
P GEERI €

validity A R P
P
A
AT

subject 12 B -
UIRGEN
P 44 B

subjectPublicKeyInfo FHRAHE L

authorityKeyldentifier AL 7 B B AR IR

subjiectKeyldentifier F R B B AR R A

CRLDistributionPoints CRL 4r & #

B.2 AR & 2FE 9 454 KA
iz 55 4 Ik 45 1 45 44 S ] WLk B2,
x B2 REFJ[IEBEHLA
% i3 i i®

version PR A B

serialNumber 755

signature LT ARS N
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= B.2 (&)
% # 7
issuer W& % 44 R
Ry GRS &
validity A R X
KA
P
A1
b i
subject ERL R
HA LR
HLAG £ B
e 55 25 £ Bk
subjectPublicKeyInfo FEAAGE L
authorityKeyldentifier AR AL 1 25 S AR I
subjiectKeyldentifier F AR5 AR IRAT
CRLDistributionPoints CRL 4y K& 5

28
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Mt x C
(HLSE 1 M 3%
IEBEHEIIRATR

C.1 #id

AP SR AL — RINEB N AL . DRI T — 150 2 BUUE A3 sl e 45 408 51 R A9 IE 1 N 2
e PRI R Z A 8032 SCRF AT 38 17 AE 0 8 P 50 » 3 28 Ja8 Pfs 4 35 16 28 & s p v o E S B i T
kA5 R A5 3808 57 3 bl R IE 2 G 4 SRy R N FP AR AR BT A LA £ S L (R G 9 PKT % 7 g A
SR X LGIME R o T80 X T RBIAE TAR R A Y R A i 7 b [ 19 PKTIE 15 8k 15
IR AR TR
DU UEAS A A 02
) AZEY CAIEPBAAR, BIAGER AR TAER B AL UL 155 i A B 7. 46
I MEAEARMS . PRI R R F i) CA KA A 24 UE 1 5
by T CARERNAR, BT 9% CA UEAS B9 5% i AT 28 N 2 5
o) AU LIRS AL NS R EE T i PRI R CA MU 1 S 1A% 44 Tk 5 11 58 il A1 AT 326
A HOX GO — A i SR A T 48 40 FL S PPRE R Bk 28 44« Ik 5 1) 4 0 28 K
TE 7 S A i S P BT AL A JRA B A 28 S A o A% AN ] S 1
&) A SRR UL 5 AR BRE ST i PRIACR s CA G e F- 53 U T 2 0k 15 19 388 dil 1 6
7. AP T B  FAGTN T RO . B A O (KD 23 K H A i A 3
2 PV B O P o A IR AT RO 18] E A AR IR B BLT S T RUE R R R AR g CA
HL BEAT IR AL 5
e MRS R N A 2B SCT IR A U 51 3% A5 A R A R IE 5 RS 51 2 i g o A T
M
X T 28 S S PR A8 A4 AS RO UE A5 BT R O B AR i A CA RO BEAT A B X
T XU 8 ¢ i S VRAIE 5 CRIV B A 28 44 o SO 77 s 1% B sk 28 sig SIS AIE ) o oy 1 L2 4 AT 48 PR A7 A
[Fa] AL AT L A A A

C.2 BEZCAIEBRNER

A% CAIEBARERILE C.1,
®C1 EREHEHEN

X551 )
15 . 18 iR
Rl

Certificate

signature

AlgorithmIdentifier W 5 signatureAlgorithm 3 JC fit
, e T 95T
algorithm
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
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Fz C.1 (&)
B e fir g
FRif
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
algorithm 1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL 29y SM2 %5 i S5k B G T9UAS i 2
tbsCertificate HELNE
version 2 B2 T RRA 3 EH
serialNumber INTEGER ME—IERE R, 2% 5.2.3.2
issuer
Name N5 8 DN — 3
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue 52 5.2.3.4
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ T 2049 4 Z FT B4R (35 2049 45)
general Time YYYYMMDDHHMMSSZ JHTF 2049 422 )5 W44y
NotAfter
Time
UtcTime YYMMDDHHMMSSZ T 2049 4E Z Hif BYAE 0y (B 2049 48)
general Time YYYYMMDDHHMMSSZ FF 2049 522 )5 W 4y
subject
Name W5 8 DN — 3
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue £ 5.2.3.4

subjectPublicKeyInfo

algorithm

AlgorithmIdentifier

NEASEVL S FTREZ RSA 24 5 13 Hl
YN
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£ C.1 (&)
P 3]
I . {8 ik
bRl
1.2.840.113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 #fi [ il £& 2 4H 5 i B3k
NULL RSA
parameters M A SM2 B vk B . SM2 2% i
ECPublicKeySpec . .
FkZm OID
%t RSA B i, i K Z D N % & 2048
subjectPublicKey BIT STRING \ " T
fL s X SM2 B3k . NP1 E A 256 fif
DI
subjectKeyldentifier FALSE F B AR R TR S AR A i
keyldentifier OCTET F4F N SHA-1 B 78 g
X AE B A G AT — R P Ui A 7 ik
subjectInfoAccess FALSE HA —FhEM T E X CAGF
Pirp
AccessDescription
F1 % 46 18 % 0 B L 77 B 07— 4
SEAA X R AE A A FE URL 24 28
id-ad-caRepository & LDAP iJi 0] B 5% Bk 55 #% (0 48 & {1
accessMethod . ‘
(1.3.6.1.5.5.7.48.5) o EPBW A URL 4 598 BUE &
HTTP 5 i) WEB it 45 #%. & — 1
URI i 4§ i) CA i 45 19 7 &
accessl.ocation
GeneralName
uniformResourceldentifier K “1ldap:// 8% F “http: / /"X
basicConstraints TRUE
cA TRUE
KeyUsage TRUE
B 7% 4 digitalSignature 0
B $% 48 nonRepudiation 0
#EA % keyEncipherment 0
B4 i dataEncipherment 0
WP keyAgreement 0
JIE % & KeyCertSign 1
B4 CRLSign 1
X% encipherOnly 0
1 fi# % decipherOnly 0
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Fz C.1 (8D

KT
01 . i) i A
PR
ALY R
. LA 2% S 2 FUHR AT LA 0 U B i
issuerAltName False ) )
B4 BRATEX B A
GeneralNames
GeneralName
rfc822Name I1A5String PKI & PR 54 H, 7 B 14 b 1k

C3 TLHCAEFEERNESE

TR CAERNARILE C.2,

£C2 THCAEBHAESR

KT
I, . fH Eipe
PRl
Certificate
signature

AlgorithmIdentifier

J 5 signatureAlgorithm I JC fi

b T K R7R

1.2.840.113549.1.1.5

sha-1WithRSAEncryption

algorithm
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL Mk SM2 B, IR T
tbsCertificate G TN
version 2 HE 2 FHTF A 3 iEH
serialNumber INTEGER ME — 1F 2 %
issuer
Name NE 55 k472 F DN — 2
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue
validity

32

H1iH B Bkhttps://t.zsxg.com/JmiaeUR




GB/T 20518—2018

= C.2 (1)
I e fig fi &
FriR
NotBefore
Time
UtcTime YYMMDDHHMMSSZ T 2049 4 2 Fif (9 4F- 3 (55 2049 4F)
general Time YYYYMMDDHHMMSSZ FF 2049 4 Z J5 B AE 45y
NotAfter
Time
UtcTime YYMMDDHHMMSSZ T 2049 4 Z Fif (9 4F- 63 (55 2049 4F)
general Time YYYYMMDDHHMMSSZ T 2049 2 )5 19 F 4y
subject
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier LFRE FIRR RSA 1 TS0 B i
N
1.2.840.113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 Hf 5] il £k 28 91 T 3 1k
NULL RSA
parameters
ECPublicKeySpec SM2 B2y OID
subjectPublicKey BIT STRING X RSA F ik MK B D PR 2048
{7, X SM2 53k, A 913 4> 256 fif
WA Y i
authorityKeyldentifier FALSE 2Rk H B PIRIRAF
keyldentifier OCTET 455 SRk HNE R SHA-1 i 21H
subjectKeyldentifier FALSE U SRR AT T E B AR A
keyldentifier OCTET F4f & INPUE I SHA-D My 75 30 pk i 2
basicConstraints TRUE
cA TRUE
KeyUsage TRUE
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F* C.2 ()

S

5K B 0t

FriR

i

B2 44 digitalSignature

B 14 nonRepudiation

PN keyEncipherment

¥4 n % dataEnciphermen

MY keyAgreement

W% % KeyCertSign

W s 4 CRLSign

A% encipherOnly

1 fi# % decipherOnly

certificatePolicies

Policylnformation

policyldentifier

OID

The inclusion of policy qualifiers is dis-

couraged

CRLDistributionPoints

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

K “Idap.//7 84 “hup./ /7

authoritylnfoAccess

FALSE

AccessDescription

Vil 7 i

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessl.ocation
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ES 21

B . {8 i A&
FrRif
GeneralName
uniformResourceldentifier K “1dap:/ /78 F “http: / /7B
AccessDescription Pilal J5 ik —
id-ad-ocsp
accessMethod
(1.3.6.1.5.5.7.48.1)
accesslocation
GeneralName
uniformResourceldentifier KA “ldap://”8# “http./ /"B X
XA BAE A 6 — R U ] Oy i
subjectInfoAccess FALSE R —FhEME T E XN CAE
i
AccessDescription
H & AU 2 D> A SE A T — 1
SEAA) X R AE A L R URL 24 2%
id-ad-caRepository i LDAP 15 [n] H 3% R 55 #% /0 $5 € 17
accessMethod .
(1.3.6.1.5.5.7.48.5) B, IEHW RS URL 4 58 W48 &
HTTP ijj ] WEB ik % #%. & — 4
URI i 48 0] CA JiE 43 B9 057 B
accesslLocation
GeneralName
uniformResourceldentifier KM “1dap:/ /78 F “http.: / /7T
Al R
TAn] 44 2 AR o] L L H A5 el FH
issuerAltName FALSE 1 iz )\H b LA S
B2 R A X A
GeneralNames
GeneralName
rfc822Name IA5String PKI 4 PR A4 ) B 7 R 14 Hk
FreshestCRL FALSE o 1 1 A B 07 U4 LY

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName
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F C.2 (&)
directoryName
Name
RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

K “Idap:/ /78 “heep: / /7B 3K

C4 AWMIEBZZIEBAER

RS ZIE N AR LK C.3.

®C3 ZWMIEZZEBARR
5 s it it
PRif
Certificate
signature
AlgorithmIdentifier B 5 signatureAlgorithm 1 JC fig
HEFE T B
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL
tbsCertificate B2 NE
version 2 A2 TR 33E4S
serial Number INTEGER ME— IF B 5
issuer
Name 5 kAT 4 F 8 DN — 2
RDNSequence
RelativeDistinguishedName
Attribute TypeAndValue
AttributeType OID
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£ C.3 (&)
" K fi _—
FriR
AttributeValue
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ T 2049 4EZ FT A0 (B 2049 47
general Time YYYYMMDDHHMMSSZ FIF 2049 4E 2 J5 WY 4E 15
NotAfter
Time
UtcTime YYMMDDHHMMSSZ T 2049 4R Z FT A0 (B 2049 47
general Time YYYYMMDDHHMMSSZ FIF 2049 4E 2 J5 WY 4E 15
subject
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue
subjectPublicKeylInfo
algorithm
AlgorithmTdentifier AT AT AR J& RSA 2\ 41 5l i R
IS AN
1.2.840.113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 A [5 1y £ 7 57 8 7 B 92
NULL RSA
paramelers
ECPublicKeySpec SM2 H ik £k OID
subjectPublicKey BIT STRING XPRSA FLik, B2 PP 2018
£, % SM2 i3k . A H F /D 256 Ay
DAY R
authorityKeyIdentifier FALSE 8RB PR IRAT

keyldentifier

OCTET 45

2k FH NP R SHA-1 15 75 B 1
ik 22
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F C.3 (20)

S

5K B 0t

FriR

1

filiik

subjectKeyldentifier

FALSE

EMUE BRI RAT T TIE A R AW

keyldentifier

OCTET 4 H

ANPUER SHA-1 W 7 Bk &

KeyUsage

TRUE

B4 4 digitalSignature

B $% 481 nonRepudiation

#EA %% keyEncipherment

B4 n# dataEnciphermen

ZH MY keyAgreement

iFE 5% % KeyCertSign

By w4 CRLSign

{LJN% encipherOnly

X f# % decipherOnly

certificatePolicies

FALSE

PolicyInformation

policyldentifier

OID

The inclusion of policy qualifiers

is discouraged

CRLDistributionPoints

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KM “Idap:/ /784 “hup: /7

authorityInfoAccess

FALSE

AccessDescription

Yyl 5 1 —

38

H1iH B Bkhttps://t.zsxg.com/JmiaeUR




GB/T 20518—2018

F C3 (&)

B
0 KT i "

FRiR

5

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessMethod

accesslocation

GeneralName

uniformResourceldentifier KR “ldap.//”8 & “http: / /" K

AccessDescription Vil ik —

id-ad-ocsp

(1.3.6.1.5.5.7.48.1)

accessMethod

accesslLocation

GeneralName

uniformResourceldentifier K Hi“ldap://” 8 & “http://" B X

Y

extKeyUsage BOOLEAN YR

KeyPurposeld OID

AT Ay 24 7 S ALAR AT LA AH R AT B i
H B4 B A TR LA

issuerAltName FALSE

GeneralNames

GeneralName

rfc822Name IA5String PKI 48 BLALA 09 B, T IR A4 b 31k

subjectAltName FALSE

GeneralNames

GeneralName

rfc822Name 1A5String

dNSName IA5String

iPAddress IA5String

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType OID

AttributeValue

FreshestCRL FALSE fifMERL4 8 A G RY R
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F C.3 (20)

X
01 . fH i A
PR
DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KM “Idap:/ /784 “hup:/ /7K

Ch AmLEMBIEBEBAETR

A v 1IN S UE T A AR ILER Cod

R C4

Zim SR IR N AR

e %%m fti ik
LA
Certificate
signature
AlgorithmIdentifier W5 signatureAlgorithm 1§ JC fil
P 905 0
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL
thsCertificate BELNE
version 2 BB 2 TR 3IER
serialNumber INTEGER M — 1F B 5
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ES 21

FRiR

i

issuer

Name

N5 kA7 A DN — 2

RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue

AttributeType

OID

AttributeValue

validity

NotBefore

Time

UtcTime

YYMMDDHHMMSSZ

FAT 2049 4F Z B9 4F fy (B 2049 4F)

general Time

YYYYMMDDHHMMSSZ

AT 2049 4 Z J5 B9 4F43

NotAfter

Time

UtcTime

YYMMDDHHMMSSZ

FAT 2049 4 Z B4 0y (B 2049 4F)

general Time

YYYYMMDDHHMMSSZ

FIF 2049 4F 2 J 1940y

subject

Name

RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue

AttributeType

OID

AttributeValue

subjectPublicKeylInfo

algorithm
. . ONESE L AT RE I RSA 2 4 8 1R
AlgorithmlIdentifier \
TN
1.2.840.113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 #5282\ 51 9% 7 34 1
NULL RSA
parameters
ECPublicKeySpec SM2 &k ih kg OID
XF RSA Bk, B & /D Ry iZ & 2048
subjectPublicK ey BIT STRING ‘ TR
i, X SM2 F AN & D 256 i
DAY OE T
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F C.4 (&)
9 e fit g
FRif
authorityKeyldentifier FALSE S5 o B A
keyldentifier OCTET 54 SRS R SHAL W o 3
e
subjectKeyldentifier FALSE F PR RAT TR B AR A
keyldentifier OCTET 45 A YA SHA-D W A5 524 52
KeyUsage TRUE
B4 44 digitalSignature 0
95 #%#i nonRepudiation 0
BN keyEncipherment 1
(45 % dataEnciphermen 1
B PN keyAgreement 1
iE % % KeyCertSign 0
%, L% % CRLSign 0
{2 % encipherOnly 0
1 f# % decipherOnly 0
certificatePolicies FALSE
PolicyInformation
policyldentifier oID The inclusion of policy qualifiers
is discouraged
CRLDistributionPoints
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
AttributeTypeAndV
AttributeType OID
AttributeValue
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I

ES 21

FRiR

i

filiig

uniformResourceldentifier

KM “ldap:/ /78 “http: / /7T

authorityInfoAccess

FALSE

AccessDescription

Vil Iy ik

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessl.ocation

GeneralName

uniformResourceldentifier

R Idap:/ /" s “hp: / /"B 3k

AccessDescription

Piln) ik —

accessMethod

id-ad-ocsp
(1.3.6.1.5.5.7.48.1)

accessl.ocation

GeneralName

uniformResourceldentifier

R “Idaps /"R # “hitp. / /"2

YR

extKeyUsage

BOOLEAN

ok N ERES

KeyPurposeld

OID

issuerAltName

FALSE

R 24 I BUHR T LA (B RUA e ad
FY Bl 24 PR A T3 B A

GeneralNames

GeneralName

rfc822Name

IA5String

PRI A& FEALAL B F BB 1 3 41k

subjectAltName

FALSE

GeneralNames

GeneralName

rfc822Name

IA5String

dNSName

IA5String

iPAddress

IA5String

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV
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Fz C.4 (8D

S

5K B 0t

FriR

{8

AttributeType

OID

AttributeValue

FreshestCRL

FALSE

ol P kPR A% BT A e

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KA “ldap://7 8% “http:/ /7B K

C.6 IEPHHEIRATER

BRI RN AER L C5.

®C5 IEHRHHEIRATER

P2
1, . (I8 B
PRIl
CertificateList
signature
AlgorithmIdentifier I 5 signatureAlgorithm 18 JC fii
BB R Ak
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL
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* C.5 (&d)
I e fig e
PRl
thsCertList HEANE
version 2 RRAS 2CHE %0 1)
issuer
Name I 5 & AT # T DN — 2
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue
thisUpdate
Time
UtcTime YYMMDDHHMMSSZ T 2049 4 Z BT A9 AR By (55 2049 4F)
generalTime YYYYMMDDHHMMSSZ T 2049 H 2 )5 19 &4y
nextUpdate
Time
UtcTime YYMMDDHHMMSSZ JHT 2049 4 Z B B 4F 03 (55 2049 4£)
general Time YYYYMMDDHHMMSSZ FF 2049 522 J5 B Ay
revokedCertificates
userCertificate INTEGER Bl AR E S 0 5 S
revocationDate
Time
UtcTime YYMMDDHHMMSSZ JHT 2049 48 ZHi BYAF 0y (5 2049 4F)
general Time YYYYMMDDHHMMSSZ T 2049 H 2 J5 19 &4y
crlEntryExtensions
Extensions
renconCode FALSE IR AR K BR R A O T %

I

CRLReason

T Al A9 JR A2 45 - keyCompromise
W W %%, CACompromise CA i #% ,
affiliationChanged, superseded, #f ces-
sationOfOperation. 1 S & B& I A &
HL U P AN G A, remove-
FromCRL HiEH T CRL H.5&F
iE 45 % 45 certificateHold 7 1 AN %
i
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% C.5 (&)
5 SR i fisk
FRif
invalidtyDate FALSE
Generalized Time YYYYMMDDHHMMSSZ
certificatelssuer FALSE
GeneralNames
GeneralName
rfc822Name IA5String PKI 4 BLLAY i 1 7 6 14 3 4
crlExtensions
Extensions
authorityKeyldentifier FALSE 2R AR N AF
keyldentifier OCTET =45 B BN HIE K SHA-T Ws i B3k
W
e - 40724 57 2 6 T LA (5L L4 3
BB 44 Bk A TR A
GeneralNames
GeneralName
rfc822Name IA5String PKI A BB 9 HL T 6 0F 3 1k
CRLNumber FALSE | INTEGER Zﬁﬁiﬂj 7, PR EY CRL AR &K
AT LA o> Yo CRL o, 2R CRL
issuingDistributionPoint TRUE | OCTET F4F & WA RITHER WS, UM
B . KLY RS O T )
CRL A REAL 35 T A J5L B 5 119 CRL
distributionPoint
DistributionPointName BEFR 429 S CRL 1, B 5 9E 45 H° 19
BAT Y3
{ullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
AttributeTypeAndV
AttributeType OID
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P 3]
3, . 1 iR
FrRif
AttributeValue
uniformResourceldentifier IA5String KM “ldap://78 & “http: / /"2
WA BE Dy B, WA CRL H 3 3 58
o ‘ PRUEFE. (R R AR G 21
onlyContainsUserCerts BOOLEAN o o
BT A SSAREAS, W distribut-
ionPoint 7] Df Z. %)
IS O T WA CRL B CA
- VEF. CRERE 0 A T R
onlyContainsCACerts BOOLEAN .
= T CAEH, W distributionPoint
CINDS8 -9
ABREAHEREE A a2 CRL, W R 4
IndirectCRL FALSE CRL & T4 CRL K A7 B i &
PR UE A5 5 3 — 007 15 R 2L
FreshestCRL FALSE 15 PR By U £ A T
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
AttributeTypeAndV
AttributeType OID
AttributeValue
uniformResourceldentifier KA “ldap.//7 8 “htp./ /7B K
deltaCRLIndicator TRUE AP R A AR & CRL
BaseCRLNumber INTEGER 38 a3 CRL
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Mt & D
(R PR 3R
I B om0l

PLR 2R LA X.509 WA 3 k45 R i iE AL & R A5 B

a) the serial number is 64 57 00 b7 00 00 02 {6 (dec is 7230248512745636598) ;

b) the certificate is signed with SM2 and the SM3 hash algorithm;

¢) the issuer’s distinguished name is CN=0OSCCA SM2 CA, C=CN;

d) and the subject’s distinguished name is CN=FH F £ 5%, OU=F T4, O=HL ZF,S=
B4 PR, C=CN;

e) the certificate was issued on March 22, 2011 and expired on March 29,2014;

f)  the certificate contains a 256 bit SM2 EC public key;

g) the certificate is an end entity certificate (not a CA certificate) ;

h) the certificate include an authority key identifier ,subject Keyldentifier and basic constraints
extensions;

i) the certificate includes a critical key usage extension specifying the public is intended for gen-
eration of digital signatures;

j)  the certificate include a extend key usage extensions.,

0000 30 200: SEQUENCE {
0004 30 1A5: SEQUENCE {

0008 A0 3: [o]{
000A 02 1. INTEGER 2
}

000D 02 8. INTEGER

: 64 57 00 B7 00 00 02 F6
0017 30 C: SEQUENCE {
0019 06 8: OBJECT IDENTIFIER "1 2 156 10197 1 501°
0023 05 0:

: }
0025 30 24. SEQUENCE {
0027 31 15 SET {
0029 30 13. SEQUENCE {
002B 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
0030 13 C. PrintableString >OSCCA SM2 CA’

}

: }
003E 31 B. SET {
0040 30 9. SEQUENCE {
0042 06 3. OBJECT IDENTIFIER countryName (2 5 4 6)
0047 13 2 PrintableString *CN’

}
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: }
004B 30 1E. SEQUENCE {

004D 17  D. UTCTime 1103220744447’
005C 17  D:. UTCTime 1403290744002
: }
006B 30  52: SEQUENCE {
006D 31 15: SET {
006F 30 13 SEQUENCE {
0071 06 3. OBJECT IDENTIFIER commonName (2 5 4 3)
0076 0C  C: UTF8String "H P 4%’
}
: }
0084 31 15: SET {
0086 30  13: SEQUENCE {
0088 06 3 OBJECT IDENTIFIER organizationalUnitName (2 5 4 11)
008D 0C  C. UTF8String *#51 14 FK’
}
: }
009B 31 15, SET {
009D 30 13 SEQUENCE {
009F 06 3 OBJECT IDENTIFIER organizationName (2 5 4 10)
00A4 0C C. UTF8String "4 4 FR’
}
: }
00B2 31 B. SET {
00B4 30 9. SEQUENCE {
00B6 06 3. OBJECT IDENTIFIER countryName (2 5 4 6)
00BB 13 2 PrintableString *CN’
}
}
: }
00BF 30 59:. SEQUENCE {
00C1 30 13: SEQUENCE {
00C3 06 7. OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2 1)
00CC 06 8. OBJECT IDENTIFIER ’1 2 156 10197 1 301~
: }
00D6 03 42. BIT STRING 0 unused bits

04 97 0A 71 9B CC 02 B4 6E E9 CC DF 59 2F 59 0B
2D C7 5A AC Bl C7 B9 45 55 FE 07 E2 70 B3 83 9A
4B EB 4C 37 A3 AD 5E FF BF 23 39 0C AD 36 9A EC
58 B2 92 32 A0 CA 30 29 6F OF F1 F8 35 F1 52 F6
76
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: }
011A A3 90. [3] {

011D 30 8D: SEQUENCE {
0120 30 C: SEQUENCE {
0122 06 3 OBJECT IDENTIFIER basicConstraints (2 5 29 19)
0127 04 5: OCTET STRING
30 03 01 01 00
}
012E 30 1D: SEQUENCE {
0130 06 3. OBJECT IDENTIFIER extKeyUsage (2 5 29 37)
013504 16: OCTET STRING
30 14 06 08 2B 06 01 05 05 07 03 02 06 08 2B 06
01 05 0507 03 04
: }
014D 30  B: SEQUENCE {
014F 06 3. OBJECT IDENTIFIER keyUsage (2 5 29 15)
0154 04 4, OCTET STRING
03 02 00 CO
: }
015A 30 11; SEQUENCE {
015C 06 9. OBJECT IDENTIFIER
: netscape-cert-type (2 16 840 1 113730 1 1)
0167 04 4, OCTET STRING
03 02 00 80
: }
016D 30 1F: SEQUENCE {
016F 06 3 OBJECT IDENTIFIER authorityKeyldentifier (2 5 29 35)
0174 04  18; OCTET STRING
30 16 80 14 8E 7B 6D F4 CB 16 BC 42 79 80 22 80
92 49 97 1C EA BD D3 E5
: }
018E 30 1D: SEQUENCE {
0190 06 3 OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
0195 04  16; OCTET STRING

04 14 1E 99 F3 37 A8 7E 1F 5D C8 B5 C4 D9 F6 94
2E A6 9C 24 9F 31

: }
01AD 30 C. SEQUENCE {
01AF 06  8: OBJECT IDENTIFIER ’1 2 15610197 1 501’
01B9 05 0:
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: }
01BB 03 47. BIT STRING 0 unused bits
30 44 02 20 50 37 93 B4 OE OF 1C 9D 3E EE 7F 7E
02 BE BD 3E DE 01 27 27 20 82 EE 8F OF 6F E4 8A
36 3F 26 B9 02 20 B5 70 08 46 76 7B 6F 27 43 6C
BE D7 45 98 C4 5B 98 5C CB C8 1A 14 OE 2A 3B 03
55 CA BE F1 72 F2

1R 2 BRhttps://t.zsxg.com/JmiaeUR



GB/T 20518—2018

Mt R E
(B B B 3R
HEBRAZ

E.1 ZZEE&

74 % PR # (Hash Functions) B RN B E B . B T1E Internet PKI Hf 8L [m) 42 3 s 5L MD5 7
TEL AR, iy DU EE B T
TEE N, SM3 Bk 2 EZHEE M EFIMITAMIRERE. S0 GB/T 32905,

E2 ZREZX

S B AENE B a3 CertificateList W1 f) signatureAlgorithm FE N H . WF il o — > H 3 AE
JEF5 8% CertificateList H ¥ signatureAlgorithm B N BB iR iR Ao B AL .

TEEN . SM2 Bk R E R FEMER TER T AMANELTE.Z W GB/T 32918, 84 H k5 E.1
R A B — R

T hR IR 24 50k 1 ASNLL X R AR IRAT 2 «

sm3WithSM2Encryption OBJECT IDENTIFIER .= {

iso (1) member-body (2) cn (156) ccstc(10197) 1.501 }
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