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VRGN F 1 F - FAM—RERD,

SRBAFREES ARERXHE —BHEN MRS R I LT,
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FRETFREABERID =G EZLREAEAREEERE T —FEHER. X®IT =HEXHAERX
A LU s,
TERBT R IT RN EETE R EERER E X EERWBEREL - MEERMN . WFMhE
BAUEHERERELITERERHELZLER,
ISO/IEC 15408 7] H EA LN IT RN FE IFE U KRB BEMEE 2.
ISO/IEC 15408 R AW R G, UERMBEEEZM IT =R REZLBEEFRHA—RITH M
Fe., Bk, B A EEEE A ISO/IEC 15408, @GR K R EM . #la, 24/ ISO/IEC 15408
BRI T R &S 093P B B T A XN R 2B X/ IT =& A8 4, B FE T E KT
fEER.
B 0T FRESITMENELREERREE THEL LB, URRE T MAITEETERNFR
TABEL, MRV AEEFARFES & TLBERITEFEUREN HIHEEETA LR
BEUNEE, B TEFROEI T OEEFAEERERMER, URER 2T E R, B
EREERENHENTE.
ISO/IEC 154 A TR E-EEARENNBR . ERgELRTHLE., KERFEF=NELR
SRR 18 4 BIFR VLB SRR AR . 4, ISO/IEC 15408 B T 1T KM HMTT
B, SO/IECI48 A AT EZEBANN (XL EESEROUREAANNERESTEKE. 75,
ISO/IEC 15403 IR A A F IT SORK H fb sl B X L& TR B RN R B,
HEEEE,EHREWHE ARSI IT L4 s ENKE, B A ISO/IEC 15408 HEZ A,
i
2 ISO/IEC 15408 FAENES IT REEEEEERXBFMNE THEEEEL BN LKE
FEfEMAEN, (HE,MZARE TOE R4 EETEART ST ESENELEN ARK .Y
Y EFNER ST EEEEMREN;

b ISO/IEC 15408 HE MM BE L MBE N EHZ IT K& P EAEYE &S, BRI ES
B L HESE TR, BAE Y, ISO/IEC 15408 R Kk TOE Y B EF HFEEFH;

¢) ISO/IEC 15408 IR B iFAG ik , ER B PEAE I ik #E ISO/IEC 18045 g i 5

&) ISO/IEC 15408 R ¥ & PEAL & 0L H f F5 A M 59 & B A B AR 4E 48 , {H ISO/IEC 15408 H1.7]
B T HAEZR T KPR 5

e TEELERATFESATHERAE T ISO/IEC 15408 MEHE. RN EITHENER
AR EREFIT R ERBENSHHETRAMGEH. HEUET~HKIT 2280, UK
HEEWD IT ETEeFANRESTHE, Bl MEEREATIENEZRA. HE,
HTFEMBEAEES TIEMEEITHLABHURRES IT W4 MXER,INTH R XX &
& 043 1 6 B R ] B 4R 3K

£ ISO/IEC 15408 A IEFM BB A EE A R EH LM ESK. MRFEXN#KA TOE K%
T ok B O R M S AT A ST AR A , WA Z5 £E A ISO/TEC 15408 A93FAS A il m S A6 5% 3 A il
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EFEEHR ZEHEAK
EEEARRZEEMAEN
£ 18 - HaM—RE

1 EH

GB/T 18336 WA B T IT L 7F M — B FEN , 4R T ISO/IEC 15408 & &4
S5 AG— BPEAG AR AR R R R TR SR TEAE IT =R E 2B A EER ,

A4 H T ISO/IEC 15408 B BARER ., BEH#AR T ISO/IEC 15408 W& MO NE; EX T #
ISO/IEC 15048 & ¥4 FI BRI R TE XA MGG B T R T £ (TOE) M O #&; IR T 7FAS
TR TN HEERS., WA ENBT IT FRHITHETITRHERZL2HE.

A4y E LT £ 8 ISO/IEC 15408-2 F1 ISO/TEC 15408-3 3R &9 T 88 A {7 F= 48 1 it 7T F 9 &5 Ff
Bk,

AT HMHEE TRPEBE PP ZLEROAFAEEREXLERES BB TIFE~ANE

i, ISO/IEC 15408 AT o2 H THRZL2ERSDHESFHIIFMRTHFENE

ofF
i
o

2 HEESREXHE

TH X FAXBHKAAES AT L8, LEEBHMSI A L d RREAERTA
f:, RETEBEHASIEXE EEFRE(EERE VBRSO ERTAXS,

SO/IEC 15408-2 fFEER ZL£HER FEEAZLSITHEEN 52 8B4 . RE£WEAH (-
formation technology—Security techniques—Evaluation criteria for IT security—Fart 2:Security func-
tional components)

ISO/IEC 15408-3 f5BHEAR ZLER FEEHEAZSITMHEN 5382 . ZE2fREHMA (In-
formation technology—Security techniques—Evaluation criteria for IT security—Part 3: Security as-
surance components)

ISO/IEC 18045 f2EH K H&£FER FEEEAZLMHTEMREFE (Information technology—Se-

curity techniques—Methodology for IT security evaluation)
3 REMEX

THIARE N E SGE R TASCE
5. A% R ISO/IEC 15408 A B AEMARE . 7 ISO/IEC 15408 AN EA EEH YR —EHE
HAREA G R E AR 7 EA TR0 #TwRE.

3.1 BEAREMEX

3.1.1
B Xt{TAH adverse actions
B B EART P AT AT R .
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3.1.2
#HF= assets
WX R (TOE) fiA ERT T M {E A k.
3.1.3
W{{E assignment
Xf 4 A R E SR 38 2 S Bk AT AR .
3.1.4
{RE assurance
TOE # B % 288 % K (SFR) M5 L 25 .
3.1.5 '
Wi attack potential
- X TOE iR RB INEER, UHHENE LK HBEEEAREIVRER.
3.1.6
1438 augmentation
P — A R A ER,
3.1.7
£ 51##E authentication data
HATRIEAFFERSHHNER.
3.1.8
AR authorized user
IR LT RRE R LIPATE T EMEHK TOE A/,

3.1.9
% class
AFEFBENENES.
3.1.10
ZERHK coherent
HEBIF .. B& XEW.

E: T ARERBEAREERT S TEM N X FE RN AL,
3.1.11

5%/ complete

— LR A LER S BRI,

E: M XEWE B AHAERRC USRI T, ARG RA  AREEXHZER LB — S RE,
3.1.12

4 component

HRRZLEBERYBDTHETENES.
3.1.13

HERES composed assurance package

M ISO/IEC 15408-3 1B 2R BT 41 B B9 fR B4, (plr ACO“Z & 7541 , /R 3 ISO/IEC 15408
FHEXHE—HAERBERE EH—1H.
3.1.14

#HiIL confirm

FE U E S 2 ST B FE A, E M R ETHEAT TR

E: IRENTEREERBTERINAREE. XIMRBENATFIEESTY.

2
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3.1.15
ZEiEH  connectivity
TOE 5HZA 8 IT TEF#TKER TOE Bk,
¥ XOBEECMREREZ T, UEEER B LBTR T AHATHRELZR.
3.1.16
—ZH consistent
MAREFLLEZENREAFERABRTE.
3.1.17
X (FNE) counter(verb)
MY T, UEREEEDERNER ERLER.
3.1.18
AHIERNHFEESH  demonsirable conformance
FA ST f1 PP ZEESRE, ;E'j"“‘f‘ STHRET —FBEZPF 7 —RELERBANBIRTE.
E: PPHISTENBRARXELEURRE FHESEEAN . TUREAETEARAFMMALARFTR. TRIENFEE
HEMAFHRR-FE FESA ;"5 L PP TOE XA, FEH AW STHAEZFHRNFEXL PP, AMTE L

fEE.
3.1.18
E? demonstrate
Bl RES S BT R R
3.1.20
KEmEERE depe‘”")r
EREZREAE—F R L E - ETORAFSERESEIP.STHET . ML—-TETHKH
LHEMER—fRE Et/gf: Fr.eTzEw
3.1.21

R describe
B —AEERGE 2T,
3.1.22
BEE determinz
AR AL S
E: AREEFTHATRIHS E
BEREMPFCHEG T 45, SENZESTHETHEE,

BRER.
« EERFGINEBIETRF . EE

3.1.23
FEIRE development environment
F% TOE K3
3.1.24
JtE element
— AN REFTREATELZHER,
3.1.25
F{R ensure
RIEET AR EERZEFEEFERNERXR,
. YSRAMAREBEZHBUE S — AN, REAMIETETANEERERESER.
3.1.26
Eff  evaluation
HeHE 2 CRE XS PP.ST 5t TOE #AT8IPEH .
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3.1.27

TE{EREZ evaluation assurance level

M ISO/IEC 15408-3 B —MEBRERNWES , EMBR T —MREM, R T ISO/IEC 15408
i X RERE P R—1T R,
3.1.28

AN HLH evaluation authority

Sk B T B B R F R VTR A AT AR M AN B B M M AL, B RO TP R SE e
ISO/IEC 15408,
3.1.29

- JEf54k%l evaluation scheme

— AT R IR B TR 2 A S T O A B AUHUMI 7 5 B 1SO/IEC 15408,
3.1.30

MR  exhaustive _

— AN TE B 7 VR BT L BB , % B R IR A B T RISR BT AT R T R S 30 .

7. 7 ISO/IEC 15408 HF , ZRBERE P MAKMESHFEH. E5“REENH X, HER, MIERHAR

5 08 5 9 3T Rl SR B 2R G 4k 9 D S BRAT AT BRI B, TG LT REAE A0 TR B MRIERT A AT RE MR R AT TR,

3.1.31

&% explain

X RE— R FNAT R AR B 4 S 4E .

¥ IAMAREBEART WA MGEL”, ENBERREERHMAL?7,HREXBLITRBAIT I —ERBRRTEK .
3.1.32

HB extension

R4 £ ISO/IEC 15408-2 9 3 i B oR Bk ISO/IEC 15408-3 3 iy R BE B sk 3% i 3 ST =X
PP H1,
3.1.33

SMERSEEE  external entity

7 TOE iR Z 5885 TOE ZZHE A IT L4k,

. SRR BT IR A,
3.1.34

& family

BEEMM B, BEEMNESSREE ERRMAGNES.
3.1.35

X formal

DU—MZREENESRE  REFELANNEERS L, EAHENE XL,
3.1.36

ESHX guidance documentation

RN MR BT BB/ ME A TOE B3CH.
3.1.37

51 identity

7 TOE H i — Rl Lk FoR (han— AP HFBEEAD .

E: XMEANGAFN: —AFRFE. NTFALAF . XHERTURLE HELERIE—KDBRSE.
3.1.38

E#KXH  informal

KA BRESRE.

4
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3.1.39
TSF [B45i£ inter TSF transfers

f£ TOE FMEAM AT {F IT /=& i Z 2 Z 3 He b iz .

3.1.40
P AR R
TOE &4y & sr M A B R E

3.1.41
TOE K EF4£3X internal TOE transfer

7 TOE 547 85 3 47 2Z 8] 32 B04E
3.1.42
WZE— S  internally consistent
—NEEMENTFRZEAFERBRTE.
TSRk ERSUEAREE REHETERNRR,

internal communication channel

3.1.43
EE iteraticn
FEER—EHFEEIT I REBIEK,

3.1.44
I justification
rUER =g,
ORI RCELERS, AREEEFAATAREZERENE SRR I IAREERT 4K
3.1.43
EX cbise
X E AT AR,

TOE =@l k. EFamd

3.1.4¢

HWIE(EE)  eceration(on a componrent)

A el R et
—MEERENEER,

1
EONEEAFREEERERE HCREE.
3.1.47
| (Z L)  cperation(on an object)

3.1.48
IZ{TIRE  operational environment
Z£47 TOE 35,
3.1.48
EARLLER organizational security policies

—MAERNZEHN AESEENES .
F RS - REKKE TR EAEX,
3.1.50

2 package
TEMEEREELERBEERN—IHEES.

. flin EAL E—4.

3.1.51
R #E protection profile; PP
% —2 TOE K . 5LAXKXME LT RER.
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3.1.52
R EEIESG protection profile evaluation
IR C E LI, X — A~ PP #EATE R4 .
3.1.53
iEBA prove
PLPUE S &2 S BN p W s i SURE PSS ST
¥ ARBEEANTEBREE ™K., BEFERT, AHEU—-FEHE™HKOTREH B TOE ZLThEE
(TSP 7R Z 8] %t B 3¢ R B, A4 6 A “UEBT " X — R 7E .
3.1.54
4t refinement
REHEHIMAE .
3.1.55
At role .
T HEFE—F P A% TOE Z BT A MR EAT R T HE LA,
3.1.56
FrE  secret ;
AT RT—MEE RN L LINAEE W (SFP) , N B BAUH P #l /2K TSF A AT ABERE R .
3.1.57
LKA secure state
—FORAE,, ERRAET , TSF $#E—3, B TSF 884k %2 1E #i {447 SFR.
3.1.58
LZ2EM security attribute
FCHPEEMSIT =8 FE.ER .. SEM/R TR YL, BHTEX SFR, HHEZER
7 SFR BHE A
3.1.59
RLINEEHFE M  security function policy; SFP
iR TSF PITH R E Z 2T NIMNE , \TR~RHR SFR WEE .
3.1.60
Z£HARY security objective
BN YRR E BB A/ R R A R E SRR/ SRR —F R .
3.1.61
K4 [@EBE security problem
P—FIERMF R, 2 X TOE EAL 3 f % & B AR AE FIYE B A Rk .
M EEERE U T ER
e E i TOE Xl B M ;
e Eh TOE LA RL LKW (OSP);
o X# TOE REZEFHRERNBEE.
3.1.62
LZ2EKR security requirement
RN E S HRRMER, B7EXE TOE WEZLHK.
3.1.63
L2 B4k security target;ST
&%t —AMEEMERRIR TOE, B 5L HMANEETRKER.
6

1R 2 BRkhttps://t.zsxg.com/JmiaeUR



3.1.64
% selection
MAHFAFIRTIEE-RKZH,
3.1.65
2®KX{ semiformal

R EA e E ORI NES RE

3.1.66

AP  specify

DI HR T RE LR E T,
3.1.67

ERZESME  strict conformance

GB/T 18336.1—2C15/130/IEC 15408-1.2009

—A PP fi—4 ST ZEM—FBEWRXER, B PP PR PITA ZEREFET R ST .
. R R T UM E X ST ME & PP AT A MKA ERTUETESHRE". FRESEIONAT

HRBEEEUE—FRETFHHBEK.

3.1.68

STiESE ST evaluation

f9E B E XN, X —4> ST #HAT PR,
3.1.€8

=8 subject

TOE X FEPMATRMAEN IS LI,
3.1.7C

JE 3T % target of evaluation; TOE

B E R/ S GNES, TR TEIEE.
2.1.71

I FEL  threat agent

] ARG B P MR R AT R B S i
3.1.72

TOE i&ff TOE evaluation

I B E XN, % —4 TOE 217874,

3.1.73
TOE $HIE TOE resource
TOE F{Lfi o] A Al HFERIE Y.
3.1.74
TOE R£IhfE TOE security functionality

IE# 4T SFR FrikBifg TOE K BT A B4 KA E A& T 8E.

3.1.75
iE# trace

FEBIA Sk Z 18], $hAT — R B B 4 2 B2 B9 AR TR AU X B 2 A

3.1.76

TOE K35hE84Ei%  transfers outside of the TOE

B TSF {2 i . 58 % TSF £l i LR (= .

3.1.77
#24¢  translation
FARELESHRARTEERNTE.,
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E: EXMHELT - RBBU"ERWARFERE, FARRBURERE SN ARELBESHR M SFR e
EERELEHMN.

3.1.78

A[{E{51E trusted channel

—MEFETFR, BE%F B, TSF AS -0 IT F RS ESENETER F#HFEE.
3.1.79

A{E IT & trusted IT product

ARZ TOE BHAD IT 7= 5, EHF 5% TOE MAEHN L2 ER, HEEETFHRHGED

MZEREER,
. —ANAE IT P &8 F, I — A2 2 S PR AG TS 7 5 .
3.1.80

F{E8% trusted path
—MEEFE, B XFE, HPM TSF R E L ERN SRR i@,
3.1.81
TSF ¥#& TSF data
TOE #4473 SFR Fr ki Ao 5 .
3.1.82
TSF £ TSF interface
ShER Sk ((7E TOE H{H#E TSF Z 5N E44) 15 TSF 3245038 . M TSF 88038 . 3698/ TSF IR
FHT.
3.1.83
BRI user data
BT RFP® . REm TSF 247053,
3.1.84
IHE  verify
W B, M E T .
E: ZRARBWIN, ARBAEHE ST L. XMRERFRRIEMAER R 0EE S, P ERITE S T,

3.2 5FEADVEBXMHREFEMEN
E: THARBHATREAWSEMALER, H—k G IEEE Std 610.12—1990 IEEE Std 610.12—1990, Standard

glossary of software engineering terminology, Institute of Electrical and Electronics Engineers,
3.2.1
I8 R administrator
LT TSF LKA KRBT S . E—EBE LTSk,
H: FEHRA PPRSTHRMNEERAREHANTERE. BEBRETHER B LR TOE i ST hERM B,
Ko, HERKATEE S TOE MIIREA X, B — BT 8 5 BT BE %,
3.2.2
ERAB call tree

DERBRIRRRE T HEL HFRUERZ AMHERHAXER.
#: R & IEEE Std 610.12—1990,

3.2.3
HNE cohesion
HHREE

AR R BT PAT B S Z A LB AR .
8 _
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[IEEE Std 610.12—1990]

=
3.2.4

RAEMEBDCEBRAN EFW. RN BENIFHTR K, XEARRBEMRKFEFHR.

{25 KB coincidental cohesion
ZERBERPITHESIZEER T R® A RMBRE.
[IEEE Std 610.12—1990]

=

.2.5

(98]
N

AR B (3.2.3),

HEKRNE communicational cohesion

PR A S I T T8 R SR N A T B A o S R SR M T BB RO R i
[IEEE Std 610.12—1990]

E 1 RRE"GB.2.3),

T2 BEARERN—THM—ESES N ERE N U RTAREENUTRBIERR,

3.2.6

£2% complexity

H

B, USSR EF RGN EERERN —MEET X,

[IEEE Std 610.12—1990]

i

i

[#3]
[a]

[IEEE Std 610.12—19°%0 ]
FEAXRAEERA ALTWAESRS.

{(»)
!\.7

FRAERSR EREHMSEMMOELENERRERE. ERBSNARNX—BEREEEEA.
BETEASEABRREABIAAENERFETECNETREEN. ETAZHERTEREERS TIHEK
EABEE MREFARERNEE EFMRENEREEFERED  FREBTH THERBERLE,
UREDEE, RBGFEFASEERES TERNRBOERTR.

TSF AR ADV_IND RERM R EABNEREHRTHT. BERHAETRENCERSERTERENF
FEBEELS XTHEGEFRENAERE URRAFTEEREEEGE(R—E2dKHETER SR
EEBEFEAAEONLE, CTHREFATEERERABEEN T ENER ATREEFLEUANEA

fiy e O o i
B A R,

< coupling

EERZEEERENTIMER.

FEEE call coupling
W ERZ A KRB E O RMERRA A T X#TERRRR,

S
= :

(§V]
!\)
[{<]

T FIRE A I S B0 RO AR IR L

FEBE&ME) call coupling(data)
AR B A R R AN A A SEEHETEERRR.

~—

3.2.1

P

(0]

REABE".2.8),

B ES/AGRIE)  call coupling(stamp)
FAERZ BERAAESZ M. RAREHEEXNRAASEHETERNXR.

=

3.2.11

REABE”G.2.9),

BAREE&EESD call coupling(control)
AR A —FER, HP - TMERERFRS S — MRS, ETEMENREE.

=2

REABE”G.2.9),
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3.2.12
A33#4E  common coupling
PMERZ A ZEALBEXREMBALRETREN LR,
. 2REERVNFEALRAZEENERREARBEN. —BANELSLRTEABE HEFRE.
B, R —MEREANERRELRRBERNEGEN  NEBR. EF52REENEERTEELEN
HMEEA: '
a) BR—TERERMEINE—BRE, NERS R - ERAREH SR EENANA, BT U HE
MEGIEFREZRE, AXHERT  LARERSIWBIE. STHMEREFAREZRTERNEES
Mo EWMET, MXEHEBEB MRS EEARRLRER, A, MR EEHE—BEEw, HXE
AT AR EBROBEL X RAABERMESR, TUA S M XERES) ., N EEREERY
MR MERIER AR -2 RERMNAE, NEEH RN ZEE M EERN.
b) FALREENERM:BRA—-RASI AL RERNERNREA RS, S MRS ANER FREE
SIAMA S M LER,
3.2.13 ’ :
MEHS content coupling
PAMERZ B —FMRR, B — MR EES AR — MR AR,
E: ATEEERHARRNABRES ALAERATBHGRE. ERE-TERNBLIRFTEAZERANES
EF—MEET, TENEBAEBIERATRAFERED, MERABE T UNERTAFRESR
2O,
3.2.14
4% domain separation
RELHEYE, TSF A8 M TSF X T 4B K222, 47 1F 84 P SR8 T LU
fls i P R TSF & 4B N A .
3.2.15
IhEEAE functional cohesion
PATE B — B AR E S B T BB 1 .
[IEEE Std 610.12—1990]
. AR RARTOE — R R B AR ROy — R R A L IR T E SRS S EE. RNE"G.2.3),
3.2.16
3% H interaction
SE A E] — M R A 3N
3.2.17
¥ 0O interface
HBFERZTEH TR,
3.2.18
4E layering
BH AR BEEESRS BHN FERRAE, UEERRPHEERUUKBTETENRS, B
X E ERRERS.
RS BENTRE, BERBENKSETERERRS , Rt ESE FERERS .
3.2.19
ZERNE logical cohesion
#ZF AR procedural cohesion
R B PR S PAT RIS SR RRTE .
X GEBRIIEN FTARMBHARGHEXN EXRRNRE, ZANEZEHE. LANE"G.2.3),
10
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3.2.20
BiR4SH modular decomposition
B RGEH o BE TER, DUET&RIH T RATEE N IE.
[IEEE Std 610.12—1990]
3.2.21
(TSF W) RA[ =31  non- bypassability (of the TSF)
CEEWBEY, BT E Z2 BB RMXMNAT A i TSF #hi.
3.2.22
Z£iE security domain
LB TR RN EERES.
3.2.23
FFE A B sequential cohesion
WRBBERFREENE - L EEERITENEA,
[TEEE Std 610.12—1950]
X RFARERE - TREASEFIMHIEMEFRERTFH BENRE BRI RO Mk,
3.2.24
BT #E  software engineering
MARGKS EANY AITENFETREFANEF & NITEFERSE LN A,
[IEEE Std 610.12—135¢]

i
BAMeTENEAE, fN. FEETEELRFETI - T RERNRENARLE. BARETULEEEE
HieBE o ey R E L TN RRMAE S FEETUOTNERETAMNERNELAA B2 H
EHER, FAELTIEPSERRENEFNRE VI ESERACSURRFNRHETEEEBG N A
FPEAE,
3.2.2%
EFARE temperal cohesion
AEERELTENITEYROERNEE.
1. HEIEEE Sid 610.12—1990],
2. B EERAS T s R E L S,
3.2.26
TSF H{®R{R TSF self-protection

TSF Reggde TSF B R LEMA ML EEHWEBE,

£

|

3.3 EESHXEHACDEEXHREMEN

3.3.1
%3 installation
MAEAP ¥ TOE RARBTHE S IFFEHASTRENAE.

5 XA ERE— M B OB A TOE 5 {XU T — K, B TOE #A S| ST AWFKEE . WRSH b T & F BT
LR, WE ALC. AR AR XHFERAN AR, MR TOEAREEHERRTMHRES WX IR
HREEk.

3.3.2
iZ1T operation
TOE WIEFK B . 8145 TOE S Z EW“ERHERA" EEMLEY .
11
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3.3.3

#%#& preparation

P A A R B B B P S 3, BT AS AT B TOE W% P il K TOE ZEM R, TR 1E5 2. 911k
f&.J5 3 TOE R FAINESBITRRE.

34 54&4AMZHEALOEBEXHRIFMENY

3.4.1
BZAM acceptance criteria
AT 32 AR Bt A o O ko 2 A 4 SR8 A 1 0 A SRS R 2, ARSI T D)
3.4.2
T MM acceptance procedures
AT EZFE . BYGTH/EN TOE AR HEET, REFEEINEMEAHNT —Br B EE
LR,
. XEHBEHT AREZNAARNSA, URN T MUl B2 g e B R,
THE/LHEZER, K f B EHEXX.:
a) RAMERE-RKERETHERLEESZ SHEEZ R THMA MO ASHRE . EAHMEFNEEEA
TOEC“& /™) 5
b) ZEME TOE KENBB,EEREAT - MEMABHRNRGMER . FRE.EHK TOE KEEEED;
© ARFF&H&NEER G MER (FN TOE ME&HIRMB=R);
& W EEHRERN TOE G,
3.4.3
BEEETE configuration management; CM
B FABA B B R B B AR IR IF SCRS AR B BT A T RE AN B AR, AR AR B R
HMETESERPITRE, BiF 5 EZRM—BHE.
#: % B IEEE Std 610.12,
3.4.4
CM XZ#4§ CM documentation
Fif CM 3C#, B3 CM il .CM R (RETEH) .CM R ICxE.CM THRIF CM 5 ISR .
3.4.5
EEEHEIFHFE configuration management evidence
AT CM RAEERETHEMEFEY .
E. L, CM S FFREREMEARFR JEAE NGB ES R T BN NE LERITR.
3.4.6
BEET configuration item
TOE &R #H CM REEHIIXNER .
. TRER TOE W—% 4, RES TOEFZHLME R, M XERFLETE. REREKHRESTUEE
e RE BRI AL EARE W ERFHEE CM RET.
3.4.7
BEEFH configuration list
EEEHEHGH XM SR ETARET, R 5XZEFHREMEFHRY BN EE I
B IE B RAs .
¥ REEAFRSBRTEREHERANEERMZ> S HARANEER. SANRETHFLRFE™ R
KEERAKEEE. (SR, HETHRERESHETATNET N, EXHERT . ETUEREALERER
G-HANBERETMAERER L . RMEFMSELERS,EER AW RIENEMAEN—-BLEM. BE
BHREX TREEBER ALC_CMC WEEEM.
12
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3.4.8

HEEEHH configuration management outpat

EEEHRGEANLHEN . SREEHEELNER.

. XEREEEALERTHEERAIIHER (U . EENEARER . KETHAKCR . AEHW . LRME T
BHEEEMTROHTEETEAEHATEL . TENEETHERHNATRERER L REETHEITR
/R EREAB T RTA.,

3.4.9

BEEEEI X configuration management plan

EEEHARZWMRS T TOE M#HRA,

FAAEETHEIIMNENEFER THEFEENEIMANNAR. NEIMRETERANARE REEEITH
TUBBE—ITHREX (AN ETRENEECEREMNANT M =4). KEETEKAE, T
EEREFEAIH AANBERAERT UEEREREWELAHBTHNLSRE, EETEITMIRES &
EXTRAEMBEATE HTEMA> R A—ZF4EEEEMEARER, XBRE T BEHITREGHHER
TARAETOERFAHEMFEANEETEHER S o0,

3.4.10

BEEZEERE configuration managem

FREEFREMBRERE . ETHF A&7

= EZEHASAREEARN™BEEZN &
il DR E MR .

P")
(b

tn
hét
(4%
2}

FREEGAEMTLEEZRETEBES
FUONNEEZERERREMREES LD E—Eﬂﬂ&ﬁéfé‘i BE

3.4

1
BEE %?i:'i; EHIZR  configuration man:ig

HEENEETEEISET EEHEE,
REACENATREEEEEN T L | REEEEHET SR ATE,
EELETE configuration manaze
LR FREREEERERNTEES FHTE
= Pim.TOE ERBWAMBAEHTE,

BEELSHEFEANXR configuration manngeman: usage documentation

EECHAZNARSS BRATEECEZSENMEXFHERS, F0EFF0 BN, TEM
MBI,
3.4.14

3=  delivery

EZEBK TOE NEFHEEEBZFF 7,

. FRESAPNXAINETREEFEG TN CEHER ERAEERT R Y TOE A4 TOE A FIT

EERARF R G ZEKEE.

3.4.15

F &% developer

i3k TOE B RMAHH.
3.4.16

F% development

'ﬁéEEE TOE LR EFRE XY= MERTFET &,

c EEAMNMESARIEERT . FREEEEARTFRE RO . BEE—REX KT RAE.
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3.4.17

F%EIE development tools

¥ # TOE WFF R M4 =5 T EGnREA, SERR8 .

¥ il F—A %4 TOE, FA TREXARBES HER EESNERTHE.
3.4.18

SEIIRSR implementation representation

AEEH—S BT a4k, BIT A& TSF A58 TSF &/ MR ER.

. BAB.REATARERESNESEITEHRLARTNGT.
3.4.19

& EH life-cycle

ERHE |, — AR B, - RRERE FENS K.
3.4.20

CHEHEABEN lifecycle definition

A R R B B 2
3.4.21

S EHER life-cycle model

BRATE—NNREGRANEROREREMEXR BT R EERE.
3.4.22

47 production

SR EZHGBZEREE ARG B, A HERRREMLR TOE LSRN, BIHE AT A
KEFHIRE,

1 XAB BT RE S TOE Ryl AL B PIERAE3% JFF A8 LU AR IR .

2. LE1,

1 CM#MFRmESARERE

35 S5RBEEEAVA)ERXHRBEMEN

3.5.1

& {5iE covert channel

BEENEEGEE, AFAPBETERZEARERKEF TOE MAT WEHER.
3.5.2

CiRBIMBENS Y  encountered potential vulnerabilities

R E AT IR TE SRR BIE TOE B &, /T I A T# K SFR.

14
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3.5.3

AR ANMESY exploitable valnerability

"L TOE B 7358+ Mk E K SFR B TOE $ .
3.5.4

KM E monitoring attacks

—RYHEFEWER, SEE T ER, EENEEL K SEXHERN T REIT TOE, B
2 TOE By #F BURBE .
3.5.5

#HENETEM potential vulnerability

CIE- 3N ER TSN EE =

E: FROEBEMGYH T - MRENER SFR MHEHBEERETH.
3.5.6

B3 residual valnerability

= TOE B REFAEERNELSHE.ERTEE TOEEAHETEE TP ERIGEENK
HEHFERTEX SFR,
3.5.7

55  vulnerability

AUAEFERETFETSER SFRE TOEH A,

36 EESACOREXMRETEXL

3.1

HFE#  base component

A4 TOE FREER, EAEZE2— T EEE, ARERERE TREMEIR,
362

HR(EHE) compatible{ comprnents)

EHENEAHET B35 NENTHED, B REEAREATENRENBERBTE.
3.3

#3{& TOE component TOE

B E  TOE. A& X e85 — 14 & TOE —#4r,
3.6.4

4 TOE composed TOE

TEHANRENEE LT AERLE TOE,
3.6.5

kB4 dependent component

414 TOE H ek, A S B — TP 4k, K08 T E i R IRS .
3.5.6

IhgEEE  functional interface

BALH 5 TOE TR psM B8O . EAGREES S 22T E R L.

. 44 TOE F , HKBFHEAER T4 S TOE BTK ERMARMAKED.,

4 FERIE

TFI g EE A T A .
15

1R 2 BRkhttps://t.zsxg.com/JmiaeUR



GB/T 18336.1—2015/1ISO/IEC 15408-1.2009

API. i 4R 28 O (Application Programming Interface) |
CAP:E &/ (Composed Assurance Package)

CM.: it B % 3 (Configuration Management)

DAC: B F i # %] (Discretionary Access Control)
EAL.PEfE 4R E S (Evaluation Assurance Level)

GHz. TJE##%% (Gigahertz)

GUI: A 7 B A 11 (Graphical User Interface)

IC . % Bl H B% (Integrated Circuit)

IOCTL . % A% i #% # (Input Output Control)

IP . B BX M #3 i (Internet Protocol)

IT: {5 B R (Information Technology)

MB: JEFF5 (Mega Byte)

OS: ¥24E & 4 (Operating System)

OSP: H 41 % 4 5K W% (Organisational Security Policy)
PC: 4~ A3HE #l (Personal Computer)

PCI. MM # 44 H 3% (Peripheral Component Interconnect)
PKI.: A4 2R 0E (Public Key Infrastructure)

PP . {£4 %5 Ef (Protection Profile)

RAM.: BN BUFE 5 2% (Random Access Memory)
RPC.m#E ot # 4 F (Remote Procedure Call)

SAR: Z 4R BEE R (Security Assurance Requirement)
SFR: &2 I REE R (Security Functional Requirement)
SFP: % 21 fE K W% (Security Function Policy)

SPD.: %24 [8] i & X (Security Problem Definition)

ST . %4 H#5 (Security Target)

TCP . &5+ % P31 (Transmission Control Protocol)
TOE: PFAf Xt 42 (Target of Evaluation)

TSF: TOE %4238 (TOE Security Functionality)
TSFI. TSF # 0 (TSF Interface)

VPN: B #l& F M % (Virtual Private Network)

5 iR

5.1 &k

ARENZ ISO/IEC 15408 B FEME S, I “TOE” WS . BinieE , L X iER ISO/IEC 15408 K
KB ATAEGERBN T E.

5.2 TOE

ISO/IEC 15408 ZEWAG X R L E X B R, R BB T AL M IT 7= R E, B E WA,
ISO/IEC 15408 f FiR#&“TOE”,
TOE #E X A—A T & WA B4R/ REFENES.
RE TOE EREFLATH—IT =RAR . EHAREEXHE, TOEAUR—-AIT =& .—4
IT 7= S —3 o — 4 IT =5 — AR BB A= R SR, RE U EXEEANAE.
16
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XfF ISO/IEC 15408 i 5 , TOE A IT @ Z BB IR REUT A EEFEE X TOE R
L IT 7= L84 B A AR S X 8A 1T 7~ m A AR .

TOE ®y FH.95 :

o R{FNIA;

o BIER%L;

o SRERFHESHE—EKKMDA;

o SHfERGMIAfEuHSHE RN ;

o ST RiHEE—BEHNBERL;

o FRERERER;

o FRFRENERNEHHLESR;

o HIEHAE KN RS MEREMEAHHEM;

o WEENA EAGESHEEMBEY CKNTES P mKAE.

5.2.1 TOE BAERR

#E ISO/IEC 15408 ==, TOE #] KL UL =B 3, 0 (3 5k TOE k3 -

o MEEMELITHXMAIIER;

o WIFEMME—-FEI;

o HWRAMNBEFECEMFM;

o CHEEFMITHENE,

i X EHMELE— TOE. R ARE“TOE”RE % ISO/IEC 15408 AR 48t . TR HE L
ToORFERS X,

5.2.2 TOEWMAEEE

— Bk IT R UESHAEER . UARMNTERR FATHARERRERET. ETE
ISO/IEC 15408 i {5 E . E¥HE TOE REHMERENER, I EBE PN REHRAESZEE
F#E,EN TOEFfEMEMNRELIREER, HTXLEFRRE,BE¥E TOE MiE@Eafax TOZ Al
FIECE AT/ Rl 3 BY, TOE MIEE A RES AR T IT =& ERHEE.

BERGFSHEXHE-MF. XHFHRTURSHTEH#TEE@, FAEE EFRE R
P/ LRSI R RS A R /BRI T .

MR F—K 1T =R ZERA—4 TOE, I B —H & FKZ R, W BC B 0% 3 2 7™ 2 A
BEHL ERFEZETMATFTALREMIREERZSEEARREHRLEIDE S TOERKE
K.

BTFXAER,IT FREERFESHESE M TOE WEE (AT —MHEREXEELSHEXTH
BEARKEE BFEHTAR.

EE. MR TOEHENRATESHEE , XEEELFR I “TOE”, KPR EMEEL % E TOE
Mg EE R,

5.3 H#iEHE

A =ZXBEEN TOE Z&TPHEME . B H TR EFMIFMEE . [SO/IEC 15408-1 EEH EE X
BTX=XRBENTR. MITABIAANE ISO/IEC 15408 MEZEM /., X=RFEHMEM TIESR
PR tr v 24T .

53.1 H#&EH

%i%l ISO/IEC 15408 R MRIFHHEEAEFNT R, A AX R FMIBENEAENMELE.
17
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W2 E T U A SR RB R E —1 TOE REHMEMINNELFTR, XERZLEF/REFE
RS> ARG IO SE R . T 2 ] DU X BPAG S5 ROR WA R B9 TOE,

ISO/IEC 15408 il & , LR I8 e & A A0 AT M B 4, R it — N S TR 454, B R 32
B (PP, ZEH b LA —Fh A B i F R XA T R 2 E K,

53.2 FEE

ISO/IEC 15408 K FF & # W& 35 b Bi X H TOE BIPEM , A A7l B TOE W E M Z LB RIEMH X
B, XBELERAEE - SZHALY ST ., STAUEF—IHLA PP,RUREH STHEH
FHEX PP R E MR EER,

ISO/IEC 15408 Hk A FHE RAE AT R, ME TR TOE W E RS ERWLHEIERE. BEHEX
TIERHABERMER.

5.3.3 iEfhE

ISO/IEC 15408 f& T iFfhE A T1FH TOE 5 HZLEREBHF AN ., ISO/IEC 15408 4
RT —HBTEEERTHERITR. EEEZRNE ISO/IEC 15408 ¥ 4A 1 4014 B #1473 B8 47 3 ff %
TFHHAE. XENBNEZFEEN 5.4,

5.3.4 Hith

B4R ISO/IEC 15408 FERZ KN THBEAITA TOE & IT Z2ftk, HE WA LMERN IT Z2FH
MBHRAREWEAGYSETE . e M ISO/IEC 15408 Frtu & {5 B IR M H A -

) REFHENRARZLETEE . ARMEMHEXHAHN IT ZEKBMER,

b) HWEASNMEI R :ARFE ITHERIBR@TULTHE 4 TOEAB R EHEE

B,

o EEMRABIN: AFRME IT FRER 2R,

& HAEE - ARREEREHREPEARE ITHRRTR.

e THEREE TR EMLHE— M.

D THMERBIE: AR EEALE IT Z2FEERF.

54 FE#ES

ISO/IEC 15408 B F oMz H X M E R M AR, XEHSERPFABAREESE 6 &
RE.
a) 1A WA, E ISO/IEC 15408 M /. BENXT IT B4 M —BRiE-S
JRE, W T RS B — AR,
b 2y - REGBRLAN, BT —ERAGENRERR, TOE M) fEE R E T X SRk
B, 52 EAIE T — RIS EBA M MK T RFETHR G E,
o) EIWH - REMBEAN, B —ERBEHAGIERREER, TOE R B2 K2 T X S f sk
B, FI3WAINH T —ERBEAMG FHEMBENTRFTHEAS L, F3 WA BEXT
PP 1l ST BIPFAG AN, 382 T LBl R B, BV TR R K (EAL),
A H ISO/IEC 15408 By ER =434, B & H R T H AL 3C# , i ISO/IEC 18045, 248 T 1 A
ISO/IEC 15408 347 IT &5 EA T &,
£ 1FH T =R FE BinEeE &% ISO/IEC 15408 B &EB4> .
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% 1 ISO/IEC 15408 (& {5

HRE Fk#® W
. EFTRESEAMVENGER | AT TREEGEENSE T | ITSERLERE. HoHE
? B% S PP TOE Z4MEMANBERZSL | PPAIST
s oy | ETERS TOE ERML A MG | MR TOE iR AN | SRR BIERIEN 022
T Rwgnsmse RGN Y LESE | 2%
FAfEM B TOE {2 B2 R PR iR Al
EIWS | WETEREGAMAEET | L e FfRERRERFRNKS%

55 #EEEZR

S8 T EE R EE BT B, RS MR S TP AE R B HE S Y 30T, SR R R 1 3R R AR

W METERE EETEEIWAITEEL AR SN ERE.

ISO/IZC 1S40 A A ERMEEE R LR, EE, ARTEIA XX EERELE T, KT
HEEWATEEERES S F,

P EERETECNTMENE R FEEESERAFERTIXELER, X ISO/IEC 15408,1%
FEETEFECEM T2 %,

BRI ETEORETERRRIIGS ElEFMERE EETEFESSEARTSS.
EEEENFEESELSHFNEZTTR, X! %x&j_@J—ﬁn KTHETGEEEN—HE . &

JECEEV T CERNMTFE, FFAERERREM L. RIEEEETS LT, EHE
FE CEDTER e N EARE N — R —FFE,

TSI =R ETE RS EX EENME AT, AB ISO/TEC 13422 ¥ E,

8.1 ®Ar
KERE: 27 ISO/1EC 15408 B — & A5 X e i 8 895 5% . LI & ISO/IEC 15408
fF s Emasss 7, ISO/IEC 15408-2 # ISO/IEC 15408-3 A MEFAERE, F— B x &
HES B R 57 % B 1SO/IEC 15408 iR & . X F A ISO/IEC 15408 #4447 FAE & A 7, 1SO/
IEC 18043 %;’::E,S" AERECRECEES & IT KEWMR, FHAESZ T GHEFEM; .
ISO/IEC 14 F—EXR WM RERITR LM, ERXEEEHREREE ML 1SO/
IEC 15408 Efza—«i%%fm R, X B SRS XEMEYLEAN, RMNTEHHERET ISO/IEC 15408 & H

6.2 HFEFREER

TEGEFRFER KRBT THESLE, T8 T615E:
o UHFHBHFH/HAE; BB TREHELE;
BFRFBEFAAYE;

RS RITEPLEEE T

PLERRE VIR,
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ERMESF EREY, LA MEYH AT LR AT,
BERENRRERIETHE. EAAETENEFE:
o RITHLES;
HEEINTBRMETHREILRZ;

o JSiEM;

o —RIIATIE,

HEEEHUEBNERE IT = REH ABEAEX, UREFEFRAENER. GEFEENR
THEBHWHE, & BERFERNEBRABH,. FER™ZIARF BN AT RARY. B 2 37H
TXEBEIHLER,

FEE

FERME
FIH

&

iy

WH

20

B E

BxE
Him
5l

Bl 7

& S R A/ BT AR

2 REBMBSREXE

Ry 3 FE 7= X B =R T O E I BT B AR . SEBR e R A8 B U 3=t 7T BB S 3 B9 R F 4t
B FREUBER-FAEEAZN T XBEAR>. BB ERNFATEEREERAF. illilﬁﬁﬁﬁ)f'
CHRPRER GHENABMER,

- B’ERTAE RSB RB R B T BB BN, T A E WS B P ER SR,
FE RN — REFEEART R ML e k.

BRI b 7 R B B B T B A B X BE P R R B B b X BB BT R TR XK. BEE
Bl R LAY A X R P KUK . X BT SR AT LA IT X 5K (Jm By k3% R RO Ak IT XHsR(E T
YRR HR . E2 KT R xR GE D A fy L3 K& 2 Bix S5 5 89318 I ISO/IEC 27001 7
ISO/IEC 27002,

KPR & T RENE AR, Wik, BA RS SRR A E MR E, AR Z h R
B 45 B BT SR B KUK

AT XRHTRE , B RE B UESE AT P75 T -

o XPSREITANE RN AR T S RE MR , B R X BTN BT B B 5

o XPREIEME XM T EHREMHER.

WER IR & RZ HERRIR LR B ERH WX 5K B FE R IE %, AT e A H 2
DAL X SR R B R ETK . BT 3% 2 7T DUE 0 3 26 % SRR 4T PRAly , LA fnxh B B0 2 X SR 9
FAEMERERGL. B3 #HRTIFMIBMERERER.
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PG
CIEE Hat
3
&L
o
R - Fo i
=
2 B R ME
Edifl ne
e ZINiA
B
= 2 ERESREXE
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