ICS 35.040
L 80

e N RS 3R R [ E 5K b dE

GB/T 17901.1—2020
R GB/T 17901.1—1999

FEEREAR ZEHAKR EFEHE
% 1885 HELR

Information technology—Security techniques—Key management—

Part 1:Framework

(ISO/IEC 11770-1:2010, MOD)

2020-03-06 & %1 2020-10-01 3£ 58
1 h B ERLR ,
[6 5 b o Ak 45 B % B2

iR 2 EBKkhttps://t.zsxg.com/JmiaeUR



=
il

315

i}

—_

JWH -

w DN

RIBEFIGE S vvoeeees

o~

4.1 %
4.2 HimgiE

(@a]

5.1 HEA&
5.2 YRy
5.3 AT R G — A R

(o2}

6.1 ZHHE MRS
6.2 HHMRSE

)

B YR eveereerenrenrenneonns

FI TG PE D] JH ST vevvverenreeen s entensenseetentseesesaesteeaesseebeeaeeaeeaeebeebeebeeee ee aereaebeaeeaseas e

BB FGTME L wveereeeereesnaneannaenaens

O T |

D T N

P S ] 785 B 73 A W M A A - -

71 BB TR wovveeeeeenenreseessee tee e et eeeeee ettt e e see e he s et ee e he s et e e eee eeae e ean
7.2 SEAE SR BEE R wevveevenorereeensneeeierevee e e e e e

7.3 BAIBUEBE AP IR coeerere oot netonttiutie it s e e e et e e s e s s s se s see see e
T RN BF A 43 2 weeen vennrennesnesessaesesans ssstssreteeeeeae et eana

8 AR HIAR AL cre v s et e e e
BEs A CHORMERE S 2 91 A BT I A9 22 B B -oeeemmeieeiees
BES% B (BERMER ) SR 2 -

BEs C (BORMER S HHEHERNR -

GB/T 17901.1—2020

. . . . . . . .
NeliNep [ep} [ =~ w W w

—_
(@]

— = = =
o OO O O

I T T e
o NN O R W

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

i

Hil

GB/T 179015 B AR LA  HHEH ISR 6 FB4
— 5 1 4y HELE
55 2 WA R R AR AL
55 3 WAy R AR X AR B AR B B 5
55 4 B BT S AL P HLE
55 5 FR AT B LH WA A B
— 5 6 Wy HHIRAE .
AREAr K GB/T 17901 B4 1 #6743,
AT GB/T 1.1-—2009 25 M 4 50 0] 2 2,
AR GB/T 17901.1—1999(fF B AR Z2HE AR HHEH B 1WA HER).5
GB/T 17901.1-—1999 M b, FZEH AR/ .
—— FE RIS SR RN T R S SO (IS 2 7D
— B T O B BRI R B R BB A R D (KDO) LB B A RL % A B
e rfl (KTCO) VAT B 915 B BEATLE T 57 (9 R 15 R S, 380 T “ Z 135 ok 85 2% 31 IR A= #R
BB HE ST VB HAGE TH B SRS B RGN ORE FE LA 3 55,1999 AR R A 3
)
M TR A B S RIAARGIE T (ULER 4 B
—F 1999 AERUAY S 4 BRI LR IBEUON S 5 BRI B — B AL I BR T 1999 4
RREY 4.1.2, 380 1 5.1.5.3. 1. FF X F4r N A AT TR (IS 5 85,1999 SRR ES 4 F) ;
— 1999 MY HS 6 B HEH A KA SRR E B O 5 7 B SEARTA) 8 A 40 kM A AR AL, 4
T 7.0 R WA AT TS CILES 7 36,1999 MU 6 55) 5
—MBR T 1999 4FRRAGE 5% D, AHE N 25 BUA 1 bR HE A2 554 Tl AR v DR R — B
2% B8 43 P R T A B B R T ISO/IEC 11770-1:2010¢ 15 BH AR Z4&H AR HHEM $1
A AELR),
A4y 5 I1SO/TEC 11770-1:2010 AH HEAEZ5 4 B A PR I T 56 2 55, JR B2 453 5 Mk e A4, ) 3
4.2.3~4.2.5 4 5.2.2.5.2.3.1 F1 5.2.3.2 , AL Wt 5% B M2 CL B2 C MFEE B,
A5 1SO/IEC 11770-1:2010 A AR M 22 5 K HF HAF .
W T A 2 TR S SO LA 2 1)
—— MM T B4 ARIE R E LWL ISO/IEC 11770-1:2010 fU45 2 25)
—MER TCCAYHI“RA”AIFFS (WL ISO/TEC 11770-1:2010 4 3.1)
RS 5 TR TN R R A A AT B B A R T ISO/IEC 11770-1:2010 JF
5| A 2 B B A v A A o B B TR 6 R 1% %% A B v AR oA, AR T (L5 5 3,
AR BT T B G K
— MR ISO/IEC 11770-1:2010 A5 RHAERT 5 D, A PN 255 BUA B 505 1 R 25 05 17 b br o R 45
—3.
TV BAS SO B S8 N AS FT BB M B M) . A SO 9 2 A AL S 7 P TR 1 3k 2 1) 1Y B2 4T
A Ayt A G B 7 bR LB R Z 5143 (SAC/TC 2600 & HIFIH1H .
AR TR 43 HEC R BT - G £ VG L R TG I 4% R AT BR S ] B M s A R R LR E
Il

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

H SRS O I 4% 22 4y Ml B B [ 8 % A A L) T 4 B ARG U s LB R 2 TR 5 2 B b [ R 1
PHE G2 F 55 = WE ST BT L 1R 28 To 2 vl s D00 Ho O G 0 v s o R0 v 5 AR s o A AF 5 B b T P 4
ARHFFERE  rfv 9 20524 4 o A R S IIE Gy R HETT JO 2k f i I3y AL SO S HLE R S s I 5 B VR
PR H LA R RO JEBRHIEHL R A

ARy T BGR AN AR R BRI ORBRAE XIRRR L R LR T R BRI KRR
SRRV R B R AT SR T O UM Rk R R SR A A R LR E A
ARIESE R 8 e ORI B B AN e AR R

AT a3 BT A b v 4 13 U RUARS 2 A 15 LA

—GB/T 17901.1—1999.,

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

51

|12

TEAR BB, R 25 65 AL i £ 47 B3 A9l Al 12k o7 Bl B g L 5 0 S A 3 il R B IS 1) 75 oK 5 HAR
B, IXEEHL Y e AR RT SR R I T X A A B RO W A A s L IR 4K
fH A AR % S Th RE# R 20, Rt 2 2 B AN TR E I RERIN ARG h 2 X EE, KHAEHN
A 2 B A 1 X6k sl AR X6 ik 25 B AL ) o 9 4 B AL B AR Y

ARFATECR A ISO/TEC 11770-1:2010 (fF B HAR  ZefAR HPHEH 5 1 50 HELR). &
FHF X5 %A A # . ISO/TEC 11770 5 SC T %% 548 P — MR Y, o MO feft FH 109 ¢ 2 A R0
1B 5 26 25 B 43 e ML BB T AR B Y AR B L X R GRL TR R

AR % 1A T R B PR DR 2 WL GB/T 17903,

AT HER T OH ST A 5 v L EE B T R AE SR DL K TR U B A B R 45 4
YRR o B X PR 46 Jir 7 9 48 05 ASVE PR B0 .

[ HLAth 22 42 IR 55—, 25 B A8 38 T i o SR 22 4 SR b S AL 285 B 45 3 IR 55 o (HL 22 2 SR 11 o S
AR 23 Y R

B PR AR A ) RS 5 25 5 W N B A AR 1) L RN () e TP PR R R U L 5 M LB
DL R (R B T O DR M. %5 BH A8 20 A0 468 AR 90 58— 22 & SR W A 1l A7 % 43 & T Bk R 0 Y 25
(GB/T 9387.2—1995) 25 3 fiE ,

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

EREAR ZERAK ZTHEE
£ 18845 . HEZR

1 SeE

GB/T 17901 [AER 4L & LA N

a) ST AL AY 8 AR R

b) XX GB/T 17901 38 FH 0 % 545 #1034
o) B B RS B RRE

A FE R PR A A TR N AT A R A D)
e)  HENIE{FH A K HE S,

AT 4338 T 8 S B A PR R B S A H O v

2 MesI AxH

BN S X F A SO R AT LR A 51 SO AR B IR AR 5E AR S
PF . FLEASTE B AW 51 SC  H BBt BUAS (46 BT A A9 06 20020 35 1 A S

GB/T 15843(liA#k4) (HEHEAR ReHEAR  SERKEMIISO/IEC 9798 (i A #4) |

GB/T 17903.2 FREHEAR ZL2HEA HUHUE 25 2 #50  RAXFREARMILEH (GB/T 17903.2—
2008,1SO/IEC 13888-2:1998,IDT)

GB/T 18794.1 fFEEAR HWHRGKHIE HRAEAZRLZEEL 5 1 #H5 MR GB/T 18794.1—
2002 ,idt ISO/IEC 10181-1:1996)

GB/T 32907 fRZLHAR SM4 s BmMHIL

GB/T 32918 A M) (REEZEFHEAR  SM2 il #h 4 A8 %55 %

GB/T 370922018 fFELEHEAR HHEH L 2R

ISO/TEC 18014 (Fr A ¥ 4r) (R AR waei A whE#E K% (Information technology—
Security techniques— Time-stamping services)

ISO/IEC 18031 fEE AR ZaHAR BEYLE A i (Information technology—Security tech-

niques—Random bit generation)
3 RiBFMEX

TINARE R C3E T A S0,
3.1
EXTFRZ R AR asymmetric cryptographic technique
SR FH 0 Aok O 119 A 6, Fl A B 8 SR TR AR AT F FABH 2 S AL AT AR e 19 2 i R .
i XA ELR IR R BV 4G A1 RV AR TR B RR AT AT Y
3.2
EXFFRZEAXT  asymmetric key pair
— X AHOC I 2 51 L RN 9 B RA A AR R, AN T R B E A FF AR 4
[ISO/IEC 11770-3:2008, % X 3.3

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

3.3
A% private key
L — SR ) AR X AR B X, B SRR 4
3.4
Y58 public key
TEHE — SEAR B AE X FR 2 B X b R A T % 4
3.5
UEBINEHLH  certificate authority
157 AR B 28 RS SE T Y L 2 P R AR R AURR AL
FE R A B LA O R R s A
3.6
H=x%Z digital signature
B fin 7 £ s 0T B SO 6 RO S T BT AR 2 S
- XN Bl e Ao/ SO B T I R T DA BB B T R SR R RN 52 A L O DR 9P 808 B Lk B A (F An 422 1
O i ol HE
3.7
Z2ZE %  hash function
1 LR R e 5 Ay ] 2 B T LURE BB YRR B
i IR T 5 R
a) R T gh s L R I S e R A TETH R E R AT Y
b) X T LR A W A [ — AR AN AL TR LR ATIN
3.8
#ZH  key
— oo T o) 2 A e A B n % LA R A I sR BT B A R i A B IE) I A
T3,
3.9
Z4AE key agreement
T S 2 Ta) g N7 — A T2 0 I 2% 9 B 1Y) ok R, S e A £ SR AN e TS B A B B (L.
3.10
ZEAIRAE G S key derivation function
A T S A 2 OB R TE 1 A S8 AR Al 2 A SR R A Y R
3.1
AL key establishment
KA~ 5k A SR A A AT R A A AR AR S B U R L AR R AR
[ISO/IEC 11770-3:2008,5% X 3.22]
3.12
ZHMAR  key token
5 25 SRR ST AL AT ST — A SE A ) 5y — A SE R K 26 2 A ST I TH L .
3.13
HEXF8  message authentication code

T B2 I SR S B LR s

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

3.14
FEA&%%] origin authentication
XoF 42 WL 3 8 F S IR 5 P R — B A
3.15
NMSAIEFE  public key certificate
B IE A5 DA GE AL X — A~ SEAR 28 & IR 0] Pl 1) A LA SHME B SR 4548 .
3.16
FpZZEH  secret key
FH T Xk 5 B AR o (g —Ff 5 51 L AN R — 2 AR BT A
3.17
ZRAY signature system
B TAEXFRZE WA ARG B T2 E 24, AT EAH TR RS 6 1 R4 .
3.18
BfE# time stamp
AR A 2 3 F I 1] 35 9 ofe 378 FE — I ) 8 A I 218 S
3.19
AfZZ &% time variant parameter
FH T S0 e £ s J1 3F 21 HT A B8 30, 491 an — > BE DL . — A 31 5 5 e (R R
SRR S A B b ) A AR LT T PR B R B L R 0 SC A 18] 51 5 T B [ A R L T
55,
3.20
A{S5% =7 trusted third party
A [F] 22 42 AH G 5 20 T S 4 LA SE AR A5 AT 1 2 AL sl AR,

4 FHESMIERRIE

4.1 H=S

IRZK G Rl R N L

AL B SEARBY AT X AR RAF
DIR: H g4 IAEPLA .
KDC: %853 Kl

KG: %54 s .
KTC.#iHz bl

Sa: AR A MR EY.
VSR A BIEIER .

X AL B AT X 53 BRiR AT

4.2 HEERIE

T 5 4w S T A S,

CA Y IEHLH (Certification Authority)

MAC : 78 B % 5155 (Message Authentication Code)
PIN . A#RIR5 (Personal Identification Number)
RA : ML (Registration Authority)

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

TTP. " {545 =77 (Trusted Third Party)
TVP. W28 2% (Time Variant Parameter)

5 TAEER—REE

5.1 #Eig

B B R 2 4 M A TR T U 5 A AP B

B P B R RO TR AS ) R BIL R L B T ad DL A T B A s . R B A AR TR
WA B A AT Y I RE

JU B 2R 6 W B A At R L P L S8 B M L L SIE P L 0 R 75 S 1% 17 3 41 %8 A A G 1 5 A 7 A ATl
Pt
5.2 EPHRP
5.2.1 EZHEENERES

PR T A MO T 2 A ER 928 4 R GE PR B R o o X BT RO AR O TR Z R
AR YA I S Y TR I B S | B AT R HH B A0 A AR 2 55 L B PR 7 A it B L AB B B E T
IXHRHR T Bl B B B o 5 91 RT RE A2 B Y U B8 7S 51 2 LR S A SEBR A IR AT RE G 2 A AR 3
BORARYTIX LE gy . 385 P B0 A A58 IO A 0 ok P 2 1 2 BIR A 2o 4 R ol B ke - 2 47 % B 0K &2 il
I BT TR RS A L A% B e 1 4 B2 R OB AR SR B, T IR A B A B0 AR o B L A B
BIF ZE 2 A4 W TORP 0 5 —A> T T AT O S T L A % T o o T 2 o R

5.2.2 RAEBEARRE

it FH 288 A A R AT HE BT 2 B B — S . 91 G, R ke 1K 2% B it 6 R R A 5 B0 o
PEAL ) e FE AT 5L s FHASCHE it e S I AL ] 00 28 4 R SR S5 I LR SR FIR BT PR o

AR 43 R B 5% 5 A AR T TN AT A B RS SRL L A0 B S SR A GB/T 32907 ; $i#E 58 B AL
Hl R H GB/T 32918: 50724 Kl GB/T 32918 ; SR % BIHLHI R GB/T 15843,

543 R AL AT A0 S L D RE A 2 R T DO R B S A AR e . B
585 BT A B PR R A TR R BT S5 (s BN BN e B ) R B R R R B Bt
A AL ) T 22 B A ) . 56 T FH G Bk 2 A R S BB 4R, WL GB/T 17903.2., A% FH B 43 285 0L
Bt 5% B,

FIF [ 38 T LA ke 465 51 1 48 B 1 #E — o A U0, 5 % 915 — &2 0l AT IR0 4 2 3 5% 9 2%
i E B E At . TR R AR WL ISO/IEC 18014,

5.2.3 RAHMFERE R
5.2.3.1 XAYMEFERARP

O 28 4 22 G5 v o 5 1 A% JUT 8 %) 2 AR IR AT O, o7 1k B T L A I R R (S B BRAD) SR M . X
SO — AR AT A X TS AR P R A S Ak S B, BRI A

a) ML A A B A AR AR A T E o A

b) S5 A A (AN BE RO TR B RS RE AT AR

o) JBRALAEAE % H i R .

B4 X — Ml o W B A ML AR . W) RS A ML AT L EE - B Lk B U R A 4 X B sl AL
FITE 22 4= X 0] fig 52 21 AR I 30 ¢ B okt i 35 3l B0l R I WL . 3 R R %) 400 B 4 4 ML B ke T 45 6 1

4

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

EEM, HERANEERA L GB/T 37092—2018,
5.2.3.2 FZHALFERERP

HHIRY I — P07 15 R A B — DY R A . BR T IR A B iR ARG A At B R A
AHAT R T2 . R AR GOR Y] B TR AURE 2 2 e 55 . 35X M 23 9007 i R 85 9 19 1
FH o DA e AR 1 it 59 R A 1 T RE A B T B X RE L i it B AR e 3 ) S T R Ik A T AR A
FEPSW

FVFARAT 3 P 2 T B S ™ H ), A0 4 S B I R RO BT B LR BB . U 2 2 i i
WA AT RIS AW SC . AN R B AT RESR ] — SRR BRI 91 A, J% R A D T A
VERA N RA BT A Y

S B ) A P O ) AT L B 2 B O R P AR R

5.3 EREHFRAHN—KRE
53.1 EHREFRAHMEX

—NEYPR AN — RIPRE X EORETE T HAG R, A SR FERE

@) R R R SO RAS L B B A E N SR A

b P AR PR A L B TN R L T AR

o) HEE AR HERES B YIAURTT BURE

o W B A B B © 32 B EUM i 5 L 37 220 8 02 5 SRS A8 O HERSIRZS L 2 05 i 2 B AT T ik o g
EAR S8 AR R B i, A RT3 . T B R Y 2 L B E B2 B U B4 B BE B OB
JIT LATEL 1 v 2 1l e A R 28 28 38 72 O T IR A = AT R O T 4R

4 B R A2 B R AL [ e L TN A 2 A A2 B o

AR IS T AR L B R I 1 BT B 1R T — A B A A TR Y — R At A A S S AR
ATRERT A B3R = MRS B TOIRAS . R ZBUEAT A IR L KR 38 A A7 J 30T 09 2 R A0 1Y 3 Fop U T LA
JIT A AR AR G

B 1 EREFEAH

ol

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

5.3.2 FHAREHEA IR

a1, BN — AR TR B 53— ARSI T 28 55 T 51 e 4t

a) AR A O RR B PTAE ONAR A S BB B AR O N BEAT % A T RE LA I KRR
DL TIE S 5 0 ST 3k 26 LI 7 S R R 7 B A G AR b A T £ B AL RO A
HOELAY A5 U B ol T A o A RS S AN RE AR AL R W A PR . O T BE ML B A R T vk L
ISO/TEC 18031,

by AR A A R W TSR

o) R < BRG0P e B R 2 A X PR AL

) R eV HGER A B AT E O T e R

e UEYEST Ak B A A TR I B4 X B A A2 S T AR W PR B

B ml T S S Ak - B R VR P12 U RS I B A A R A R A BT A I B e

HRELE — R 5 (4 % B 55

533 EHARTHEBKRERS

FH T4 E B 05 BOR 09 8 AR & 009 LR A7 JE 30T AR (8 T AS ) 1) ik 55 445

X TR RN 8 B BT AR UG » MFRE O IR A 8 O R 2 B B e T o ) 4 T R AR TG
EM A K. TERLEG BT 2T P S R A — AR IR 05 B . 8 B 8% A A 3 309 7 BRR o) 78 — A T 5 Y
WIBR P o BRIk ST IR S Sl h DR D B A I . A R BLAR T IR A B B 52 B U SR I
Pl e AHGERE . — D THGERE B AT RUIR . A0SR AR R L AR R R E A
{14 5 B B A RO L A S8 T AT T RE S U RN 0 s R ) R R L T T RE 2 T B A
5%,

Xof T AR XS RN FAR  — % 8 P CAPIRFAGD) L U 33 % 3 FI 8 2 BE AR OE RS . L XX
IR AR A A CHRAE R AR ) o 76 AAB I AT RS 2 A0 o A0 20 A 45 T P S AT 30 Y L 222 25 D U2
WO B o ANBH A P R A R A DR S I 8 e A8 o A R PO A B 5 R R R P R IR 2R
AR R B CA AR — A AGIRYIES DU R 2 8 B0 S A AT AL, 22 B IE A3 AT
15 H 55 sCHA SRR 55 P T e sAR 1 45 BT A 8 B AT o0 . PR B ik T RAP] 4 44 1 s
] fE AR SS  — ELA IO UE 2 S B A R OIRAS . 25 X T RO 4 4 L TR AL
T Bl 58 S JEAT L B 2 1 ) S S S b Ak T B IR A sl IR A . O T B TR A S AL BT AE R B A
RO Z N A BT 24 FTRET BRI A8 . R AR X AR BOR SE B % e g5, BN T i s 41 2
R TR 8 i B8 PR % B v i X I 14 8 B AT AT RE A T s R AR A DU T L i

X 48 2 5 B KT I B 2 T4 R Ak T T s AR PR S L 6T T o B L HL X L 4 FAA % TR A
TR SRR

B TN T T s 5 BRI IR 55 . A0, R GE AT TR AN TE N 2 3 9L TR O TRV i AR B ik
[E] 0] B Lo A A7 A A

6 FHREENELANE

6.1 EPEERS
6.1.1 THAEERSHL

B YT BRI X A B AR VTS 2R TR TR L HRCRS L R AR DL L S IR A5 B A
AL
WPV BT A B TE M VIAIE Y K B ARG AR L IROE L UR AR DA R B R AR IR 55
X LE il 55 1T LU B YR AR G000 — 00 o T Ak A 5 4R A R A . AR AR 55 B 2K L R 55 B A
6

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

e — € BY i BT A S SEARE AT W B /N e Bk (& e xg ) il , AR 45 #2483 mT DL — A ml {5 26
= (TTP), HHEHEMRS A TR —Z . ol &M H P NS E A, E 2 Brs ., =R R H

e, P AT A ) A 2 B0 48 B o, DA ORI IR 55 . B A IR 95 L3 1,

R EEEM b Ty S I— R
P I — .
B2 ZHEERS
¥ MRS B OC R AR 1 s Rk & ik R L F RS B T4 .
®1 BHRANRSE

B R 1D W% R
B R Whik
YR A [

2B M AL 3 CZE 1 Ak 5 3803 B 58 B
R YA 4 1 7 it
B R Cigis
i T
B S A R nf ik
BN R Al ik
. EYIRA AJ
B Wik
A A

4 M A 3 CFE b Ak 5% A= 1 st 58 B
YL A %

BT A A A Al 3 CFE b Ak o 5 55 1) 58 B
B ik Gt
S EHE A5 A Y Al ik
BN K AJ
e IR 7 3
LR AR S Wik
A T 3

F1iH B BRhttps://t.zsxg.com/JmiaeUR




GB/T 17901.1—2020

Fz (&
e (F7E D 1% 55 TR
I W3k, N E
B kil Wh itk
PR AT CFE I Ak 2 e 58 10

6.1.2 ZHHEM

FAAE R N BB L U 2 A E RS . X B E % L R R R R
A BT SR O B L 43 R A5 A 36 R TR . HESR ] (AN BT AY A B SR A B 1 L R R A X 2 4 4]
S Re U 0] BT A A DG B sOUR AR 25

G 72 R W 2 TR A O ) . o N VA o N RSO S5 1 P 6 A o o e s o
TEBA R Z Y 2 R BEYLE . 1A, 45— 32 S04 A0 Bl HLE AL B RS B S A I B L AR . oA
— X IRIAE AR I 128 07 % 4 8 B A B AR A B  BEMLECAE BLAS WL ISO/TEC 18031, #4 UK A= iR
B GER L GB/T 32918.3,

6.1.3 ZEHIEM

BB TE M IR 55 K 2 R SR IR FRE R . B el — S TR AR A L T L A 0T R R R S
USRS AR H M BN S MU &R . P A MR SR A A A

TEMHLAL LIS 24 1 22 4207 SR A7 20 91 A AR B Rie . PR B A S WIS Co H
YT M HILR S A3 A 488 1 0 3 1 A T 8
6.1.4 THIEHEM

P IE A5 DA E AL B A 1) 2 S IE 43 26 QIR 55 PR AIE 2 B R SR I & . E A3 DA TE AL 4 52 %% 4 (19 AR
THRJE AR A YIES . APHEBEAR RIIIRAESS 3 570 A IR ALE

6.1.5 ZHHL X

W KRN EEAE R Z 2R EEHFEEN RS M O —4HAd R, FHn ke —
PHAREBR 1 HE 2 2 B 524, JHG v ) B S 38 v A S TR Sz B B A RE (L 7.3) o AR R BUAR HE A 55 3 3
3 45 B T B 00 G B R AL L DL BB S A R 28 T B A B AR B BIL ]

6.1.6 EHRE

TEAE 8 B Z il 2O 2R IR 55 o 3 BT AR AR AR P 3 1At 8 A9 O U7 4% 448 B N
HSLEY . RN OLT L B SO AR S AR IE N TR

6.1.7 ZAGFME

AT Bk R 55 S > i o 0 6 P ) O o 0 S BT AR I e A Ak . B R O A
BAPC#E ., B, i s SR i R MR S BV, DL R A S B . Al il BB R AR TR B AR A7
JE 391 119 25 Ao 4 GRS R 0TS 8008 AR ) o AR 6 B0 1 T S, ] LA A 470 L o v ) — o ofe o LA
(3K

a) WL 4 CANAE By BL K A o v BT AN A 4 R S AN IR B s AP A EATD 5

8

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

by A PIINE , X L i A B (T A B e R

o FHEAF PIN {4 X e 518

Xf BT A B AR I REAG I A A i M AT AT . — ORI R o8 A R T A A
il AR BCPE L B PIN IS AR ME (T B 22 0 0E 0 8 1M B . AR Al 00 T o 52 DR 37 09 9 91 mT Bl A2 4 7 B AL
UL S A1 PIN AT YR AR, 75 92 bR T o, 50 S0 A AR MEAG I 31 o 0k 3o i 175 20 o 1o AR 435 157 1 255 0 At
LA .

6.1.8 ZEHIRE

5 B UR A= IR 55 P — A B 285 4 D e B (PR S IR A 2 1) | A B % 1Y T AR A R — AR i R (R A
AN R R A ORI B A5 R R IR A I B B IRAE R P T E AR TRAE
A R IV 32 S A T 306 LA FT 0 Y S A RE DRI T 8 — IR A= A9 B TR 2 S B0 #2 IR A 5 4 s A
IR A ) B

6.1.9 Z5HIAH

WYV TE S PR W 2 )5 e Bt — A2 4 BRI AE i B . &l DLGE 3 917 i i 55 (H e
VR IRI A SE L a0 BEALAF A . 70 155 (g b W s O 1 UE B BlR B HE 28 75 L AR A 2 ) AT RE 7 2 4K
HEHHBES .

6.1.10 Z5AHSH

AR SRR BE B E A T R R IR 5 AR DROIE 2 A R TR XU 55 0 T E & F
W PR TR BHPA F B R E AR R Y] . WIS . FUTEE E F
HE . 2 B DR Sk it R B RORY L A A T T A A R AT A R e
AN b i IR 55 AR S AR N IR

6.1.11 Z5AFS
P 238 B T AU AL A B 6 A0 28 B T A IR 55 IR BR 3 B 5 SR B R R L B R B B R A — B4 (L 6.1.12)
6.1.12 ZAHES

YT B 5 R S P B D] e M B B T BRI B 2 A AR BN R A T AT I
FAEH B ZE AP E BT LUTSR KA C B S % 8 . 8 S SR L 4E A C AR Y &
SR o A 5 550 2 AR 1) 2 B 22 7 L A G A LA o 3 S8 5 A1 OR3P B0 2 IR AT RS TG 2L

KA B R REATAK T T I BURGE A . BB 8 T A 0 At ) A PR

6.2 Xk
6.2.1 HAEEHHRS

AR BRI 55 AR HA 52 2 A CR IR 55 . X IR 55 A0 45

a) iR gl
Dy ) 2 il Bl 55 0 31E 25 BH 4 2 R 40 1) W R L RE i 2 ALY SE AR A B i)

by it
I TX B HE RGP A XL WAT ST IR ER . W TFER R T BB AT B T 43 A 22 4 XU il
Ak R

o) B

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

B0 MR 55 FH T 0 SR Ry B — 22 4 B SR AL B
) B RS

TR R 55 24 H B A B R S5 0 L DA PR AL ST R M LR L S B AP HR
e) B IE R 55

P[] iz 55 2 2 BN 728 2 8 CAn A 80D B b 75 19

6.2.2 EEABPRS

TR 73] FH P ) e 55 i At — S n BE A T 8 L 91 40 P T IR 55 . X B IR 55 5 S BUAT G L (HR AR 4
Y .
7 WEEEFTASEOBSRE

7.1 BHRSRHE

TR SEAR 8] 73 %2 5 BRI BEAH 24 52 2% . & 52 2038 15 6 I A0 e P 9 B i T 5 5 R 0 T A 28 B B R 1 52
M o S AT A 4 3 15 o AT RE 18] H 8 5, PT AR JA T ) — 22 Ax St W] BE Jm T A [m] 4 3, W] RE A0 =i vl i
AETEI IR 55 . T SRR B B 1 B 3RO [ B A5 T G el 5 w2 B 45 0 B 20 K
7.2 BIEXRMEEINERS X

SR ] F4) 38 £ 52 S AR 18] 6 6% 8% L SR 18] )15 A 7 B R BT A2 P A 8 T B B 32 0
Ttk A IR B Z A7 — M4 e A B S S R SIS R X Rl (R AN A 3 TR

kA e - ——— — e

B 3 7 SERIE] A I8 M Gk BE
W I B AR SR B A 8 P10 R L 4 o A 2 BB A
7.3 BETASK

PAF LT GB/T 18794.1 i HLRE (7 22 LA 1 22 e Il 2
RN AT LR (3 T Y S e i A I S5 . 25 A AR X PR R AT £ BB 2 4 SR
AE D LA T S
a) X T RCHE S8 B AR I A S 0 WO T R T R L I 2 BIE S
by XTI, A 3K 5 T B AR WO A S A IR
o) X TR DR AN S A A — TR N T B AR . X SR A T M B T B, B
SR AT RET 2 T UM IR AR DR S 18 00 A BTIEAS . 40 SR8 {5 U7 05 e 45 A I W] LU
SR BRI TG Z LA .
AL N AN KB AU . ARk R B0 L 8 AE WU AT AE R A i SRR S BN TR L
(LR /AR 2 T
X7 PR AR A B, LR 51 A 5 3 22— 8 sl A AR
a) A SR R IR AR R B 1 s e b (KTO) 5
b) AN SR R B o K O (KDO) AR B T 5 553 & i3 50
SR o SR A U B IR B T R A R B S e R R R AT L AR 4 PR . BT R AR

10

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

WA, KTC 200k [ s2ik A e %4 (D B EMEE T KTC 5524k B iydt =% F: 5
n#s ., SR KTC A] LB % 25 4055 % Sek B(2) , 50K © 0 28 254045 [0 45 524k A(3), 52k A ¥ H 4%
KA TR B4,

T HA L
(KTC)

[@D)] 3) (D)

4
FARA KRB

B4 ZHZBAPD

WR A5 5 =07 CTTP) AE B S . A R A 7 i 6l A5 WU AT JG SR i 3 8 oy . L 5 B4 &
HD (KDO) B HE S AR RN 6 524K A K5 %4056 L 48 92K B B & .

5 #R TEAS KPR OSHALERYEERGTLELEFENEE., EXHELT. — %5800 kP
SO I — A~ SR A SR A i BH L R B B Sk A SEAR S A LAy B A . SR A T KDC iR 5 SE ik B
1 2 %40 (1), KDC B %5 41 43 & 4538 15 W7 S48 A(2a) ML B(2b)

FH AL
(KDC)

SARA SEAB

BS5 THASEZHOHTSEE

USRIV SR AR 5 SR B L] W A 2 Sl DUR ORI R 7 2. SR 0 Ko
LGP SEARERRERE AT 2 A MU B AR L WA b oK R B o e PSSR . IR A Sl HUBE S S
AR IR AR A ST R B A SR B B 6 ik 15— k05, SR A ) KDC 35K
YA B 3P (1D KDC 4 B 0 R 092 A2) , i SR A K3 9156 R 245 524K B(3)

HHPRF L
(KDC)

€D ©))

SEARA 3 LAAB

Bl6 ZEABZPRRRAEZEBHERASR

11

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

7.4 HEBEATEK

Sl 8] 9 %5 B 23 R TY A A DAL AN [ 22 ) SR A RIS AR B X AN 22 il L T 28 /0 — o 2 i 45
AR CHIXTARECE AR PR A . [ 7 FilR TAEX BRAEIE L 18] 8 3R T X AR IE . A% 2l A A 2
LA — DRI A G, — DB BEME. IR A TSR B A A5 A SR 5 X 5 1%
AU IR 28 o R B 7 R AR IR 7.2 50 7.3,

TESAR A GIA B 2 6] £ 57 % 1 AT 23 9 PR O -

a)  ARPAE B B APIIES CHIE D 5

by TESR A 5K B Z g sr — AR R A

TEIX SE BT 2 (0] AT REA 25 PR 1 OC 28 o X LB 411 5 28 S e 1 AT 2 1) ) £ AT R A

Q0 SR S P T AR X FRFOR BEAT R B A, B — O 5 E IR X O AR AT I 7 BT R . R A B
ARG SR A B R (DM TE B 459508 A (2) B I TE 4538 5 B SR A BUSER A (9% 2L
W3 RATTE—A H sk, SR B #Z 2HUMARE SEAR B AGIER (4) 91 & G 5 25 SE AR BOS) I L 3 E
538 H h SR BO6) BUSAR B i U (67) KATIE— D H . HA LURIT M E XA T
SR B AT LB SR A B H SRR A BOIEA (7). WZRILR A RISR B B R 2L — 5
SURATIILC8) AR B AlE i 524K B % L (O MAEE A S B H R h R SE A BIES
(10) o WSRBEATREN A A Hs 38 i 22 #0052 sl VR O 85 91 4 57 3 B30I — 318 20 (1) g LAk 45 ik 4 5
£ B,

(8)

|
|
% Sk B R AW
|
|
|
|
|
|
|
|
|
|

B7 BEENREREFMEZEANFRAS X

E NG EDOR 7 5 NS i (=1 I (1 < B N R o i NI 2 SR e DA R S E MRt VY R LR S
F (D), IR AT REIE 5 10— DAL . & WU [ U i — A A5 A SRl i L 2 R 25 2 81 (2)
WSR2 WU S AE 5> oty s 55— A% S MUk AT 1) A SEAR 4y BOZ R %480 . T — % 2Pt
AR B RS I (2) R (3) . BXARSEAR A FISEAA Bk al L2240 B2 A (D

M SR A GRS SR B A AL B A, LR R LSRR 7 5 a0 R Be 5 30y
5B AT R Ry i R R B B A Rk R s R L RE S — A SR A I8 4 B I B Y S AR Ry
TR TP KB — AR,

12

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

(3 OD)

|
|
]
|
D 3) :
|
|
|

—_—— o — a1

B8 BEBENMEAERNTBZENERATX

A ISR A FISEHR B A 22 ALK BE B A AR B A5 A 095G 28 A B0AT 1 HE 15 B AR L IR 4 2 A B XUT
IAFER P X, A 92a) F(2b) iR . 2P X i) DUAE U 8, 8% B 00 R 45 94K A SR B i
P LA 9(3a) A (3b) 1. 8 2 U X AT DR SER A i 42 4 BIL RS 4 Wi 3] 1) b 8 4% B 5 4
EBLAE 92a) JHe R 245 924K B 1YL 2P (3b) o SR 3% 2822 UM R H W3 19 28 B e e 40 45 ALY
SEAR (AN TET 9 (4a) FT(4b) ], 33k A I S8 SRR m] LA 22 4 i 2 45 B (5) . AT REG 2 - 40— ROV Y 42 42
UIR NS IES: SV A RS

ZAHMX

e — —————— ——— — —— — —— ——— —— e ———— e ————— ——— ——— —

(4b) (1b)

|
|
|
|
(1a) (4a) :
|
|
|

B9 ZefMBEpEEXRHE

8 HEMRSHRME
WYV B R GU T Z A R IR 55 n] phy SN IR 55 B Bt ER At . AT RE R IR I AR .
@) EHIEMALE S H VR ;

by B4 L KDC,KDC T 92 IR 40 % 5540«
O BHIZH L KTCLKTC A7 A4 85 4 AT T h 52 P T k25 4 5 e M 5

13

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

Mox A
(BB PR 3R
FHEEEIGN T 2 B

WPVE B 5 3% B VF 2 OV BLAE DL LA I
a)  EYIRRH R
YIRS W SO 3X R B I RT LA IR) L 2 B 0 (H R B o
by EHIMR B
SR IR Rl 2 A REREAT BE BB 5
o PR B R B AU ER
B B AR OGBS B N B
& EYIAR A S
S B T ECH A S TR U
e ARIBZAUH
LA T[] 12 M) B A 80 A s AR
H kB
BB AL P B SR
@) FER AT E YR B RE
X AT BE T A B O3 A AR s A T K O T A A A R R R M PR A
A R W25 o T I M L T S TR 1) ) A R 5 L S AR
by EYTRIUE ]
o RPN T ORBALAY F B, G T B o o o ok o o R 5
e 91 B A T T R BT 14 F B0 SR B2 A o 2 s ik o )
il P 3 2 5
i JEE A FH AN 8
1) AR AR AL e e P I 4

14

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

M X B
(FRHEM T
ATV S

B.l ERAEHERAZMNSE

5 R G838 H AR PR R R ROROR 4 28 B BRRTAEXT B . PR S BH A B SRR IX R R R
I LA B3 — AP o3 2805 i . T TR 98 HOR B 48 I 5 D REXT AL R et AT a3k

A AR G PR AN [ 26 T 0 A R O < S B R N M S R 55 LA R AR IR S5 . HLER PR S T
XHE BT B LR, RO AR L e . 5 4 R S 01 e 55 32 B T S R i) L R D i M)
s 58 B ANPUHOT . 3 2R 40 B2 RURIAH O B AR AN B BT

LR

SRR
RIS REHE

B B.1 ARk 55 #0418 K AL

B2 TEMMEINKRSURZNA

58 M RS T3] 1R 55 B 48 %o 38 175 S 4R ) 4 ) S R 6 1)) L B H0 F U A 48 ) BRI I ke s DD T 41l
B 58 86 . 1% IR 55 7T LA AR LA BLA
a)  BEHITE
Sk B T B A BRI 1 R A B A, T O AR AR AR B — T B A (MAC) . XTFIHE
YHIRS .S W GB/T 15852,
b B RITE A
PR BT 44 T T RO D ke S ) B S R/ SRR I
o EEEFEHIE I EUE
THREE BRI Y S R I (E , OF 5 5 5 R 00 (H Ll B S8 3 R TE D
d O EHE B OT Y Bk
B UE R T2 4 DA RE 1 B 25 44 2 A5 b P BRI DR R T A s GO TIE B BSOS M
T8 52 B VR R AE 5 A 55 v, 2 44 5 e b 3R FH 0945 8 B8 2 5k D FAR B CRIVME — HLOR %5 1), i3
J& FUA U 7 RV WOT A R TE A o 3k R A B O B R AT DA I BRI (N R RE

15

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

R TT R A B B IR T A O T A L R R . A 4 A SRR AR R R BE R T R T B FAA
R COURAEID A REAE M. IR 2605 R T B9 23 TT 8 B 0 48 44 HEAT S Uk I & AT AR 1) 28 =07
A TENLED IEW] A %A R SR E— A E A e X — %4,

56 B P A 500 IR 55 T AR = 2R 8 B R i PRl

a) BRI L B

b) B EY 5 IR T O IME— 1 R

o) WUEE Y] A TTE AR B Y] b AR AT — B

Xof TR AR A 5 58 0 A 00 I 55 A ] — > B R B B R — A IR B e W — A R
B X AR XS BB AR UL, 28 44 B IR IE R B — DR AR — D ERAEY .

B.3 W EMRSFEA

DL PE IR 55 2 B4R 0 A HLE P . BT A BE A BIL ] -

a) e i B EOE A  S

b) i - AR L SO AR

B PR 55 AT by BT 00 85 B R CBIDAS BRI AR XS B ) DR o 25 1 J 0T R B AR IRE 2 R0 A 4 488 A
F [A) — A~ B (L2 A B % D AL B . > el FH AR XoF BT o288 00 fige 25 5 4 2 ol A T (LA O 114 25 5 CRI
NIT R T AL B

B.4 HERSE
— S 25 L e B AL AL B B S B RN (BO TR R SR, R L ISO/IEC 19772 AR IR AY 2 5
g HLE LA AE 1SO/TEC 18033-4 H i iR B9 I 28 A% #24E A9 MULTI-SO1 #5 AU AR Ad F X AR S oA L 12

HEHL P B se s M A R R e . 78 ISO/IEC 29150 Hh 43R 19 25 95+ R fdi 3k 0F Fk 235 10 5 A, #2141t
ML B 7 3 M AN & 0, AR A B R L o AT i B A 0 o 4 0 A g FIR S 1 22 e T

16

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

Mt & C
(38 B B 3R
FTHEEFEXR

WP R B X RS A 2L U R ER AT AR RRGEEA R
A, AT B e A 70 45 o) 5 B A B0 5 0 R A P A8 400 v OB A o o s B v 8 B X e g — A B B
32 75— 29 5E P — S T 5 — Dt T D .

P A5 B AT LA

a) YT REORY B RISHL (AN - B B w1 A BLAE B X RO

by AR (B D 5

o) R

d) T HE T T B PR B

e) i B BR AT BN G A 5 BRSO PR A B A 5 T

ik B B 8 A BRAE B AT AR 4 4 R AE 2 B A i R v e

HHNIE B P A R B R, B =R LT AEYA S A BN

) ANITEHIREL

b) - BEE TR N B 5 P14 B B0 G P Y B s

o) AR Y YA BRAE B R AT B RAE (AT BER B D

& AR

o) IAMEHLAEEI 1.

17

F1iH B BRhttps://t.zsxg.com/JmiaeUR



GB/T 17901.1—2020

& £ x #t

[1] GB/T 9387.2—1985 fREAHMAL FMAGZEE REASHBHEY 5F 2 0. LR
451

[2] GB/T 158520 A M) FREEAR R HELNH

(3] GB/T 17903(IA#) FREEAR LE2HEAR HUHUH

[4] ISO/IEC 18033-4 Information technology—Security techniques—Encryption algorithms—
Part 4: Stream ciphers)

[5] ISO/IEC 19772 Information technology—Security techniques—Authenticated encryption

[6] ISO/IEC 29150 Information technology—Security techniques—Signcryption

18

F1iH B BRhttps://t.zsxg.com/JmiaeUR



